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DMCA Safe Harbors – Limit Copyright Infringement Liability for Posts by Users  

Are you building an online platform that will enable users to post content? If so, your venture 

could be liable for secondary copyright infringement if your users post content for which they do not own 

the copyright. Fortunately, the Digital Millennium Copyright Act (“DMCA”) sets up “safe harbors” for 

certain online service providers (OSPs) that may limit your liability for secondary copyright infringement.1  

This paper provides key details for the safe harbors. The text of the statute setting forth the safe harbors 

can be found at 17 U.S.C. § 512. 

Direct Liability v. Secondary Liability. Liability for direct copyright infringement results from 

volitional conduct by an OSP (e.g. the OSP actively posts, stores and displays infringing works on its 

platform). In contrast, secondary liability results from the volitional conduct of an OSP’s users (e.g., a user 

uploads a copyrighted movie onto the OSP’s platform). The DMCA safe harbors only protect OSPs against 

secondary copyright infringement liability.  

Definition of “Online Service Provider”. There are two types of online platforms that are 

considered online “service providers” under the DMCA safe harbor: 

• Type 1: “[A]n entity offering the transmission, routing, or providing of connections for 

digital online communications, between or among points specified by a user, of material 

of the user’s choosing, without modification to the content of the material as sent or 

received.” 

• Type 2: “[A] provider of online services or network access, or the operator of facilities 

therefor.” 

Type 2 is broader than Type 1 and encompasses most online service providers.   

Knowledge of Infringement. The safe harbors do not protect an OSP from liability if the OSP 

knows, or has reason to know, that user-generated content infringes a third party’s copyright. For 

example, when an OSP encourages users to upload unauthorized music and videos to share with other 

 
1 The DMCA provides four safe harbors, each covering a distinct way of handling user-generated content (e.g. 
storage, transmission, caching, and information location tools). Since protection can be sought under more than 
one of the safe harbors, the distinction between them is not included in this paper, but can be discussed with the 
clinic or a law firm. 



Startup Law Clinic 
Boston University School of Law 
White Paper Series 
September 2020 

Note: This document is meant for informational purposes only, and is not intended to be legal advice with respect 
to any particular set of facts. Your use of this document does not create an attorney-client relationship with the BU 
Startup Law Clinic or any of its lawyers or students. 
 

users on the platform (e.g., LimeWire), the OSP will most likely not be eligible for protection under the 

safe harbors. Even if an OSP does not have specific knowledge of infringing uploads, if there are red flags 

that infringing user conduct is occurring on its platform, and the OSP fails to reasonably respond to these 

red flags, the OSP will not be protected by the DMCA safe harbors.  

Compliance with DMCA Requirements. In order to avail itself of the DMCA safe harbors, an OSP 

must: (1) remove infringing content that it is aware of, (2) adopt and implement a policy of terminating 

the accounts of subscribers who are repeat infringers; and (3) not interfere with measures that are used 

by copyright owners to identify or protect copyrighted works (e.g., encryption, watermarking, inclusion 

of copyright notices). Steps (1) and (2) are discussed further below. 

Step 1: Takedown procedure for infringing content.  

An OSP must include on its platform instructions for how third parties can report infringing 

content to the OSP (i.e. what information the notice needs to include and who the notice should be sent 

to). The OSP must designate an agent to receive these notices and must follow its own policy about how 

to respond to these notices of infringing content. Upon receipt of a proper notice of copyright 

infringement from a complainant, the OSP MUST do the following:  

• Remove or disable access to the allegedly infringing material; 

• Notify the user who is accused of infringement that the OSP has removed or disabled access 

to the applicable material and provide the user with instructions for sending a counter-notice 

defending its use of the content on the platform;  

• If the OSP receives a counter-notice from the user, the OSP must send a copy of the notice to 

the complainant so that the complainant can file an action in court against the content 

provider if the complainant desires; and 

• If the complainant does not file an action in court within 10 days of receiving the counter-

notice, the OSP must restore the applicable content on its platform within 10-14 days. 

Step 2: Repeat infringer termination policy.  
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An OSP must also have a policy in place to terminate a user’s access to the services if the user is a repeat 

infringer. The OSP cannot reactivate the accounts of users after they have been terminated under this 

policy.2  

Conclusion. If you think the DMCA safe harbors may be relevant to your online platform, you 

should discuss the DMCA with the clinic or a law firm. The clinic routinely advises clients about the DMCA 

safe harbors and can advise you on the compliance requirements so that your venture has the right 

procedures in place in order to obtain the benefits of the safe harbors.  

 
2 BMG Rights Management v. Cox Communications (4th Cir. 2018). 
 


