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for securing the information, as its perception is
self-imposed, which allows its adoption in radio-
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that a positive secrecy capacity can be achieved for both the RF and optical links by using
1000 different keys, with a minimal signal-to-noise ratio penalty of less than 5dB for the
legitimate user using SA-SM versus conventional transmission at a bit-error-rate of 107%. The
analysis also includes computational time and classification accuracy evaluation of the various
proposed ML techniques using different hardware architectures.

1. Introduction

Radical next-generation networking concepts are gaining attention in academic and commercial
communities to satisfy the unprecedented data rate demands for cutting-edge applications [1].
Next-generation networks are expected to intelligently satisfy users’” demands while satisfying
the confidentiality requirement of the user. Confidentiality can be defined as the ability to
restrict data interpretation to legitimate users only, while averting unauthorized entities from
accessing the information [2]. Owing to the broadcast nature of wireless transmission, the wireless
interface is within reach of both legitimate and malicious users. Eavesdropping attacks are the
most popular type of threat that affect network confidentiality [3]. To combat eavesdropping,
security approaches can be applied at every layer of the network stack, including encryption
and authentication protocols in the upper layers as well physical-layer (PHY) mechanisms
[4]. Physical-layer security (PLS) is an emerging technology that encompasses approaches
proposed for securing wireless communications at the PHY. In PLS, the core idea is to use the
attributes of wireless channels, such as noise or fading, to model effectively secure transmission
schemes.

The introduction of new applications, such as Internet-of-Things (IoT), with their
computational complexity and power limitations, has called attention to the importance of
PLS, as the traditional cryptographic methods are normally computationally complex. With the
development of cutting-edge hardware architectures, such as tensor processing units (TPUs) and
graphical processing units (GPUs), machine intelligence has emerged from laboratory curiosity
to practical implementation. In wireless communications, machine intelligence has been used
in signal detection [5-7], channel estimation [8,9], channel encoding and decoding [10-12] and
channel state information (CSI) sensing [13]. By applying machine learning (ML) technology, PLS
approaches can be further optimized in comparison with non-ML-based conventional security
technologies. Therefore, the application of ML for PHY design and optimization needs to be
deeply investigated to design networks that are more agile, intelligent and robust.

Perfectly secure transmission in a discrete memoryless wiretap channel was first examined
by Wyner, assuming a source and a destination in the presence of an eavesdropper [14].
Wyner’s analysis was extended from a discrete memoryless wiretap channel into a Gaussian
wiretap channel in [15]. The analysis in [15] introduced the metric secrecy capacity, which
can be interpreted as the disparity between the channel capacity of the legitimate user and
the eavesdropper. According to the secrecy capacity definition, a transmission is considered
secure as long as the secrecy capacity does not fall below zero, and thus an eavesdropper
would not be able to fully intercept the source’s transmission. In order to enhance system
confidentiality, sophisticated signal processing techniques are designed to elevate secrecy
capacity. These techniques include security-oriented beamforming [16,17], artificial-noise-aided
security [18,19], PHY secret key generation-based methods [20,21] and security diversity methods
[22,23]. Considering secret key generation techniques, the premise is that the source encrypts
the original data with the aid of an encryption algorithm and a secret key, which is exchanged
between the source and the legitimate receiver only. Using classic channel estimation methods,
legitimate users exploit their estimated CSI for secret key generation and agreement process.
The legitimate receiver then decrypts the data using the preshared key. Hence, under the
assumption that the eavesdropper lacks information of the secret key, the data reserve its
confidentiality.
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Currently, radio-frequency (RF) technology is suffering from a lack of free spectrum, and thus
meeting the insatiable demand for data rates is becoming extremely challenging. To conform
with this increase in demand, solutions such as complementing conventional RF technologies
with various technologies, including optical wireless communications (OWCs), are emerging
[24]. OWC technology conveys data in free space via optical radiation, and its wavelengths can
range from infrared to ultraviolet, which includes the visible light spectrum [25]. The advantages
of OWC include a large unlicensed spectrum and no interference with other technologies (i.e.
RF), and it gives rise to the all-green communication aspiration. Hybrid networks, also known
as heterogeneous networks (HetNets), which combine RF transmission with optical, not only
offer unprecedented data rates but also improve system reliability and coverage area. Hence,
radio-optical HetNets are starting to gain significant attention in the research community.

Most PLS techniques exploit the propagation characteristics of the wireless channel. When
wireless data are transmitted by a source, multiple replicas of the signal with different delays
and attenuation factors may be received at the destination arriving from different propagation
paths caused by signal reflection, diffraction and scattering. In a setting that adopts multiple
technologies, such as in the case of heterogeneous radio-optical networks, PLS techniques cannot
depend on the unpredictability of the multipath propagation to defend the transmission because
the optical channel is not rich scattering, unlike the RF channel. Hence, the unpredictability
criterion is absent in optical transmission. Another approach is PHY-key-based techniques that
adopt the concept of encryption and authentication based on the presence of a secret key;
however, the encryption happens at the PHY. For these techniques, an efficient key management
and distribution scheme is fundamental for network confidentiality. As a general scheme, there
exists a key management server responsible for generating and managing the keys. The keys
are then distributed among the end-users; however, the protection of keys in transit must be
paramountly considered [26]. Additionally, key distribution results in network over-head owing
to the exchange of keys over the network. An alternative is key predistribution models, where
keys are stored in nodes before deployment, which are popular in a multiple of applications,
including wireless sensor networks, because of their low computational complexity and
scalability [27].

Multiple-input multiple-output (MIMO) is a key technology in current and, most probably,
future wireless networks including HetNets, as it enhances the spectral and energy efficiencies
of the system [28]. Spatial modulation (SM) is an emerging MIMO transmission method that
regards the transmitter index as an additional stream of information [29]. In SM, the information
bits are split into a portion that is modulated by signals and another that is conveyed in the
transmitter index. Only one transmitter is active during symbol transmission, thus the data rate
can be increased by a factor of log,(N7), where N7 is the number of available transmitters. SM-
based PLS can be addressed using various approaches, including precoding, jamming and subset
selection. There are also methods that are considered combinations of the aforementioned PLS
approaches, such as the work in [30], which is considered a precoding plus jamming technique.
Precoding techniques, such as [31-33], rely on engineering the precoding matrix coefficients
based on CSI of both the legitimate user and eavesdropper to cause the signal to be perceived
only by the legitimate user and be hidden from the eavesdropper. The major drawback of
precoding approaches is the stringent requirement of CSI. Practically, networks can be oblivious
to the presence of an eavesdropper, which makes eavesdropper CSI knowledge unachievable.
Friendly jamming methods create artificial noise in the nullspace of the legitimate user, causing
the eavesdropper to undergo destructive effects [34]. Jamming approaches, i.e. artificial noise, can
be based on co-operative jamming, where multiple users aid each other to mitigate eavesdropping
attacks [35,36]. It can also be based on a MIMO setting, where the legitimate users are equipped
with multiple transmitters/receivers [37]. The drawbacks of jamming methods are their power
inefficiencies and spectral efficiency losses, as the spatial bits are compromised owing to the
use of transmitting elements as jamming elements. Lastly, transmitter subset selection methods
choose a specific subset of transmitting elements to maximize either the signal-to-noise-ratio
(SNR) or the Euclidean distance at the legitimate user [38,39]. Similar to jamming approaches,
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they require CSI of the legitimate users, and they also share the loss in spectral efficiency as the
number of bits that can be conveyed in the spatial domain are reduced as a result of the subset
selection task.

SM has been extensively investigated in radio [40] and optical [41] wireless networks
separately; however, addressing the security of SM-based systems in radio-optical HetNet
deployments has received limited attention in the research community. The shift to higher
frequencies causes the transmitted signals to propagate differently from in RF. Instead of
optimizing both technologies separately, a technique that can be applied to multiple technologies
is crucial in HetNets, as it enables common protocols to be deployed. Thus, when considering
PLS techniques for radio-optical HetNets, the technique used must consider the decreased angle
divergence of signals transmitted optically in comparison with RF transmission, which is still an
under-investigated area of research. Generally speaking, there is a minimal amount of research
that is dedicated to RF/optical HetNet security. To the authors” knowledge, a key distribution
mechanism for radio-optical HetNets does not exist in the literature. Secrecy outage analysis
of RF/optical hybrid networks and the derivation of analytical expressions for the exact and
asymptotic secrecy outage probability (SOP) is presented in [42,43]; SOP can be described as
the probability that the secrecy capacity is equal to zero. A zero-forcing beamforming strategy
and a minimum power allocation algorithm is presented in [44]. In [44], the RF secrecy rate
outperformed the optical link. As the eavesdropper got closer to the legitimate user, their optical
channels became more dependent and their null spaces became very close. In contrast, RF
transmission has a probabilistic channel model and the correlation between RF channels is much
less than the optical case. A handover mechanism is given in [45] in which OWC is used as the
primary technology and RF is used only if the primary technology fails to satisfy a positive
secrecy rate limit. For [45], the case in which both technologies are used concurrently is not
investigated. In wireless link pairing (WiLP) [46], the real and imaginary parts of a quadrature
amplitude modulator (QAM) are separated. Then, the real part is sent over the RF link, while the
imaginary part is sent over the optical link. Since both the RF and optical links are needed for
signal reconstruction, if any of the links get blocked all the transmitted information will be lost.

Given the immense potential of radio-optical HetNets and the importance of eavesdropping
mitigation in any network, this paper is dedicated to investigating a PLS technique proposed
for MIMO-based radio-optical HetNets. This paper is an extended version of our previous work
on security-aware spatial modulation (SA-SM) [47]. Unlike the aforementioned methods, SA-SM
operates in a different manner. SA-SM disturbs the time-domain signal prior to transmission (at
the PHY) using a key, which reduces the eavesdropper’s channel capacity without influencing
the legitimate user’s channel capacity, which in return increases secrecy capacity. In this sense,
SA-SM does not rely on channel characteristics for securing the information, as its perception is
self-imposed; hence, it can be applied to both RF and optical technologies concurrently, and the
security gain in both cases will be the same (as it is not channel reliant). We extend our previous
analysis by introducing a novel key selection algorithm and applying various ML algorithms,
including support vector machines (SVMs), logistic regression (LR) and a neural network (NN),
to allow periodical PHY rekeying issued by a centralized source to ML-equipped nodes. Unlike
other rekeying methods proposed in the literature, SA-SM’s perception does not require keys
to be exchanged between the centralized source and the communicating nodes. This perception
not only protects keys from being intercepted in transit, but also eliminates rekeying overhead.
Instead, SA-SM nodes can intelligently identify which key is chosen by the source, out of a fixed
key pool, and decrypt the information accordingly. The main contributions of this work are as
follows.

— This work is the first to investigate applying ML for PLS in radio-optical HetNets.
The analysis includes computational time and classification accuracy evaluation of the
various proposed ML techniques.

— To the best of the authors” knowledge, a key selection algorithm for RF-optical security
does not exist. Additionally, we have based our analysis on well-known ML multi-class
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classification approaches that are readily available off-the-shelf as hardware components
that can be employed in practice.

— The implementation is executed using different hardware architectures, including GPUs,
central processing units (CPUs) and TPUs, to conform with various application scenarios.

The remainder of the paper is organized as follows. Section 2 details the radio-optical HetNet
system model, while §3 describes the proposed SA-SM technique. The key selection algorithm is
presented in §4, ML-based SA-SM is introduced in §5 and the results are given in §6. Finally, the
paper concludes in §7.

2. System model

A heterogeneous radio-optical network is considered that consists of a number of legitimate users
(L) and eavesdroppers (E), as shown in figure 1; a similar model was considered in [45]. The
eavesdroppers are located within the coverage area of both radio and optical transmissions. Since
both technologies cannot interfere with one another, both technologies are used concurrently and
the receivers are equipped with both RF and optical frontends. The source (S) estimates the CSI of
the transmission links via pilot signals. Key management is performed by S, which has a pool of
size P keys that it can use for its transmission. The choice of the key (i.e. key selection algorithm)
varies based on whether the eavesdropper is assumed to be active or passive and it is done on a
periodical basis; §4 is dedicated to detailing SA-SM’s key selection algorithm. When an E is active,
it shares its CSI with the centralized source S to receive the information, while when passive its
CSI remains unknown, similar to the assumption used in [45]. Typically, for channel equalization,
the user (whether legitimate or eavesdropper) must be aware of the instantaneous CSI of its
receiving link. However, we also consider the case where E remains passive, as it presents a more
realistic scenario.

Without the need for S to send the new key to L over the air, SA-SM’s novelty comes in
designing a receiver capable of estimating which specific key S chooses out of the pool. In
other words, in conventional rekeying techniques either the new key is exchanged over the air
between the source and the nodes or the keys are prestored on the nodes themselves. Both
those approaches, as previously mentioned, have their downfalls. The former suffers from the
vulnerability of the key being intercepted over the air and overhead, and the latter is time
exhaustive because the nodes have to search for the correct key from the set of available keys to
decrypt the information. It is important to note that link signature keying techniques also do not
require the exchange of keys; however, these techniques can only be used when the channel is said
to be uncorrelated [48]. In RF transmission, it is normally presumed that links parted by at least
half of a wavelength fade independently, yet this statement does not hold in optical transmission.
In OWC, the light source acts as a transmitter that emits optical radiations rather than RF waves
[49]. The major differences between optical and RF waves can be listed as follows: light waves
cannot penetrate walls, the radius of the coverage area of an optical access point (AP) is relatively
small in comparison with RF and the received power from the optical AP is significantly affected
by the reception angle and distance between the transmitter and the receiver [50]. Most optical
communication systems adopt intensity modulation (IM) and direct detection (DD) of the optical
carrier, which indicates that only the signal intensity is transmitted. This requires the signal to be
real and unipolar for transmission, which in return confines the type of modulation scheme that
can be used.

Inter-symbol interference (ISI) is a major source of high bit error rates at high transmission
rates. For combating ISI and its high spectral efficiency, orthogonal frequency division
multiplexing (OFDM) is considered as one of the most powerful modulation schemes. However,
traditional complex-valued OFDM signals may not be applied in IM/DD-based systems. Instead,
real-valued OFDM techniques are used as a substitute to allow its adoption in optical systems.
DC-biased optical OFDM (DCO-OFDM) and asymmetrically clipped optical OFDM (ACO-
OFDM) [51] are considered the two most eminent optical OFDM techniques. Because of its
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Figure 1. Heterogeneous radio-optical network showing, for simplicity, a single legitimate user, eavesdropper and the
centralized source. As can be observed, all have both RF and optical frontends. (Online version in colour.)

tremendous advantages and wide adoption, SA-SM is based on traditional OFDM for the RF link
and ACO-OFDM is used for the optical link owing to its high power efficiency. It is important to
note that the channel in the optical domain is modelled by real-valued attenuation coefficients.
Additionally, the signal incoming via the line-of-sight (LOS) path dominates those from the
reflected paths. In fact, most OWC research focuses mainly on the LOS path and disregards
multipath propagation. In this work, channel-enforced limitations are not our concentration area,
thus our method is investigated in the presence of an additive white Gaussian noise (AWGN)
channel for the optical link and a flat-fading Rayleigh model for RE.

An OFDM-transmitted signal after inverse fast Fourier transform (IFFT) with N sub-carriers
can be expressed as [52]

1S i)

xry0(k) N nX:(:) X ¢ , (2.1)
where X, is the nth sub-carrier-modulated signal, k is the instantaneous time interval and the
suffix R/O denotes the RF/optical link. In optical OFDM, Hermitian symmetry is applied on X
before the IFFT operation to make xg,o(k) real. Furthermore, in ACO-OFDM systems only the
odd subcarriers are used, and the residual subcarriers are nulled. Accordingly, the ACO-OFDM
transmitted signal can be clipped at zero without loss of information. It is important to note
that the differences between the RF and optical transmission are the frontends and the internal
operation of the OFDM symbol generation. In conventional SM, extra bits are obtained from the
spatial dimension. Even though spatial multiplexing, where parallel data streams are emitted
from the transmitters, theoretically supplies the highest data rate among all MIMO methods, it
necessitates low channel correlation, which is not the case in optical transmission. SM provides
spectral efficiency gains, while relaxing the rigorous low channel correlation preconditions of
spatial multiplexing by capturing additional bits from the spatial domain [53]. Moreover, SM’s
receiver architecture complexity is less than that spatial multiplexing, which is an important
advantage. Given the potential of SM in RF-optical HetNets, SA-SM is proposed to address the
confidentiality requirements of SM-based networks. However, the concept of SA-SM is versatile
and can be applied to single-input single-output systems.
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In conventional OFDM-based SM, the transmitted data are split by a data splitter into two
divisions: N log, M bits and log, Nt bits, where N is the number of sub-carriers. M represents the
modulation order of each subcarrier and Nt is the number of active transmitters. The Nlog, M
bits are used to generate the OFDM symbol after the processes of modulation and IFFT, while
the remaining log, Nt bits are used to choose which transmitting element will be active. On the
other hand, in SA-SM, the centralized source controls the distribution of bits among the used
technologies, i.e. RF and optical. Additionally, S modifies the OFDM symbol (generated from the
Nlog, M) based on the chosen key. The problem of optimizing the split of data among the used
technologies is outside the scope of this work, as it has already been investigated in the literature
[54]. Unlike our previous analysis in [47], we replace the legacy maximum-likelihood estimator
with ML classification methods for key identification, which in return significantly reduces the
computation time and allows a large number of keys to be used without the burden of the entailed
computation time, as will be shown in §6.

3. The proposed security-aware spatial modulation technique

The security gain of SA-SM comes inherently and does not change the bit transmission period.
In SA-SM, the time-domain signal is altered at the transmitter using an assigned PHY encryption
key. This operation is analogous to implementing nonlinear masking of the data in the frequency
domain. The concept of SA-SM can be observed to be similar to adding artificial noise (i.e. which
is the key in our case); however, in SA-SM, the artificial noise can be estimated and removed by
a legitimate receiver. The concept, however, should not also be confused with friendly jamming
[55], as SA-SM does not require a separate jammer. The key that causes these alterations varies
periodically and is assigned by the centralized source. The frequency of updating the keys can
be as short as from one OFDM symbol to the other, i.e. the encryption key is different with every
transmission, with a certain regular time interval based on the severity of the eavesdropping
attacks. SA-SM can be used by both the RF and optical systems with the variation of the used
frontends. Figure 2 presents the block diagram of the transmitter and receiver of an SA-SM
system. As previously mentioned, the differences between RF and optical transmission are the
used frontends and the OFDM symbol generation procedure. Yet, the method remains similar:
replacing the employed ACO-OFDM for optical transmission by traditional OFDM for RF.
Throughout the paper, including the figures, the superscript (.)N denotes an N x 1 vector.

(a) Realization of security-aware spatial modulation’s approach

The centralized source (based on the key selection algorithm) produces a key which is added to
the original time-domain signal; hence, the key can be observed as an extra ‘disguising’ signal.
The transmitted signal sg;o(k) can then be observed as a summation of two signals. The first
signal, xg/o(k), is the OFDM time-domain signal, whether it is optical or RE, produced by a
normalized M-QAM constellation whose energy is normalized to 1. The second signal (i.e. the
key pr/o(k)) is a binary pattern (i.e. with values equal to either 0 or 1). Given that SA-SM does not
alter the frame structure of the transmitted symbol, conventional synchronization and channel
estimation methods using preamble symbols can be used, such as the proposed work in [56] for
the RF link and [57] for the optical link. Training symbol synchronization methods can also be
used such as the work presented in [52]. Hence, the transmitted signal, sg,0, becomes

sr/o(k) = Bxrso(k) + apr/o(k), 3.1)

where o and B are design parameters used to satisfy the security requirement and power
constraints. The number of possible keys relies on a system parameter we denote as 1, forming
P =27 possible keys; the value of n must be a factor of N. In other words, the length of the key
has to be equal to N, which is the IFFT length of the time-domain signal; a key is divided into 5
chucks, and each chunk has the same binary value. Given an example of a unipolar real OFDM for
illustration, the effect of the system parameters « and 1 on SA-SM’s transmitted signal is depicted
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(a) SA-SM transmitter
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Figure 2. ML-based SA-SM transceiver with (a) a transmitter showing the centralized source providing the key to the
transmitter and the data splitter responsible for controlling which transmitting elements are active, and (b) a receiver with
the demodulation block entailing SM and QAM demodulation.
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Figure 3. SA-SM transmitted signals showing the effect of system parameters « and ». For illustration, a unipolar real-valued
ACO-OFDM signal with N = 64 is assumed and 8 = 1. (a) n = 4, (b) n = 16. (Online version in colour.)

in figure 3. The parameter « controls the amplitude of the transmitted signal chunks, while 5
controls the pattern of the chunks to which « is applied.
The information received at the legitimate receiver is indicated as

Yirjo (k) = hig,o (k) srj0(k) + 1 0 ()

= 4,0 (0 B 0(K) + apri0(6) | + 110 ) (3:2)
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Likewise, the information received by the eavesdropper E is
yER/o (k) = hER/o (k) SR/O(k) + nER/o (k)
= ey () B3R/ 006) + PR 0(0)| + 115y 0 (), (3:3)

where 1, and hg, , are the channel-fading coefficients of the legitimate and eavesdropper links,
respectively. The parameters np, (k) and ng, (k) are the zero mean AWGN random variables.
For the eavesdropper, the signal quality is disturbed by the term apgr,o(k), while the legitimate
user (because it has prior knowledge of the key) does not suffer from this disturbance. It is
important to note that the legitimate receiver has the ability to estimate the key pr,o(k), while
the eavesdropper would have to attempt 2N possible key combinations for every possible value
of system parameter o per OFDM symbol. In most wireless standards, the number of OFDM
subcarriers is at least 64, i.e. N = 64, which means that the eavesdropper would have 1.8 x 10!
versions of each OFDM symbol, assuming it had knowledge of «, without knowing which of
these versions is the transmitted data. Readers are encouraged to refer to [47] for further details
on the SA-SM technique.

The channel capacities of the legitimate and eavesdropper can be calculated as Cp,,, =
logy (1 + ig,0) and Cgy , =10gy(1 + vEg,o), tespectively. The parameters y,,, and yg, , are the
instantaneous SNRs of the L and E links, respectively. Owing to the disturbance factor, mentioned
above, the SNR of L will be significantly higher than that of E. The secrecy capacity (Csy,,) can
then be defined as

[CLiso (k) = Cryo (T, for yigo > VEgjor

X (3.4)
, otherwise,

CSR/O (k) =

where the superscript [.]* is denoted as a non-negative value, which entails that in order to
achieve positive secrecy capacity yr,,, must be greater than yg, .

(b) Secrecy capacity proposition

The average secrecy capacity of the RF link, denoted as Cs,, for a given instantaneous SNR of the
L and E RF links, i.e. 1, and yg, respectively, can be defined as [58]

65R<yLR,yER>=E[csR<k>J=j0 L ol (Ve (VER)AVLE AR, (35)

where E(.) is the expectation operation and f,,  and f,;, denote the probability density function
(PDF) of yr, and yg,, respectively. Assuming a Nakagami-m fading distribution, the PDF of the
received instantaneous SNR is given as

fr.tv)= (%)m );(m) exp ( - %) y =0, (3.6)

with m as the Nakagami fading parameter. It is important to note that the Rayleigh channel is
considered a special case of the Nakagami-m fading distribution with m =1 [59]. Then, the PDF

can be simplified into
1 1 y)
=|\= ) mmexpl|l—= ), >0, 3.7
=) r e (-2) v 67)

where I'(.) is denoted as the Gamma function [60] and y; is the average instantaneous SNR
defined as

m—1

_ PE(RP)
Yz = T,
where Ps is the transmitted power from source S and N is the AWGN spectral density. After some
algebraic manipulation, (3.5) can be rewritten as

= _ Vi 8 [z 1=
CSR(VLR,VER)—MLE( 18 X0 (Cl F(l)C2>:|~ 3.9)

(3.8)
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The terms Cy and Cy, using the Meijer-G function denoted as G(.), are given as

6__Fﬂ+9f&@

1= (3.10)
ra-yg)
and
= 1 78 oo Ve 151/
Co=— G| =2 3%). (3.11)
VER 3’3<)’LR 1’ glo

The average secrecy capacity of the optical link can be expressed similarly to the RF link
with the variation that the instantaneous SNR is limited to a range controlled by the optical
transmitter /receiver alignment. Thus, the optical average secrecy capacity can be expressed as

— VYmax [ Ymax
Coo o V) =ElCso®1 = | | Culbn (0 150 o (3.12)
Ymi

Ymin in
Assuming a Lambertian radiation pattern with an order /= —1/log,(cos(¢1/2)), with ¢1,> the
semiangle of the optical transmitter, (3.12) can be expressed as

c L e L e S
solrto:¥eo) = g | v = 0)Cs + K|~y — =y )4~ G ) @ 0 |

Lo Eo
(3.13)
where v = (1 4 (L?/r?)) with L is the vertical distance from the source to the optical receiver and r
is the radius of the optical coverage. The parameters C3, C4 and Cs are

o0
o= (-1 yfax — ¥iinl. (3.14)
g=1
8=ms _ . 8—(1/(+3)

Cy= 3 —1)81 Vmax Ymin
C4_£;(1ﬁ 8{ g—(1/(+3) } (3.15)

o J3-Q/+3) _ 8= (2/(+3)
and Cs=) (—1)8 1g| 12X min (3.16)
P e

For simplicity, by ignoring the presence of an optical filter and an optical concentrator, ymi, and
Ymax are expressed as
e2P2 1 o0 ((L4+ DL

Ymin = 75 4n2A R 120+3) (3.17)

and

P2 1o (4 DU
Ymax = AR ’
N,.B 472 (2 + 12)F3

(3.18)

where ¢ is the electrical to optical efficiency, B is the bandwidth, A is the detector area and R is the
responsivity.

4. Key selection algorithm

As previously mentioned, in the proposed system model, the radio and optical technologies can
be used concurrently. The transmitters remain connected to the legitimate receivers as long as
the secrecy rate remains positive. However, when the secrecy rate of any technology (i.e. RF or
optical) drops below a certain threshold, C!!, that entails that the key has been compromised and
the source (depicted in figure 1) chooses another key from the pool and uses it. C'!' is a preset value
which has a minimum of 0, and its value depends on the security requirements of the system. If
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Cs cannot be calculated, because y, 0 18 unavailable, then the algorithm switches to random key
selection. Let us consider a binary decision indicator (Iy,) for each key p; € P, as follows:

1, if key p; is available,

e 0, otherwise.

Our channel assignment algorithm functions as follows.

— The keys that are already assigned to other legitimate users and those that have been

compromised will be eliminated from P, producing a new set of feasible keys 7/. Each
key has its own binary decision indicator, with 1 meaning it is available for use and 0
meaning either it is temporarily unavailable or has been leaked. A set of length P, I,
contains the binary indicators for all the keys.

Using i 0 and yg, /07 the algorithm calculates Cs using all available keys in Pf, the

calculated C;s using key i is denoted as Cgi). If C; falls below the threshold or cannot be
calculated, then the corresponding key is omitted from the feasible key pool obtained in
the previous step.

If the algorithm fails to find a solution, i.e. Cs cannot be computed for all available
keys, it switches to random key selection out of the keys that are available based on the
original I, inputted to the algorithm. The random chosen key is denoted as p* and its
corresponding indicator is changed to zero to mark that it has been assigned and I, is

updated accordingly.

— If a solution can be found, the algorithm chooses the key with the highest secrecy capacity.
Similar to the previous step, the key’s corresponding indicator is changed to zero to mark

that it has been assigned and I, is updated accordingly.

Algorithm 1 shows the pseudocode of the SA-SM key selection algorithm.

Algorithm 1. SA-SM key assignment.

Input: P, Iy, Yiz,0s VErjor cth
Output: An available key p
Let P/ =1, x P
forallie P/
Compute Cgl) using (3.4)
if ) < cthorc? = ¢
Pr=p —{i}
end-of-if
end-of-for
ifPf =¢
Random selection of p* € (I, x P)
Adjust the key indicator [; =0
Return p; and updated I,
else
forallie P/
Sort the keys in an increasing order of Cgi)
end-of-for
Let U be the sorted key list
Identify the key that is on the top of ¢/
Return p; and updated I,
end-of-if
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5. Reception of SA-SM signal

(a) Classical approach

The classical approach for SA-SM’s detection, which is the analysis in [47], starts by invoking
maximum-likelihood detection (MLD) on the received time-domain signal to estimate the key,
followed by frequency-domain demodulation of the SM-based signal. The first stage of SA-SM’s
demodulation process can be outlined as hypothesis testing with nuisance parameters, based on P
hypotheses indicated as H;, wherej=1,...,P, equivalent to the keys conditioned as a vector p%.
The auxiliary vectors, u%, given by u% = yN — (11//2);7% are constructed, with yN representing
the received time-domain OFDM signal. The MLD chooses the hypothesis that maximizes the
likelihood function of the estimated binary sequence, fJ, ie.

b=arg max; I:qu/_ (MQ,H/, ey ”Nfl,Hj|§H//Hj):|
N-1
. Y
= argmin; }  (tn,p; — Sn74) (5.1)
n=0

with f””; presenting the PDF of Uy When the key is estimated, and using simple mathematical

manipulations based on equation (3.1), an estimate of xy is calculated, i.e. N =(1/ ﬁ)u%_. The
output is then converted to the frequency domain to estimate the SM-based symbols. For the
second stage in detection, which is the demodulation of OFDM SM-based signals, there are
multiple solutions proposed in the literature, including using maximum receive ratio combining
(MRRC) on each sub-carrier to estimate the transmitting element index presented in [61] and
iterative maximume-likelihood-based receivers such as [62]. The evaluation in §6 adopts the MRRC
approach in [61].

Based on equation (3.1) and as depicted in figure 2a, SA-SM signal generation requires
two extra multiplication operations. Thus, for an N-length optical OFDM symbol, the SA-
SM transmitter’s complexity increases by 2N operations. Similarly, at the receiver’s side, the
system complexity increases. However, the receiver’s complexity increases further based on the
parameters P. SA-SM’s maximum-likelihood-based receiver would require, per hypothesis (there
are P hypotheses), N multiplications to calculate the auxiliary vectors (u%), N multiplications

for the binary sequences estimates (b) and N for the transmitted symbol estimation (¥V). In
this work, we are using the same definitions as defined in [63]; the number of evaluations an
algorithm performs to reach a solution is defined as the order of complexity, and the number of
real-valued multiplications for solving the problem is the computational complexity. Based on
these definitions, SA-SM’s maximum likelihood receiver’s computational complexity is increased
by a factor of NP, while its order of complexity is increased by P. In order to increase the security
of the system and adopt a large number of keys (P), alternative detectors are needed to reduce
the entailed complexity.

(b) Machine learning-based security-aware spatial modulation

As the key estimation problem can be perceived as a classification problem, ML-based classifiers
are proposed to substitute the previously discussed classical approach. The chosen ML-based
classifiers are an SVM, a multi-nominal LR and an NN. We intentionally use well-known multi-
class classification approaches which are readily available off-the-shelf as hardware components
that can be employed in practice. The ML decryption block highlighted in figure 2b consists of
one of the aforementioned modules. The modules are trained offline with the supervised dataset
then added to the receivers after testing and validation. ML algorithms are normally considered
as techniques that require intensive computational complexity. However, in reality, the training
phase of the algorithms is the hindrance and not the prediction phase. Since the set of possible
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keys that can be applied are predetermined, the ML classifiers can be trained offline. Hence,
system complexity evaluation can discard training complexity.

(i) Support vector machines

SVMs are supervised techniques used for classification, outliner detection and regression. An
SVM initially builds a hyper-plane, or a set of hyper-planes, in a high (maybe even infinite)-
dimensional space by mapping the provided training dataset using a nonlinear feature-mapping
function ¢(d), where d is the training data [64]. Afterwards, an optimization method is applied that
aims to find the maximum separation margin between the classes lying in the feature space and
minimize the training error &,. Given a set of training data (d,c;), z=1,...,Z, where c; € {—1,1}
denote the labels of the training d,; —1 entails not belonging to the class and 1 entails belonging
to the class. The optimization problem is conveyed as

V4

o 1
minimize: [syp = 5 | w ||2 +D Z &
z=1

subjectto:cz(w - p(dy) +b0)>1-&, z=1,...,Z,
%‘ZZO/ Z:1/-~-/Z1 (52)

where D is a parameter specified by the programmer and controls the trade-off between the
minimizing training error and maximizing the distance of the separating margins; in our
implementation D = 1. The parameter b is a bias parameter and w represents the weights. Another
form of the SVM problem can be given by

Z
1
min oo +D ) Ew,d,c), (53)

z=1

where (.)T denotes the transpose operation. For multiclass classification applications, as in our
application, two methods are normally used for SVM realization; one-against-all (i.e. one-versus-
all) and one-against-one (i.e. one-versus-one). One-versus-all forms an array of SVMs (equivalent
to the number of classes). In our implementation, there are P classes. Each sample in the ith class
is trained with positive labels for the ith SVM, the rest of the P — 1 classes are negatively labelled.
In one-versus-one, P(P — 1)/2 SVMs are trained using samples belonging to two classes only. In
this work, the SVM multi-class support follows a one-versus-one scheme. The implementation is
based on the popular SVM library LIBSVM [65].

(ii)) Logistic regression

Despite its name, LR is a linear model used for classification and not regression. The cross-entropy
loss function, which measures the difference between the actual and estimated distribution, is
the mostly applied objective function for training LR. The same problem given in (5.3) needs
to be solved for LR with the exception of the loss function, &(w,d,c;), which is now log(1 +
e~ d:AD)) for L2-regularized LR. The objective is also to calculate the set of weights and biases
that minimizes this loss function. Hence, the optimization problem can be formulated as

Z
1
min Ea)Ta) +D ; log(1 + e (@ d=+D)y (5.4)

Multiple solvers can be used to solve this optimization problem, including the lbfgs solver. It
is a limited-memory quasi-Newton code for bound-constrained optimization that approximates
the Broyden—Fletcher-Goldfarb—Shanno algorithm. Multi-nomial LR is a simple extension of the
aforementioned binary LR to allow more than two classes. Like binary LR, multi-nomial LR uses
the maximum-likelihood principle to calculate categorical membership probability. Using the
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Figure 4. Computation times of the three ML algorithms using various hardware architectures. (Online version in colour.)

training samples, a model is trained to associate the input to a class. In this work, a multi-nomial
LR with L2 regularization is trained using the Ibfgs solver, which is chosen for its robustness.

(iii) Neural network

An NN is formed of small computing units, where each unit takes a vector of input values and
creates a single output value and learns to instigate features as part of the task of learning to
classify; NNs share much of the same mathematics as LR. In our implementation, in order to
reserve the complexity of the system, we train a supervised feed-forward fully-connected NN
formed by a single hidden layer. A feed-forward network can be defined as a network where
the computing units are connected without cycles, i.e. each layer passes its output to the next
higher layer without any outputs returned back to lower layers. Fully connected means that
each computing unit receives the outputs from all the units in the layer preceding it. Our NN
is composed of an input layer and a single hidden layer (made up of 50 neurons) followed by a
dense layer with a softmax activation function for classification. The training aims to minimize
the sparse categorical cross-entropy loss function, which can be defined as

P
@)= 2 3 [pilog(p) + (1~ p) log(1 — 5], 65)
i=1
where w are the weights of the NN, p; is the true key and p; is the predicted key. The training
data are formed of (250 x P) frames, which constitute the sample size. The data are split with a
ratio of 8:2 for training and testing, respectively. The NN is trained for 10 epochs using a single
SNR value equal to 10 dB. The number of trainable parameters of this NN is equal to (SyP + P) +
(NSH + Sh), where Sy denotes the number of neurons in the hidden layer. Since the depth of an
NN and the number of nodes in its hidden layers determine its complexity, the architecture of the
proposed NN is limited to a single hidden layer in order to reduce its computation complexity
and keep the number of trainable parameters to a minimum.

6. Results and analysis

We used Google’s colab environment to employ the different hardware architectures provided by
Google for performance comparison. The hardware architectures include CPUs, TPUs and GPUs.
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Figure 5. Confusion matrices for the different ML methods for 77 =10 and 1 = 16, where @ = 0.1in (¢—¢) and « = 0.2in
(d—f). (a) Linear kernel SVM, (b) LR with an Ibfgs solver, (c) one-layer NN, (d) linear kernel SVM, (e) LR with an Ibfgs solver, (f)
one-layer NN. (Online version in colour.)

Firstly, the computation time required for the ML techniques to estimate the PHY encryption
key using the various hardware architectures versus the number of keys is calculated and
shown in figure 4. As shown, the SVM’s performance was the worst by having the highest
computation times. On the other hand, both the NN and the LR are able to classify in less
than 107* s for P =1000. However, the NN’s computation time remained relatively constant
and independent of the number of keys, which makes the NN'’s performance more predictable
and consistent than those of LR and SVM. Another observation is that the variation among the
different architectures is minimal; yet, the TPU is considered the best in terms of computation
time performance. Then, the key estimation accuracy of the proposed ML techniques is evaluated.
The confusion matrices for the various ML techniques are depicted in figure 5, with P =10
at system parameter « =0.1 and 0.2 with =16 and g =1. As can be observed, all the ML
techniques precisely estimate the encryption key with a 100% classification accuracy at o =0.2;
however, at « = 0.1 mislabelling occurs. At « =0.1, the SVM has the best identification accuracy
with seven keys correctly identified and only three mislabelled with a minimum accuracy of
92%. The LR, on the other hand, labelled five correctly with a minimum accuracy of 90%,
and the NN mislabelled five also with a minimum accuracy of 90%. Figure 6 gives a more
thorough insight into the accuracy of the proposed ML by measuring the classification accuracy
versus the number of keys (P) for two values of the system parameter 5. In line with the
results in figure 5, the identification accuracy is consistently better at o =0.2 for both =16
and 7 =232. Intuitively, as the number of keys increases, the accuracy decreases. Accuracy
also seems to improve significantly by increasing 7, yielding a minimum accuracy of 85%
at « =0.1 (the NN), which is a notable improvement over the 72% accuracy at o =0.1 for
P =1000. Even though the NN seems to have the lowest accuracy, at « = 0.1 and n = 32, as shown
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Figure 6. Key estimation accuracy of the proposed ML techniques versus number of keys given two values of the SA-SM’s system
design parameters, o and 7. (@) n = 16, (b) n = 32. (Online version in colour.)
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Figure 7. The NN's accuracy and loss while training versus the number of training epochs for various 7 values. (a) Training
accuracy, (b) training loss. (Online version in colour.)

in figure 6b, all the techniques are capable of estimating the encryption key with about 100%
accuracy at « =0.2. Given our findings and the fact that the computation time of the NN remains
relatively constant irrespective of the number of keys used, the NN is chosen with o =0.2 and
n =32 for the remainder of the analysis. To get a better understanding of the performance of
the NN while training, the training accuracy and loss versus number of epochs is presented
in figure 7. As can be seen in figure 7a, only four epochs are needed for the NN to reach a
100% accuracy for various values of P. As previously mentioned, the size of the dataset used
to train the NN is 0.8 x 250 x P; in other words, in the case of P =1000 the NN is trained using
200000 frames. Because the training data increase with the number of keys, the NN reaches 100%
accuracy and the loss drops to O faster as the number of keys increases. The anomaly is the
behaviour of the NN at P = 10, where the loss approaches (but does not reach) 0 yet the accuracy
is 100% and the confusion matrix (figure 5f) shows no mislabelling. Because of this anomaly, we
set the number of epochs to allow the NN to converge. It is important to note that the perception
of SA-SM is scalable: as previously mentioned, the number of keys that can be used is equal to 27,
i.e. at n =32 the system can accommodate over 4 x 10° different keys. However, in our analysis,
we set P =1000 as an example value to show the potential of SA-SM.

To test the security gain of SA-SM, the worst-case scenario, which is the case of unknown Cs,
is evaluated and the algorithm is performed prior to each transmission, i.e. the key is changed
with each frame. The secrecy bit-error-rate (BER), which can be defined as the BER of the
eavesdropper, is firstly tested for the optical link under the AWGN channel model in figure 8a
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AWGN, (b) RF link under flat-fading Rayleigh. (Online version in colour.)
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Figure 9. Secrecy capacity, C;, for the optical link in (a) and for the RF link in (b) at v = 0.2, 16-QAM OFDM transmission,
n =32, 8 =1and P = 1000. As can be observed, NN-based SA-SM causes (; to always maintain a positive value. (a) Optical
link, (b) RF link. (Online version in colour.)

and for the RF transmission under the flat-fading Rayleigh channel model in figure 8b for NN-
based SA-SM. In both technologies, the eavesdropper’s BER remains under 101 and for the RF
it remains relatively stable at 0.5, which is equivalent to random guessing. The eavesdropper’s
BER is annotated as Eve and is depicted in red in the coloured online version. It is important
to highlight that the reason why the secrecy BER is higher in RF than in the optical link is
because of channel impairments and not the SA-SM technique. To show the effect of parameter
o, the transmitted signal is normalized (has a maximum of 1). At « =0.2, the eavesdropper’s
BER saturates within the range of 107! with a minimal SNR penalty of about 5dB between
the SA-SM signal and conventional OFDM transmission. Increasing « causes an increase in the
SNR penalty; however, the higher the o the higher the identification accuracy. Since o =0.2
provides 100% accuracy even at P = 1000, we do not include higher values of « in our analysis.
Yet, we anticipate that, in applications that require more than 1000 keys, a higher value of «
would be needed. The secrecy capacity of SA-SM is also investigated and provided in figure 9.
The performance of SA-SM is compared with the jamming scheme proposed in [35], multi-
user precoding-aided spatial modulation (MU-PSM) and the precoding plus jamming scheme
proposed in [30] and secret precoding-aided spatial modulation (SPSM). In our comparison, the
eavesdropper is assumed to have six receiving elements. As can be observed, SA-SM’s secrecy
capacity outperforms MU-PSM and SPSM, which suffer from the eavesdropper having multiple

Downloaded from http://royalsocietypublishing.org/rspa/article-pdf/doi/10.1098/rspa.2020.0889/3597 14/rspa.2020.0889.pdf

by guest

on 13 February 2026

68800007 Lk ¥ 205§ 704gedsy/jeumof/bio-buiysiigndiyaposiefos H



receiving elements. SA-SM’s performance, on the other hand, remains positive and is inherently
proportional to SNR. SA-SM’s perception allows its secrecy capacity to be reserved regardless of
the number of receiving elements the eavesdropper has, causing SA-SM’s superiority in terms
of secrecy capacity performance. It can be noted that the secrecy capacity in the optical link is
higher than that in the RF; however, again, it is due to the severity of channel impairment in RF
in comparison with the AWGN model for optical.

7. Conclusion

SA-SM is introduced as a PLS technique for multi-technology MIMO-based radio-optical
HetNets. The analysis includes a scalable key generation algorithm that allows periodical
rekeying to protect the system from eavesdropping attacks without the need for exchanging the
keys over the air or storing them on the communicating nodes. SA-SM’s key selection algorithm
chooses the key that maximizes the secrecy rate of the system when the eavesdropper’s CSI is
known. However, if the eavesdropper’s CSI is unknown, it switches to random key assignment.
The rate at which the key is changed can be minimized to a frame basis, which serves in impeding
the eavesdropper from decrypting the information. SA-SM’s realization uses simple and off-the-
shelf ML algorithms for key identification and classification, which makes SA-SM suitable for
multiple applications including IoT-based systems. Additionally, our execution is implemented
using various hardware architectures, including GPUs, CPUs and TPUs, to satisfy various nodes’
realizations and capabilities. The performances of the proposed ML techniques, namely SVM,
LR and a single-layer NN, are compared in terms of classification accuracy and computation
time. The secrecy gain of SA-SM is evaluated using two metrics: eavesdropper’s BER and secrecy
capacity for both the RF and optical transmissions. Results show that the eavesdropper’s BER
can be maintained below 107! for the optical and RF transmissions, even in the case where
the eavesdropper’s CSI is unknown by switching between 1000 PHY encrpytion keys, while
introducing a minimal SNR penalty which is less than 5dB. The secrecy capacity of SA-SM is
also evaluated and is shown to maintain a positive value that is proportional to the system’s SNR
value; results show that about 2 bps/Hz secrecy capacity gain can be achieved at an SNR value of
20dB for 16-QAM transmission.
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