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Inherent Weakness of Linear Codes 
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Definitions 

Robust Codes and Their Variations  
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Characteristic of Robust Codes 

Robust Codes and Their Variations  
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Example 

Robust Codes and Their Variations  
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Quadratic Codes 

Robust Codes and Their Variations  
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Quadratic Codes 

Robust Codes and Their Variations  
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Robust Duplication Codes and Partially Robust Codes 

Robust Codes and Their Variations  
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Error Masking Equation for Robust Duplication Code 

Robust Codes and Their Variations  
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Robust Codes with Q=2-r+1 

Robust Codes and Their Variations  

•Columns (plus the all-zero vector) of the parity check matrix H 

for (n, k, d) codes with d≥5 can be selected as codewords of a 

robust code with Q=2-r+1. 

 

•For robust codes constructed using this method based on a 

(n,k,d≥5 ) code, what is the length and the number of redundant 

bits for the code? 

 

•(x,x3) robust code --- BCH code 
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Generalized Vasil’ev Codes  

Robust Codes and Their Variations  
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(39,32,4) Nonlinear SEC-DED Codes 

Robust Codes and Their Variations  
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Definition 1. (R-Robust Code) A code C ⊆ GF (2n) is R-robust if the
size of the intersection of the code C and any of its translates C̃ = {x̃|x̃ =
x + e, x ∈ C, e ∈ GF (2n), e �= 0} is upper bounded by R:

R = max
0 �=e∈GF (2n)

|{x|x ∈ C, x + e ∈ C}|. (1)

where + is the componentwise addition modulo two.

A graphic depiction of the definition of a robust code is shown in Figure
1. Let C ⊆ GF (2n), and C̃e be the set of all codewords of C shifted by an
element e ∈ GF (2n). The code C is R-robust if for any nonzero e ∈ GF (2n),
the size of the intersection of C and C̃e is upperbounded by R.

Fig. 1. Definition of robustness

The above defined robust codes have beneficial properties when the worst
case error masking probability of the codes is considered. Let M = |C| be the
number of codewords in a code C. By definition of a R-robust code there are
at most R codewords which can mask any fixed error e. The error masking
probability Q(e) can be thus defined as

Q(e) =
|{x|x ∈ C, x + e ∈ C}|

M
. (2)

Robust codes have no undetectable errors. For a R-robust code, the worst
case probability of masking an error is at most R/M for any error when the
codewords of the robust code are assumed equiprobable. Clearly, robust codes
which have a minimum R for a given M will also have the lowest probability
of error masking and hence a predictable behavior in the presence of unpre-
dictable error distributions since the worst case probability of masking any
error is bounded. In the following sections we investigate the constructions
and optimality of the codes followed by some examples of applications.

3 Bounds, Optimality, and Perfect Robust Codes

Based on the above definitions of the robust codes it is possible to derive the
following main property for a R-robust code.



Property 1. If the code C is R-robust then in the multiset SC = {xj +
xi|xi, xj ∈ C, xi �= xj}, any element appears at most R times.

Robust codes are optimal if they have the maximum number of codewords
M for a given R and and length n. From Property 1, a relation on R, n and
M of the code can be established.

M2 −M ≤ R(2n − 1). (3)

Definition 2. (Perfect Robust Code) A R-robust code with n bits and M
codewords satisfying M2 −M = R(2n − 1) is perfect.

Perfect robust codes are equivalent to classical combinatorial structures
known as difference sets and symmetric designs [20]. It has been shown by
Mann that all symmetric designs over binary fields and hence perfect binary
robust codes exist only for even dimensions and are limited to the following
parameters: (2m+2, 22m+1±2m, 22m±2m) [21]. Moreover, systematic robust
codes, which are often more practical for error detection in computer hardware
due to their separation of data and check bits, cannot be perfect.

Theorem 1. [22] For any systematic R-robust code with length n and k in-
formation bits, there are at least 2n−k elements in GF (2n) which cannot be
expressed as differences of two codewords.

Corollary 1. There are no perfect systematic robust codes.

When perfect robust codes are not available, the best possible codes which
maximize M for a given n and R are referred to as optimum robust codes.

Definition 3. (Optimum Robust code) Robust codes which have the max-
imum possible number of codewords M for a given length n and robustness
R with respect to (3) are called optimum. For optimum codes adding any
additional codewords would violate bound (3) and

M2 −M ≤ R(2n − 1) < M2 + M. (4)

Example 1. Consider the following binary code C = {000, 001, 010, 100}. It is
easy to verify that for any nonzero element e ∈ GF (23), there are at most two
pairs of c1, c2 satisfying e = c1 + c2, where + is the XOR operation. Hence
the code is 2-robust.

The code is not perfect since equality does not hold for (3). The code,
however is an optimum Robust code with n = 3, M = 4, R = 2. No other code
can exist with the same n and R that has more codewords since 5 codewords
would violate condition (3).

Several constructions of optimum systematic robust codes will be pre-
sented in the next section.



4 Constructions of Optimal Systematic Robust Codes

There is a strong relationship between robust codes, nonlinearity, and non-
linear functions since all robust codes are nonlinear. The parameters of sys-
tematic robust codes depend on nonlinearity of the encoding function of the
codes.

We first review some basic definitions and properties of nonlinearity, a
good survey of nonlinear functions can be found in [23].

Let f be a function that maps elements from GF (2k) to GF (2r).

f : GF (2k) → GF (2r) : a→ b = f(a). (5)

The nonlinearity of the function can be measured by using derivatives Daf(x) =
f(x + a) + f(x). Let

Pf = max
0 �=a∈GF (2k)

max
b∈GF (2r)

Pr(Daf(x) = b), (6)

where Pr(E) denotes the fraction of cases when E occurred. The smaller
the value of Pf , the higher the corresponding nonlinearity of f . For linear
functions Pf = 1.

Definition 4. A binary function f : GF (2k) → GF (2r) has perfect nonlin-
earity iff Pf = 1

2r .

Theorem 2. [24] Let f be a nonlinear function that maps GF (2k) to GF (2r)
where k ≥ r, the set of vectors resulting from the concatenation of x1, x2 :
(x1, x2 = f(x1)) where x1 ∈ GF (2k) and x2 ∈ GF (2r) forms a robust system-
atic code with R = 2kPf , n = k + r and M = 2k.

From Theorem 1, there are at least 2n−k errors which will be detected
with probability 1 by any systematic code with length n and k information
bits. Thereby a more strict bound can be derived for systematic codes. In this
case we have

M2 −M ≤ R(2n − 2n−k). (7)

Corollary 2. A systematic robust code

C = {(x1, x2 = f(x1))|x1 ∈ GF (2k), x2 ∈ GF (2r)}

is optimum if the encoding function f is a perfect nonlinear function.

Remark 1. The nonlinearity of the encoding function f for systematic codes
corresponds to the worst case error masking probability of the codes ([22, 24]).
We have:

Pf = max
e=(e1,e2),e1 �=0

Q(e) = max
e∈GF (2k+r)

Q(e). (8)

where e1 ∈ GF (2k), e2 ∈ GF (2r).



The following two constructions are examples of optimum robust codes
based on perfect nonlinear functions.

Construction 4.1 (Quadratic Systematic Code) [24] Let x = (x1, x2, · · · ,
x2s, x2s+1), xi ∈ GF (2r), s ≥ 1. A vector x ∈ GF (2(2s+1)r) belongs to the code
iff

x1 • x2 + x3 • x4 + · · ·+ x2s−1 • x2s = x2s+1, (9)

where • is the multiplication in GF (2r) and
∑s

i=1 x2i−1 • x2i is a perfect
nonlinear function from GF (22sr) to GF (2r). The resulting code is a robust
code with R = 2(2s−1)r, n = (2s + 1)r and M = 22sr. The code is optimum
with respect to Definition 3.

Example 2. (Robust Parity) Methods based on linear parity check codes
are often used for on-line error detection in combinational circuits [25]. The
linear 1-dim parity codes can detect all errors of odd multiplicities but offer
no protection for errors of even multiplicities.

As an alternative to the 1-dim parity codes the quadratic systematic robust
codes defined in Construction 4.1 can be used. When r = 1, the function
defined in (9) is known as the bent function. The resulting systematic robust
code has the same redundancy as the linear parity code. Unlike the linear
parity code, the robust code will mask an error with a probability of at most
1
2 regardless of the error multiplicity providing predictable error detection
regardless of the error distribution.

Perfect nonlinear functions from GF (2k) to GF (2k) do not exist [23]. Func-
tions with optimum nonlinearity in this case have Pf = 2−k+1 and are called
almost perfect nonlinear (APN) functions [26]. When f are APN functions,
the robust codes constructed as in Theorem 2 have R = 2. These codes are
not optimum.

Construction 4.2 (Robust Duplication Code) Let x = (x1, x2), x1, x2 ∈
GF (2r)(k = r) . The robust duplication code C contains all vectors x ∈
GF (22r) which satisfy x3

1 = x2 where all the computations are in GF (2r).
The code is a 2-robust code with n = 2r and M = 2r.

As an example, Figure 2 shows the percent of detectable errors as a func-
tion of error multiplicity (number of distorted bits) for 8-bit linear and robust
duplication codes (k = r = 8). The detection capability of linear duplication
codes depends largely on the multiplicity and type of the error. The scheme
offers relatively poor protection for errors of even multiplicities, which can be
exploited by the attacker to increase his chance of implementing a successful
fault injection attack. On the contrary, robust duplication code has almost
completely uniform error detection. This robust code has R = 2. Any error
can be masked for at most two messages. Unlike for the linear codes, regard-
less of what subset of errors is chosen for this robust code the error masking
probability is upper bounded by 2−7.



(a) (b)

Fig. 2. Percentages of errors detected versus error multiplicities for (a) 8-bit linear
duplication (b) 8-bit robust duplication

4.1 Partially Robust Codes

Robust codes generally have higher complexity of encoding and decoding than
classical linear codes. The quadratic systematic codes from Construction 4.1
require s r-bit multipliers and s−1 r-bit componentwise additions. Assuming
a r-bit multiplier requires r2 two-input gates the encoder for the systematic
quadratic code can be implemented with sr2 + r(s− 1) 2-input gates.

As a tradeoff between robustness and the hardware overhead for compu-
tational devices, partially robust codes were introduced in [15]. These codes
combine linear and nonlinear mappings to decrease the hardware overhead
associated with generation of check bits by the predictor. The encoding of
systematic partially robust code is performed first by using a linear function
to compute the redundant r check bits followed by nonlinear transformation.
The use of the linear code as the first step in the encoding process typically
results in a hardware savings in the encoder or predictor since the nonlinear
function needs to only be computed based on the r bit output of the linear
block. The application of the nonlinear transformation reduces the number of
undetectable errors thus increasing the robustness of the linear codes.

Construction 4.3 (Partially Robust Codes) [16] Let f : GF (2r) →
GF (2r) be a nonlinear function with Pf < 1 and let P : GF (2k) → GF (2r),
r ≤ k be a linear onto function. The set of words in the form (x, f(P (x)) form
a code with 2k−r undetectable errors.

For partially robust codes described in Construction 4.3, the number of
undetectable errors is reduced from 2k to 2k−r compared to the linear code
with the same redundancy. Partially robust codes with k = 128 and r = 32
have been used in [13] for design of private key security devices on AES
resistant to fault injection attacks. Implementation of this approach resulted
in about 80% hardware overhead.



4.2 Minimum Distance Robust and Partially Robust Codes

A possible variant of the traditional robust robust codes is to include a min-
imum distance into the design criteria. Let ||e|| denote the multiplicity of an
error e (the number of ones in e). A robust code where the Q(e) = 0 for all
errors with ||e|| < d is a d-minimum distance robust code.

Minimum distance robust codes are fully robust codes but also have a
minimum distance larger than one. Since these codes are robust they have
no undetectable errors and the worst case error masking probability is up-
per bounded and predictable. Moreover, they also provide for a guaranteed
100% probability of detection for errors with small multiplicities. Such codes
can be useful for providing the highest protection against the most likely or
most dangerous threat while maintaining a detection guarantee in case of an
unexpected behaviour or attack. Moreover, minimum distance robust or par-
tially robust codes with Hamming distance at least 3 can be used for not only
error detection but also error correction [27]. For constructions of minimum
distance robust and partially robust codes and applications of these codes in
the design of secure cryptographic devices and reliable memory architectures,
please refer to [16, 28, 29].
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