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DESIGHN OF SELF-DIAGNOSTIC BOARDS BY SIGNATURE ANALYSISE

M.G. Karpovsky, Senior Member, IEEE and P. Nagvajara, Student Member, IEEE

Abstract— Two design appreaches for self-diagnostic boards basad on
signature analysis are presented. The goal 1s to construct a standard chip
which can be impiemented on any board, such that this chip provides
pseudorandon test patterns generation and diagnosis of a fauwity chip. This
additional chinp uses the existing system bus to transfer test data. In the
test mode, a sequence of pseudorandom test patferns is.applied to ail chips
on the board-under-test and tast respunses'frﬂm chips are conpressad 1into
signatures. The firsf approach 1s based on testing each chip separately and
storing reference signaturg for every chip. The advantage of this technique
is in the multiple-faulty chips diagnostic capability. However, in an
operating environment, a single faulty chip is the most 1likely <cause of
failures. We present the singlé—fault—chip df;hastic technique which requires
only two reference signatures for any number of chips on the original beard.
With this technique, one can substantially reduce the hardware overhead
compared to the diagnostic technigue basad on separate testing of each chip
on the board. The presented single—faulty;campﬂnent diagnostilc technique can

he also used for identification of faulty printed boardsin a system or for

identification of faulty processors in a multiprocessor systenm.
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I. INTROQDUCTICHN
We will consider in this paper a design approach for a self-diagnostic
board. This approach will not require an external tester for diagnostic and
can be wused,for exanmple, for manufacturing testing. We note also, that the
same appreoach can be used for identificatiﬁn of a faulty printed board in a
computer system or for ideatificaticn of a faulty processor 1in a multi-
processor system.
An original board consists of several VLSI (LSI) <c¢hips without any
provision for built-in self test. Ths transfer of data between c¢hips 1is
implemented via the system bus, {see Fig. 1}.

System Bus {(M-bit Bus}

. ' 1 2dditional
Chip 1 | s o0 Chip N t Chip

Fig. 1. General Configuration cf Self-Diagnostic Board
The goal 1is to construct an additional chip which provides a self-
diagnosis for the original system. The additional chip consists of three
components; (i) pseudorandom test patterns generator implemented by a linear
feedback shift register (LFSR} [1 }:9: (ii) signature analyzer/diagnosis
module and (iii} test/diagnostic procedure controller.

In Section 2, we consider the straightforward approach for self—diagnosis

of a board based on separate testing of each chip where all N refsrence

signatures are storad. The hardware complexity for the signature analyzer/

diagnosis moduls of the technigus will he givan,
g

The advantage of the straigatforward tz2zanigus 1s 1n the multipia-fauloy-
chip dizanestic capabhiliiy sincz ezzh chis 12 rnssied stp2rs3tzivy. Heowavysr, 1n
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an operating environment, single-faulty-chip events are most likelv to
occur, hence, a single-faulty-chip diagnostic procedure may be sufficient.
In Section 3, we will present a single-faulty-chip diagnostic technique
which will require only two reference signatures to be stored for any number
of chips, N, on the original board. The hardware complexities for ths
signature analvzer/diagnosis module are given and compared to the «corre-
sponding complexities for the straightforward technique for 16-bit bus
systams with N =8, 16, 24, 32 and 64, chips on the board (seez Table 1 and
2). The proposed single-fauwlty-chip diagunostic approarch results in
considerable savings in required overhsad compared with the straightforward
approach.

In Section 4, & brief discussion on estimation of error masking {(aliasing)
probabilities for signature analysis schemes used in both diagnostic
technigques 1s given.

II. A STRIGHTFORWARD SELF-DIAGHNOSTIC DESIGH
For a straightforward self-diagnostic design, each chip 1is being testzd
separately and the following cycles of test data transfers are executed. 3
cycle consists of a generation of a new pseudorandem test pattern which is
transferred to the chip being tested, a test response pattern from a chip is
then tfransferred to the parallel-input LFSR, and the LFSR 1s clocked to 1ts
next state. (see Eig. 2, helpw}¢ The signature of the tast rasponsses (from
the chip is obtained when all T (test length} test patterns are appiied. Tha

obtained M-bit signature is then compared with the corresponding rafe

=hC =
Tt o w T
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(bitwise exclusive-OR' between the obtalned signature and ths refsrence)
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where any mismasch in tha M bitz i3 2
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System Bus
¢ ) -
\ 'I 7 *““‘(i)*“'
{/ ! Ref. Select Notation: Two-lnput
Lrep ‘ L XOR Gate
— M
{ M <~ Reference Chip 1
1 M A M M 4
. Can | + )& T U L L
Fail ¥ M .
To Controller Match Detector | Reference Chip N

Reference Signatures Storage
Fig. 2. Straightforward approach—Signature Analyzer/Diagnosis Module
The signature analyzer/diagn¢sis module fdr the presented straightforward
technigque reqguires: a parallel-input LFSR {sse Fig 4, below}, a match
detector (M two-input exclusive-OR-gates cascaded by an M-input OR-gate), an
Nxl multiplexer, N reference storage registers. The hardware complexity of
the straightforward approach measured in terms of equivalent two-input gates
{a flip-flop is taken to have the complexity of 12 egquivalent two-input
gates) is given by
Lo (N,M,w) = 13MN + 154 + NH[logyN] + v, (1)
where N is the number of chips on the board, M, is the width of the systenm
bus and w 1s the number of internal feedback taps of the LFSR.
III. SINGLE-FAULTY-CHIP? SELF-DIAGNOSTIC TECHNIQUE
Since single-faultv-chip events ars most likely to occur as a cause of
failures 1n a system, a self-diagnostic procadure capable of locating a
single~faulty-chip will be sufficiant in many cases. The advantage of the
approach presented below over the straightforward approach of Section 2, 1is
that, only two reference signatures are storad for any number ¢i chips on

the original board. This ra2sults in 2 censiderabls decra2age 1n an overnesad




required for self-diagnostic compared to the straightforward approach (see
formula (%) and Table 2, below).

The test procedure for this technique can be described as follows. Each
pseudorandom test pattern is applied to all N chips and test responses are
transferred from one chip at a time to the signature analyzer/diagnosis
module of the additional chip.

Let Z;(t) denote a test response (M-bit vector} from the chip number 1,
121, due to the t th test pattern, DEtET-l.-Then we have the following

string Z of test responses coming into the signature analysis/diagnesis

module:
Z: Zy(0), Zg-1(0}, ... . Z3(0), ..., Z1(0),
pll) . oz (1, .. z5{), ..o 21(R),
epl(t), zy-1(t), e £ 107 P z14t), (2)

Zy(T-1), Zy-1{(T~1}, ... , Z5(T-1), ... , Zp(T-1).

The string Z is represesnted above as an array of tsst responses whers test
responses appear in an tth rovw are respomses from N chips at moment O=t=T-1
and test responses'appear in an ith column are reponses from chip number i,
1€i2N, z;{t) for £t = 0,...,T-1. For the situation when only one of the chips
is faulty, that is, one of the columns of test responsas in {2} contains
errors, the problem is to construct a diagnostic procedure to locate the

column of test responses that contains errors.

The prasented solution in constructing signature analysis schems is basad
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The scheme will require a two-step computation of two M-bit signatures 35

and §° {(sse Fig. 3).

BOARD-UNDER- . . - .
e Chip 1 ‘ Chip 2 | e« o | Chip N '

TEST & | -

RESPONSE s e @
N\
D

/
SYSTEM BUS {
At

Fi
M {J, i {t); i=N,N-1,...,1, t=0,1,...,T-1

M {} M |

T FLIP-FLOPs }e_ Clock LFSR 1 L Clock
L = - ral = -
y {},y(t}, =01, ... 71 . QJ,y (t). t=0.1,....T-1
TIME { i
— . —— —
CDHPRESSDR! LFSR 2 !+— i Clock LF;R 3 5 Clock
- -k
RIZ Rz
Fault <— COMPARATOR /DECODER : (s, s*)
Detected ¥ =
\/ Faulty Chip REFERENCE STORAGE

Fig. 3. Single-Faulty-Chip Self-Diagnostic Module

The first step 1is the computation of two M-bit 1intermediate signatures
v{t) and ¥ ({t}. In Fig. 3, at a moment t, 0<t=<T-1, test respenses zi{t), i =
H,N-1,...,1, are clocked-in the T-Flip-Flop {(T-FF} register and LFSR 1
simultaneauslyiand the contents of the T-FF rsgister and LFSR 1 are v{t) and
?*{t]; respectively. (Note, that T-FF register and LFSR 1 have been
previously cleared prior to application of zj{t}, i = N,N-1,...,1).

We will use algebrai; exp;essinns fqr y{t) and ?ﬁﬁt] as a tool in explain-
ing how a faulty chip is lecated. Contents of the T-FF register, y(t}, and

LFSR 1, ¥ (t), after zi{t), 1 = N,H-1,...,1, 02t=T-1, are clocked-in arsa

given by
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where © denotes bitwise exclusive-OR of components of zj(t), « is a
U
primitive elsment of Galois field of 2M elements, GF{2M), (« is a primitive

element iff o« * ol fori =3, 1, j = G,1¢...,2H—2}, and the products al~1
zj{t), 1 = N,N-1,...,1, are defined in GF{(2M), [11 FH[13 ] In (4), o« and
zi (t) ars Dbinary M-bit vectors . Multiplications of vectors in (4) are
implemented as multiplications of polynomials with binary coefficients
modulo some primitive pelynomial p(x). 2 polynomial pi{x) =1 oqzxe... ¢
am-121"1 2 x, is primitive if the corresponding autonomous LFSR ({agp.
ay-1) = (0. ..., 0}, see Fig. 4) runms through ali 2M-1 possible nonzero
internal states for any nonzero initial state. Tables of primitive
polynomials can be found in 76 18 1,
For example, for M = 4 and p{x} =1 2% @;x4.
(1101}x{1010)=(1exexl{lex =1060x 06 x2 0 x2. (6)
Since ¥ @x @1 = ¢ {modulc p{x)), we have x> = x2 ® x, and substitufing

this into (%)

r

(11 01x{1010}=12x0oxexlax=x0xiexdi=14(0111).

Expression (4) for v (t) above describes the state of LFSR 1 after N tran-

sitlons with 1nputs z;(t), 1

Il

M, H-1,...,1. The block diagram of VLFSE 1

(primitive LFSR} 1s given in Fig. 4 where the feedback taps are
corresponding fo the primitive polynomial over {0,1} of degree.ﬂ, piz} =1 &
Gx 6 ... @ a1l 6 ¥, qie(0,1), (5] (6]

The sacond step of the signature analysis is the time compression of the

intermediate signaturss v(t) and ¥7(t), t = 0,1,...,T-1, using LFSR 2 and

LFSR 3, {sesz Fig. 3). For each §(t) and ¢~ (t)} obtainasd, ¥v{t) and ¥7{t) ar=

- & " = o = mm T mm

clocked-in LFSR 2 and 3, renectiuwzlv, Mext, T-FF reqgighsr and LFSP 1 ars

- - - - " . = - . ~ '.k " — -
Clzar=d and th= pracsss of cohtaining vit+l) and v {t+1) starts. 2fter ¢{T-1)




and ¥"(T-1}, are clocked-in LFSR 2 and 3, signatures 5 and $¥ are obtained.

Inputs

ag a1 a2 adpM-1
| x ! L
@—)— Dg D1 —H@—) « w9 ——~)—®-——)— -1
X 0 ® a2 @ Q-1 Y
M T a+; b
“ : £ l £ o & o ¢ L £
} ! ;
>0 °1 Outputs SH-1

Fig. 4. Block Diagram of Parallel-input LFSR

Looking at the expressions for v{t) and ¥°{t} ((3) and (4}) one can see
that ¢{t) is a sum of z;(t), i = N, N-1,...,1, and v (t) is a weighted sum of
7:{t) (with the weight o™l for Z;(t)). Thus, a distortioa in zj(ty, 1234,
implies that the distortions Ay(%t)} and Ay™ (t} in the intermediate signatures
7(t} and ¥ (t) are related by ay*{t) = ed~lay(t), {where ay(t) = y(t) ¢
v{t}, and Av*{t)} = ¥*{t) ® v*(t), are the distortions in y(t} and 7¥{t) with
y{t} and vy (t} being the distortion-fres intermediate signaturss).

The time compression of the intermediate signatures ¢{t} and ¥ {t),
t=0,...,T-1 into the final signatures & and §* is obtained by LFSR 2 and 3.
Since the feedback taps of LFSRs 1, 2, and 3 are the same, the difference
equations describing . state transitions of these LFSRs ars defined over
the same finite field GF{2M) (same modulo polynomials). Thus, we have, for
distortions in the signatures 5 and s~, {As £ § @ s and 4as™ ¢ 8™ @ s™):

s = o3”las*  iff  {Z3(t), t=0,1,...,T-1,
is distortaed (chip J is faulty). {73
The diagnostic procedure. is implemented by the comparator/decoder {sz=z

Fig. 3). The outputs of the comparator (ses Fig. 5, baigw), fs and As™, are

. ol



componentwise exclusive-OR batween obtained signature §, s° and the

reference s, s*. If (As, 8s™) = (0,0), we conclude that the system is fault-
free.

If (ﬂs,ﬂs*} = §, the diagnostic procedure decribed in (7) is implemented
by a decoder. In Fig. 5, the autonomous LFSR generates the products el lpg,

1i=}.2,...,N, with its initial state of the LFSR being As. This autononous

LFSR 1s characterized by
s{k+i}) = as{k), s{0)=4s, O<k<N-1, /8

and after the k th shift the contant of the LFSR 1s equal to akAs .

Reference Ernm'LFSR 2 EEerELFSR 3 Raference
Register M {’H Register
¥ — J \" i M |
¥ p ¥ x
s , {(+) coupaRATOR (K —F— s
| |
iazltt 3 é I P Diagnostic Signal
cLecte " | " as* Vi n  {Faulty Chip)
__________ i-______-_w-#"___ S
g Autonomous LFSR |, ,Shift i Counter |, _,Count
(Initial State: aAs) | ! | | " !
C 1 | i T 1 C
O i —1 k * L
p |
D at “hs | y LG) y D ;| Stop K
E M M 1 Count

Hatch Detector
Fig. 5. Comparator and Decoder

" The function of the deccder shown in Fig. § can be described as follows.

First, A5 1s 1loaded inte the autonomcous LFSR and 1its content ‘1s

copponentwise exclusive-0ORed with As™. (The shift in the autoncmous LFSR and

the count of the counter are controlled by the same clock signal). Tt «d"1as

*

= As for some 31 (ls3<M), thsn ths "stop count"” signal 13 egqual toc  on:

ne
! - = - 0 H -;-_.! _- & . P ' F - - -
{indicating a match betwezn 4«37 +A3 and As™), thz cosunting sispe and  thso

m—p— — r——.
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countar's intarnal state indicates a faulty chip j.

In comparing the hardware complexities of the additional <chips for the
straightforward approach and the single-faulty-chip diagnostic approach, we
wlll <focus on the complexities of the signature analyzer/diagnosis modules
leaving out the complexities of the test geﬁeratinn and control modules.
{Note that, the control and test generation modules for both approaches have
approximataly the same order of complexities),

The presentad single-faulty-chip diagnostic approach raquires: four H-bit
parallel-input LFSRs, one Y¥-bit T-FF register, two M-bit reagisters storing
references s and s* and a counter modulo N. The total hardwarz overhead for
the redundant chip is given bv,

Ly {¥.N,w) = 1044 + 4v + 2 + 12[logso¥N], (9}
equivalent two-input gates,

In Table 1, we show a comparison of the hardware complexXities between the
straightforward approach and the single-faulty-chip diancstic approach for
the case of 1l6-bit bus system (M = 16} and for the number of chips on tﬁa
board H = 8, 16, 24, 32 and 64. Since the number N of reference signatures
raquired for the single-faulty-chip approach iz always two, the advantage of
this approach over the straightforward approach is more apparent with an
lncreasing N. Table 2 shows savings P in gate counts we gain ﬂhen using the

propesed single-faulty-chip diagnostic approach.

1 la" Wi e = =—rrrr wrdsew Ve ML T - e e T T ™ ol




N
Approach 8 16 24 32 64 B
Straightforward 1,931 3,579 5,355! 7,059 |13.935
~
H
Single-Faulty-Chip Diagnostic 1,724 1,726 1,7387 1,738 1,762

Equivalent two-input gate counts

Table 1. Overheads for Different Numbers of Chips N
on the Board for 16-Bit System Bus,

N 8 156 24 32 64

P 11% | 52% { 68% | 75% | 87%
|

Table 2. Percentages-Savings P in Overheads of Single-Faulty-Chip Diagnostic
Over Straightforward Approach For 16-Bit System Bus.

IV. EXAMPLE
Let ué consider the board-under-test with N = 5 chips and ¥ = 3 outputs per
chip. Since the proposed éignature analysis scheme consists of twa cascaded
ilnear mappings {intermediate signatures y(t} and v*{t) followed by the
time compression of {¥(t), t=0,...,T-1} and (§*(t), £=0,....T-1} using two
separate LFSKRs), for the obsarvad test responses z = z @ e written as the
componentwise exclusive-OR of the fault-free responses and errors, the

signatures of z, §, §* are equal to the componentwise exclusive-OR of the

o

signatures of z and e, that is, § = s ® As and &* = s* @ As*. Hencs, an
cxample showing how the propesead signature scheme locates a favlty chip can

be presented in terms of the analysis of the signatures of errors As and

bz,
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be
Let the fesdback polynomial of the LFSRs equal to pi{x} = 3o x @ 1.

Then, nonzero elements of GF(23) (M = 3) are given in Table 3 which also
arz the outputs {internal states) of the autonomous LFSR with this feedback
polynomial (see Fig. 6) and initial state equal to {1 0 ¢) = 1. The vwector
representation of an element of GF(23) corresponds to the coefficients of 50
2 51 @ 5232 and the exponantial representation for the‘nnnzaru elements of
GF{23) is given as the power of a primitive element o chosen as « = (0 1 0)

-
—

x such that {al, 1=0,...,6} 1is the sat of all nonzerc elements in GF(23},

moraover, alal = o{it))modT

inputs

s "'u T
oSy BN ry Sty
n K |

] .; I

5¢ 5] 52

Fig. 6. Block Diagram of LFSRs— Example

t inputs | sg s1 sp | of
o] o0 0] 100 |1
1 ¢ 0 ¢ 0 1 0 o
21 0 0 0| 0 0 1 al
31 0 0 0 1 1 0 a’
4] 00 01} 0 1 1 o’
51 ¢ ¢ 61 1 1 1 | &b
6 0 0 0 1 0 1 ad
71 00 0! 10 0 |1

Table 3. Nonzero Elemants of GF(23) with pix}) = z3exa1
An example of the analysis of distortion in signatures, As and aAs™,
illustrating the diagnostic rulsa: As = @i~ Llas™ iff chip j 1s faulty, 1=<j=H,

is przgant

d halow,

(jh]
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Let us consider errors in the test responses presented as an (e3(t)} array
of elements in GF(23) where the entries in the t th row are errors in the

test responses at monment 0:ts5, and the entries in the 1 th column are

errors produced by the e¢hip 1, 1<£i:25:

S 4 3 2 4
rﬂ'; ﬂ.s; U.«- G’; t‘-‘}i"1|
{]r D i Gr Gl‘ Gl‘
Ei{t}] . 0, 0,0, 0, 0, (10
g, a , 0, 0, 0,
g, «, 0, 0, O,
o, 1, 46, 0, C

In this c¢ase we have the chip number four being faulty with the error

eq(t} = (a®, 0, 0, a, o, 1) and errors are zeros for other chips (e {t)

0, for all t, 1 =0,1,2,3,5}. The intermediate signatures of errors at a
moment O0=t=2> are given by Ay(t) = egl{t) © egf{t) @ ... & 27(t) and Ay (L) =
ddeg(t) @ odeqlt) @ ... © e, {t). The intermediate signaturasof errors Ay(t)
are
(pbtained by the T-flip-flop registef}and ﬂy*(t}(ébtained by LEFSR i}shawn in
Table 5. We will now show as an examples the state transitions of LFSR 1 1in
obtaining the intermediate signature of errors at moment t = 0, Ay~ (0) =
u394[0} = giab = £IM0dT7 = 2 - (0 0 1), in the following table.

Shift
1

State of LFSR 1

*6-1000 gy 1 82

{¢ 0 8)=0
(1 0 1)=qb
{0 0 0)=0
(G 0 01=0
(0 0 0}=0C

{initial wvalue)

o b e B = O
oo o O O

0
¢
1
0
0
1

o o = = O O

don't care] = Ay {Q)
Table 4. Statz tramsition of LFSR 1 in obtaining av (0}

In Tablz 5 {(b=2low), we show ths stasz transzicions

1o e el v ek Thieew® - wr ' TR T TR TG T T
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inputs being the intermediate signatures of errors Ayf{t) = eg{t} and Ay™(t)

= odeq(t), t=0,...,5. The distortions in signatures satisfy as* = of = odas,

since chip number four is faulty.

t| Inputs of LFSR 2 State of LFSR 2 Inputs of LFSR 3 State of LFSR 3
Ay (t) sQ S1 $2 Ay (t) SQ S S2

0: af=(1 0 1) 6 0 0 adaf={0 0 1) C 0 ©

1 000 1 0 1 00 0 0 0 1

2 000 1 0 0 00O 1 1 0

3] «={0 1 0} 0 1 0 Ca={01 1) 0 1 1

4] of=(0 1 1) 0 1 1 adad={(1 0 0) 1 0 0

5] 1 =(1 0 0) 1 ¢ 0 e=(1 1 0) 1 1 0

61 don't care as={1 1 0} don't care As®=(1 0 1)

Table 5. State transitions of LFSR 2 and 3
The decoding qf the relation between the obtained As and As™, As* = al~1las
iff chip j is faulty, 12325, is done by obtaining adlas which is compared
with As™. The product «Xps, 02k<4, is the content of the autonomous LFSR
with initial state As = {1 1 {) after k shifts. In Table 6, we show the con-
tents of the autonomous LFSR (see Fig. 6} with initial state As = (1 1 0} =

a3}where the contant of the LFSR 1is oXad after k shifts.

Shift | State of the Autonomous LFSR T
k= j-1 Sg S] S?
0 (1 1 0) = a® = 8s
i (0.1 1} = o=
2 (1 1 1) = a°
3 {1 0 1) = a® = As™ implies chip 4 is faulty
4 (1 0 0) =4af =1

| Table 6. State transition cf the Autonomous LFSR of the Deacoder
For k = 3 one can see that As™ = o = a5 = a3a3, this 1ndicates that

chip nunbker 3 = k+1 = 4 1s faulty.
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V. THE ERROR-MASKING PROBABILITIES

With the single-faulty-chip model distorted test responses from a faulty

*

chip can result in s and s  which are equal to the reference signatures.

This situation is known as 'error-masking event® which means a miss~
detection of a faulty chip by the signature analysis. It is important to
polint out that an estimation of an error-masking ({aliasing) probability,
81, 191 must be based upon an M-bit signature scheme, since §° is a
pultiple of 5, (as™ = 0 iff As = 0). For the assumption that errors
(manifestation of faults) are equiprobable, both approaches attain the
error-masking probabilities equal to 27 Y. Moreover, for the number of faulty
chips L > 1, the straightforward approach attains the error-masking
probability 27 and the single—-faulty-chip diagnostic approach attains the
error-masking probability of 272M. However, we must keep in mind that 27% is
often sufficient (typically M = 16 or 32}, moreover, single-faulty-chip
occurences are the most probable typss of system failurszs.
VI. CONCLUSIOHNS

The proposad method for a design of self-diagnostic board under single-
faulty-chip assumption is based on a standard additional c¢hip which can be
implemented on any board and uses an existing system bus for transferring
test data. The structure of this redundant chip depends only on two
'parametera, M nunber of output lines per chip and N number of chips on a
board. This method does not raquire a board to have built-in self-testing

chips.

The proposed approacnh 1s based on the signaturzs analvsis and requires only

two rafarance  signaturas for anvy number of ching on ¢
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