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Abstract.

An alternative technique in test-response compression is presentfd.The
proposed quadratic compression scheme is based on a quadratic function in an
extension of the finite field of two elements, {0,1}. The problem of test-
response compression is analogous to the one for error-detecting codes. A
test resPnﬁse 1s tampered by an error sequence that is a manifestation of a
fault. An error-detection capability of a compression scheme is given by
means of a probabilistic approach. An error is masked (undetected) if and
only if a test response is compressed into the reference signature
(precomputed for a given circuit and a test sequence). With the assumption
that a fault-free response (sequence) and an error sequence are
statistically independent with uniformly distributed prubabil_ifies, a
quadratic compression scheme is shown to be optimal with respect to the
total error-masking probability, the maximum value of the conditional error-
masking probability given an error sequence, and the maximum wvalue of the
conditional erxror —masking probability given a fault-free séquence, An
implementation of the quadratic compression scheme requires slightly more
hardware than a parallel signature analyzer. (Two designs of a quadratic
compressor  are cnns.idered*) However, the conditional error-masking

probability given an error sequence, Q(r), of a quadratic scheme is shown



to be constant ( for the case of signatu;'e analysis, Q(r) | is either 0 or
1, for different r, independent of the statistics of fault free-sequencey,
which implies an equal protection against all error sequences. In other
words, the total error-masking probability, Qtotal = ; Q(f)Pr[r] T?‘-‘U], of

quadratic schemegis independent of the statistics of error sequences.

1. Introduction.

Signature analysis techniques, based on linear-feedback-shift registers
(LFSRﬁ, are widely used for compression u-f - test responses [2-7]. Since
signature analysis is, in fact, equivalent to a decoding prnceduré for a
linear errnf-detecting code (the LFSR is a decoder for this code), it only
guarantees a detection of an unexpected observed test response , such that a
nutber of distorted bits in an output of a device-under-test is less than
the minimum distance of the. code. Hnﬁever, if the number of erroneous bits
is greater than the miﬁimum disténce_, detection probabilities _fnr different
patterns of distorted bits, called error patterns or error sequences, are (
or 1. (An error pattern is masked if and only if it belongs to the code.)
For communication channels a distortion of a single bit in a message is
.ﬁmre likely to occur than a distortion of two or more bits |, hence, the
notion of a minimum distance in determining the error-detection capability
(in a probabilistic sense) of a linear coder is justified. However, in the
case of testing, multiple errors {(distorted bits) at outputs of devices-
under- test may be as prnﬁable as single ones.

An alternative compression technique, based on quadratic functiong
will be shown, by preobabilistic approach, to be optimal and provide fnr.an
équal error-detection capability for all patterns of erroneous symbols in

the observed test-respunse.




1.1 Data Compression of Test Responses.

The major problem in testing of Very-Large-Scale-Integration circuits
is related to an excessive size of the reference data to be stored. For
reducing the storapge size required for the reference data , test responses
are compressed into a k-bit word called "signature". A block-diagram for

- . . . .
data compressionVvtest responses is given by Figure 1. The test response in

Figure 1 is considered to be a stream of binary digits, which may

correspond to "scan-out" data for a scan-testable design.

Test
Test Sequence . | Response Signature
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/{Under -/ |Compres- -—hm>
Test SOT

Figure 1: Data Compression of Teéil ‘Beaponses

1.2 Signal-Analysis Description of Faults.

Let us suppose that, a fault-free response (reference data), z is a
string of N binary digits, that is z € UH, where V" is an N-dimensional
vector space over {0,1}; the error sequence r (manifestation of a fault) is
added modulo 2 to form the observed response, z®r (see Figure 2),.

error sequence

r
observed response
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fault-free response
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zZ,T € VN, y{z®r) € Vk over {0,1}, (vﬂ denotes N-dimensinal vector space).

Figure 2: Signal-Analysis Description of Faults.




The data compressor implements mapping vy: gLy over {0,1}, that is
zor € VN is mapped into a signature, y(z@r) € vk, and compared to the
reference signature y(z). The advantage is that only a k-bit reference data
1s required, instead of an N-bit of the fault-free response (eg. N=212,
k=16).

The major limitation of data compression technique$§ is related to a

difficulty of predicting probabilitjes of errors r=0 such that an observed

signature is equal to the reference one, y(ze®r) = y{z).

1.3 Probabilistic Model,

Since a compressor is to be used for an ensemble of devices and test-
generation techniques, a fault-free response, z  of a device-under-~test is
considered to be a random wvariable. Note that, even for the case when a
device-under-test 1is given (one circuit in an ensemble), if it is tested by

a random test, z is a random wvariable. Another random wvariable is an error

sequence, 7, which is the manifestation of fault(s) occuring in a device-under-

test. Moreover, z,r are assumed to be statistically independent with the
uniformly distributed probabilities:

Pr[z] = Z'N, and Pr[f | r#{}] = (2“-1)'1, Z, T € v over (0,1},
where Pr[-r[ 'I'?EO] is a conditional probability that error pattern r will
appear at the output of & device-under ~test, condition that, there is a

fault in the device.

1.4 Performance Measures.
A quantitative measure describing an error- detecting capability of
a compressor can be given in terms of the following probabilities:

e The total prubability of the event (E,T)r such that vy(z) = vy{(z®r),




is defined as "the total error-masking probability", denoted by Q. ta1-
® The conditional probability given s (7=0) , - that y(z) = y(zer),
called "the conditional error-masking probability given ", denoted by Q(r).
® The conditional probability given z, that y{(z) = y(z@r), =0,

called "the conditional error-masking probability given z", denoted by Q{z).

1.5 Optimal Data-Compressor for Test Response.

A data compressor is (asymptotically) optimal if and only if the

probabilities Qrorarr Q(r), and Q(z), (asymptotically) satify the

following bounds respectively:

1.5.1 Lower Bound on Total Error-Masking Probability.

i (1)

- 1

oN-k

Qroral = ; Pr|(z,r)] r=0] =
(z,7)| y(z)=y(z@&r)

2H
-k ]
and Qroral = 2 (N - =, k fixed).
The proof of (1] can be found in [1,4].

The following two lower bounds are easy to prove,

1.5.2 Lower Bound on The Maximum Value of Q(r).

N-Kk
Min Max Q(r) 2 > 1 .  Min Max Q(r) = 2°F (2] .
lyr r SN 4 iy} 71

where {y} denotes a set of all possible cnmpressnrsjthat is,

mapping y: z + 1, z € VN, ie Vk.




1.5.3 Lower Bound on The Maximum Value of Q(z).

2N'k - l k
Min Max Q(z) = - : Min Max Q(z) =~ 2 (3]
¥y} =z oN _ 4 {vi =z .

The equalities in the above bounds hold if and only if mapping vy
partition vV into equal-cardinality equivalent classes ( a,b belong to the
same class if and only if y(a) = y(b); inthi¢ case y is said to be a uniform

mapping). A linear mapping is uniform; however, the converse is not true.

In the next section, optimum compressors, which asymptotically satify

the above bounds (1}{f3) are presented.

2, Quadratic Compressor,
The concept ofad quadratic compressor is based on the quadratic

nonrepetitive function of 2m variables over the field GF{(q) of q elements

(1]:

2m over GF(q), ziEGF(q} [ir)

y(z) = 2021@32333...E:-zzm_zzzm_l, zeV
Let g=2K, and for z being a string of N bits, zg in (4} is the first k-bit
block in z, and z; is the ith k-bit block, i =0,1,...,2m-1 (provided that,
N/k = 2m). The signature, y(z®r), can be computed by multiplying two k-bit
blocks z.z. .4 (t even) and updating (accumulating) the sum. Note that,
multiplication of symbols from GF(Zk) .is a multiplication of polynomials
degree less that k modulo an 1rreducible polynomial degree k over {0,1},
and the addition (sum), ®, is a polynomial (vector) addition modulo 2
(componentwise mod 2 sum), In Section 3 hardware realizations and
complexity analysis for quadratic compressors are presented,

The following theorem states, that Q(r), for a gquadratic compressor

described above, asymptotically satisfies the lower bound [2] on the maximum




[

Z'k; hence, the

value of Q(r). Moreover, it is shown that Q(7) = q'l
total error-masking probability Qeoral for a guadratic compressor

asymptotically satigfies [l]; Qoral = (EN'k—I)/IZN-l) = 27K,

Theorem 1.
Llet y(z) be a quadratic nonrepetitive function y(z) =
| 2021@2233@...@zzm_zzzm_l, where z € vzm over GF(q), Z; € GF(q}% and Pr[z],

Pr[r| r#U] are uniformly distributed. Then, we have for conditional

probability Q(r) = Prnb[j(z).: y(z@r) f] for a given r = 0, Q{(r) = q'l =
27k,

Proof.
— : 1L
Denote Zy = [zﬂzz. . ‘EEm-ZJ’ 2y = (3133* ' ‘22111-1] , that is Zo ' Zg € V° over

r. defined similar to z_.z Then,

GF(q); consider a fixed 7, 70, with r o o Za

m,!'
vy(z) = yv{(z®r) can be writen as <Zg:2g> = < (z@@rm),(zm@r@) > ., where < >
denotes inner-product defined in V™ over GF(q). It follows that

v(z)=y(z@r) & Ug1Zg> @ <7,,2,> @ <1, 7> = 0. [5].
Notice that, | {z] y(z)=y(z$r}}| equals to the number of solutions (Zg12g)

of (5). Thus, if (r4,7,)#0, then, | {z| y(2)=y(zen)} | = ¢® 1. Therefore,

Q(r) = Pr[z]'| {?| y(z)=y(z@f)}-|= q“l - 27k, M.

In Theorem 2 the conditional error-masking probability given z,
Q(z), is derived for quadratic compressors and shown to be asymptotically

satifying the bound given in 1.5.3.




Theorem 2,

Consider a quadratic nonrepetitive function y(z) = < >, z €

E@,EE

V‘?m, ZorZg € v over GF{q) (q=2k), and Pr[fi 1"?50] = qzm-l_ (uniform

distribution). Then, Q(z) = q'l - E'k.

Proof.
For a given z, suppose vy(z) = i and | {TI y(z)=y{(z®1), r#@}] = A;-1l.
Then, Q{z) = (Ai-l)/(qzm-l), where Ai, is a number solutions for the

following equation.
<ZgiZg> = 2pZ] @ 2p%3 ® ... @Zy oz, 4 = i, i € GF(q) (6]

First, let i=0, then Ag = q® + qm'l(qm-l), since for any choice of z,>0.

there are qm'l values of z, satifying [6]: uc for z, = 0 all q" possible
values of Z, are solutions of (6) Similarly, Ai = qm'l(qm-l) for 1i=0.
Therefore, as 2mo and k is finite, Ai - q2m-1’ and

Q(z) = (4;-1)/(q"™-1) = ¢'1 = 27K, 0

3. Hardware Implementationsand Complexities for Quadratic Compressors
Consider the following implementation of a quadratic COMpressor

(Figure 3):

QUADRATIC GCOMPRESSOR

Test sequence Divice
) - > Finite-feildl ) T-Flip-Flops
under e s
- Multiplier lh -~
test response Signature register

Figure 3: Hardware Implementation of a Quadratic Compressor,

In Figure 3 the observed response, z = z®r, is processed in a serial

fashion, based on the quadratic function over GF(Zk), y(z) = Eﬂﬁl @ EZES @




.. ® 2y, _9Zon 1, Where Z is a binary sequence length N = 2mk, and Zey Zegqs
are blocks of Jength k, t=0,2,4,...,2m-2. The product, z,z,.1, is computed
when the two k-bit blocks of & test response, Et and z_, 1, are available.

A 2k-bit register may be required to store the two operands Z_ and Zp,q for

t
the multiplier, however, the already exsisting output register of a circuit-
under- test may be sufficient for storing Z_ and Z_ ,.
We will consider now combinational and sequential jmplementations of

multipliers.

3.1 Combinational Multiplier.
The finite field multiplier may be designed as a combinational
circuit to speed up a testing procedure. The presented combinational circuit

performs a multiplication of two polynomials degree less than k,

k-1 k-2 k-1 k-2

Et = ak_lx @ E.k_z}l @ ... @ -ﬂo, Et‘[‘l = hk_l}f. ® bk_zx ® .,, @& bﬂ"
(recall | that Et’ Et+1 are elements in GF(Zk), and {23 1,3 _5,...,85)
and [hk_l,bk_z, ‘e ,bﬂ} are two k-bit blocks (multiplier operands) mentioned
earlier). The resulted product, Etft-!-l - c2k__2::2k'2 ) ::21(_3:{21{'3 ® ... @ cg,

is obtained by a two-level (AND,XOR) circuit (Figure 4), which requires K2

two-input AND gates and (k-l)2 two-input XOR gates, The final step is

reduction of EtEt+1 ] fk_lxk'la fk_zx '2@. ..@fo modulo e(x) ,where o(xX) is
the irreducible polynomial o(x) of degree k; {fk_l, flc-E* ey fD} is
obtained by an XOR-network with inputs {cop.9:-...¢g} from the first XOR

plane (Figure 4). If a(x) is a trinomial, (which it is often the case),
then the second XCOR plane requires 2k-1 two-input XOR gates. In summary,
the hardware complexity (number of two-input gates) of the k-bit

combinational finite feild multiplier is approximately 21{2.




Example 1, Let k = 3, q = 23, a{x) = X @ x @ 1. Since x> = x @ 1 and

x* = xz ® X, we have,

Let Z.Z 1 = (ayx° @ a;x @ agy) (byx® ® byx © by)

(a2b2)14@(alb2$a2b1)33@(aob2@alb1@azb0)32@(aoblﬂalbﬂ)x@aobo
= chxa @ c3x3 ® czxz @ cy; @ cb
= (ca @ cz)xz ® (c¢ @ cq @ cl)x & (c3 a-cﬂj modulo a(x)
Thus,
f2 == 32b2 @ agbz @ albl ® azbﬂ, £, - aZbZ ® ajb, @ aZbl ® apgby ® albD’ and,
£y = alb2 ® asb; ® aﬂbo. Note also that, f,, 4, and £y, are quadratic

(repetitive) Boolean functions of {az, &1, ag, b2, bl, bO} (1].

From & dev1ce under -test

2 a1 ay bO by by - XOR PLANE

O )
B
PH*+++“ } __
s B H

fr - et
2
Signature { £ T‘ ; )’( }]EEI(.}EEE
i | +
C‘.:'_ 133 Ez ﬂl 'CO

Figure 4: Combinational Finite Field Multiplier.
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3.2 Sequential Multiplier.

Since the hardware complexity of a combinational multiplier is twice
the square of k (for k-bit signature), an alternaﬁive implementation is
considered. . Sequential finite field multiplication can be reduce to the
shift, Boolean multiplication, and modulo? addition of product terms
EtEt+1'

Example 2, Let k = 3, g = 23, a(x) = 33 @ x@® 1,
With 2z,z_ 4 given in Example 1, the sequential circuit computing

Z4Zpy1 modulo a(x) is presented in Figure 5.

£,

e+ | £y Signature
fo

- - SHIFT-REGISTER

il

bl by (initial state)

From the device=under-test

Figure 5: Sequential Finite Field Multiplier.
In general, the presented sequential finite field multiplier requires

3k-bit registers, k two-input AND gates. and (y-1)(k-1) two-input XOR gates,

where v+l is the mumber of coefficients in a(x), (y = 2 for trinomial).

il




4. Quadratic Space Compression.

-THE general block diagram for space compression is shown

in Figure 6 [5 - 7.

2L output-lines

b

Test patterns Device- Space r-bit Signature
T- ; r—
1 > Under- . Compres- : (r << L)
Test ' SO
Z

Figure 6: Space Compression Schematic Diagram

Since a quadratic space compressor is a system of guadratic Boolean
functinn;}y(Z) - {fO(Z), fl(Z), C ey fr_l(Z)}, the number of outputs for a
device-under-test is assumed to be even. The response pattern, Z,6is a
vector in 2L-dimensional space over {0,l}, which to be mapped into an r-
bit signature by a quadratic function over a finite field. For example, r =
L =k, v(2) = Zozljwhere .ZO,ZI are k-bit vectnrsjthat is, Z e ye over
GF(Qk), 20,21 S GF(Zk). Assuming that Pr[Z] and Pr[-r| 1"?5{]] are uniformly
distributed, by Theorem 1, the space compressor, y(Z) = ZpZq, is optimal,

The generalization of this example is given by the following theorem.

Theorem 3.

Let g(Z) be a system of r Boolean functions, g(Z) = {EO(Z), g1(Z),

,gr_l(Z)}, arbitrarily chosen from a set of k quadr_atic Boolean
funetions, F = {fO(Z), fl(Z), cee f*_l(Z)}. The set F is constructed by
Y(Z) = ZgZ) © ZyZy ® ... @ Zoy oZoy 1 = £o(D)F L @ £,(2)xK 2 e

. @ fk-l modulo a(x), where Z € ?2m

over GF(qg), Z; € GF(q), and a(x) is
an irreducible polynomial used in constructing GF(gq) (q = Ek}.

The compressor, g(Z), is optimal, that is

Qeotalr Q7). and Q(Z) = 27F. a

12
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To illustrate the usefullness of Theorem 3, consider the following
example. Let the number of output-lines 2L = 128 ,  the size of signature
is r, and k = L = 64. Then, one can use the following function for data
compression y(Z) = ZyZ; = Fg5(2)X%° @ £,,(2)x%% © ... @ £,(Z) modulo a(x),

where a(x) is an irreducible polynomial of degree 64 over {0,l}. A subset

of r = 64, Boolean functions out of {fD(Z),fl(Z}, - ,f63(2)} forms an
optimum compressor g(Z), with the probability of masking any error
being 27T

5. Conclusiong

A new technique for data compression of test responses which is based
on guadratic functionsin a finite field of oK elements was presented. The
proposed quadratic compressors are optimal from the points of wveiw of a
_tt}tal error-masking probability Qrora]: Mmaximum value of a conditional
error-masking probability given an error sequence ¥, Q{(7), and maximum
value of a conditional error-masking propability given z, Q{(z). (Widely used
linear compression schemes, based on LFSRs are optimal only from the points
veiw of Qtntal and Q{(z).)

While a quadratic compressor requires slightly more hardware for data
compression than a linear one, it can provide for a minimum of the maximum
value of Q(r), in contrast with the case of a signature analysis by LSFRs,
when Q{r) is either 0 nr. 1l for different r. (With respect to the lower bound
on the maximum value of Q{(r)}, signature analysis is the worst compressor,)

Another aspect related to the constant-Q(r) property ofth¢ quadratic

compression scheme is its "robustness®” with respect to assumptions on a

13




statistics of errors, Pr[r[ r#ﬁ], since the total error-masking probability,
by e
(Qeoral = ) Q(r)Pr[r| r#U] over all r, r=0)}, attained im<d quadratic scheme,
v
does not change its wvalue due to variationsin Pr[rl T#O]. (However, for

the case of a (linear) signature analysis, Q(r) is either 0 or 1, hence,

Qtota] 1s sensitive to Pr[r] T#D]‘}
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