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ABSTRACT
b

“*+  Dua to the advances in the integrated circuit
technelogy, there is an increasing importence in
testing bridging (short cirecuit) failures in digital
natworks, Unfortusatelv, very little work has been
.done in this area. This paper presents the schemes
for the detection of feedback kridgings between the
inputs and outputs throvegh the observatiom of
oselllation and asynchronows behavior of segquential
networks created by bridgipng faults. The lower aad
upper botnds on the number of teats for detecting all
feedback bridging faults are given. Conditions for
the undetectability of input bridzings are given ond a
method for testing input bridgings is presented, The

results are generalized to detect bridging and stuck-at -

Faults in the fnput and ocutput lines of a multiple—
cutput network. Finally, the complate test sets are
given for detecting input, output and feedback bridgings

as well as stuck-at feulrs at the inpur apd output pins .

-0of the standard integrated cireuit chips including
ghift registers, counters, decoders, multiplexers,

adders/subtracters, multipliers, dividers and RAM,
Future umnsolved problems in this area are also given,

I. - INTRGDUCTION

The testing of digital systems has become in-
creasingly important in recent years, Unfortunately,
.almost gll published researcn papers deal only with
the atuck-at favlts., A bridging (short eircuit) fault:
is a fault in which twvo or more leads in the circuit
.gre shorted (wired) together., Technology bzs mwoved
‘into VLSI {very large scale integration) where hun—.
dreds of thousands of digital components are being
-Eabricated into a tiny IC (Integrated circuit) chip.
For example, the whole CPU (central processing unit}
of a computer was fabricated into a single chip called
a microprocessor. Now mlicroprocessor chips of greater
complexity are being built. The trend for fabricating
more and more components into an IC chip is continuing

and this increases the chance of short circuit failuares

‘between components and interconmecting wires.

Bridging
faults may arise in varicus lewvels. :

" .*% This work is supported in part by the Division
Mathematical and Computer Science of Natlonal
Science Foundatien under grant He. MCS78-24323.
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. motherboards,

1. Inside the chip, they may arise due to either
the failure of insulation between ad}acent layers of
metalization or cthe bridging of two conductorz in the
same layer as a result of improper masking or etchirg.

2. Integrated circult packaging provides more
bridging faults due to the manual labhor involved in
bonding between the tiny solder pads on the chip and
the pins of package. Two nelighboring wires may come
into contact when one shakes leoose between pads.

3. At the circult bhoard level, shorts may be
caused by human error, defective printed circult traces
end feedthroughs, locse, or excess bare wires or solder
bridges.

4, Interhoard commumication is normally done by
cabling, backplane wire-~wrapping, or printad circunit
Solder bridges, excess bare wires,
defective traces, etec,, remain to be the majJor causes

.0f bridging faults .and so do the sasily bent wire—wrap

pina, Alse, the imsulation of cable wires may crack
in severe conditions and result in bridging faults,

Compared to the stuck-at faults, bridging faults
pose more difficulties, - These are given below.

1. Eridging faults may change a non-redundant
network tg a redondant one, which may In turn im-
validate a stuck-at fault detection test set., .This,
therefore, poses 2 practical problem.

2. BPridging faults may introduce a 1eedback loop
in a combinational logie eircuit, causing the clircuit
to oscillate or to behave as an asynchronous sequential
circuit., This vioclates the usual agsswmption that a
fault does not chanpe a combinatienal circuit inre a

seguential eireuit and eomplicates the analysis of the

fault behavior.

3, TIn the case of gtuck-at faults, if there are:
n lines 4n the circuit, then there are 2n possible
gingle stuck-at faults, and 3n-1 possible multiple
stuck-at fauits, Vhereas in the case of bridging ;
faults, if we have to consider b dging faults between
any 8 lines in a eireuit, then the mmber of single

bridging faults alone will be {:} and the number of

multiple bridging faults will be very much larger [5].

In the very recent paper hy these authors [19],
conditions for feedback bridging (short cireuit) faults
to generate oscillation and asynchronous behavior are
given for short circuits among input lines and the
primary output. The lower and upper hounds on the
number of tests for detecting all feedback bridging
favlts are piven. WNecessary and sufficient conditions

for the undetectability of input kridgings are pre=-
pented, It is found that any test detecting single’

bkridging fault e will also detect all multiple
bridginga containing e. Complete test sets for

locating either all input or all feedback bridgings of
any multiplicities for networks implementing several
classes of functionz are given.

In this paper, we shall concentrate on the testing
of bridging snd stuck-at faults among the input and
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_ﬂutﬁnf pins of standard digital components auch a=a

- operation,

countera, Tegisters, decoders, multiplexers, demiti~

plexers, adders/subtracters, multipliers, dividers,

RAM etc. Such tests are important for the IC (intte—
grated circuit) chip users who use the IC's te design |
a digitel system. Once the digital equipment is e
‘delivered to the field, faults (bridging and stuck-at) :
often oceur in the input and output pins of IC chips, -
Detecting such types of faults is very important

for mwaintenance testing (field teating). We shall use
the methods deseribed in {19] to generate teats for
these components. These tests detect all single faults
and about 95% of multiple faults. An AND-type
(OR-type) bridging 1s defined to be the bridging fault
which causes two or more wires to form the AND—(OR)

In this paper, only AND-type bridgings will
be tested. The OR-type bridgings can be tested in a
pimilar fashion by trivial modification of the methods

~ given in this paper. The follewing five types of AND

(OR) bridgings will be considered:

(1} bridgings among input lines

(2) bridgings among ocutput lines

(3) feedback bridgingsbetween input and cutput lines
{4) stuck-at faults at input lines

(5) stuck-at faults-at output lines

For components with memory (reglsters, counters, RAM,
etc.), we assume that thelr contents are directly

- resdable and writable through the I/O pins of the IC

l:hipﬂ .

Section IT of this paper reviews the earlier work
in bridging faults., Sections III and IV present
theorems with practieal examples on the detection of
feedback and input bridgings respectively. Sectiom V
outlines the generalization of fault detection
technigque to handle multiple-output networks, Im
Section VI, we apply the research results shown in
Sections III to V to the generation of complete test
sat for simultaneously detecting the aforementioned
five types of faults In standard digital components,
The final section outlines the future work om this

toplc,

II. REVIEWS OF EARLIER WORK

There are very few papers in the area of bhridging
faults., This is partly becsuse the research work om
this topic started only recently and the treatment
of bridging faults is wuch more complex than the
treatment of stuck-at faults. Two types of bridging

faults are considered in the literature-—namely, the

AND type and OR type bridging feults, The AND and

OR types of bridging faults mean that two or more lines
are short-circuited to form AND and OR logical oper-
ations. The available techniques for bridging fault
datection have been approached through the existing
procedures for testing stuck-at faults since a great
deal of work has already been reported on stuck-at
favlts,

The well-known fundamental paper on D-algorithm by
Roth [1] was the first to treat bridging faulte, In

" hie paper, Roth introduced a D-notatlion to express

a fault (stuck~at, bridging or other types of fault)

" and presented an algorithm to generate a test for the

- types of faults,

fault. Repeated applicationa of the algorithm allowa
one to find a complete set of tests for detecting any
Fault in the given combinational logiec network [15].
The slgorithm is suitable for computer execution and
has widely been used, In a short note [2], Roth
mentioned the detection of feedback bridgings for the
odd number of inversions in the feedback loop. BD-
algorithm 1s general since it s independent of the
1f one i3 interested in only

—_——-
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bridging faults, we believe that algorithms which uses
smaller memory spiace and shorter computing time can be
developed and should be inventigated.

Chang [3) proposed a faultr model for short imput
diode fsult and describes a two~pass evaluation for fault
simulation. He also discusses the induced oscillatioms.
caused by backward propagetion of a shorted-input dicde
fault and the design method to eliminate these oscil-
lations. !

Friedman [4] has shown that in a fanout-free net- |
wortk, a single stuck-at fault test set will also detect
all bridging faults. Furthermore, it has been es-
tablished that there exists a test for some stuck-at
faults which can also detect an AND (OR) type bridging
fault at the two input leads of an OR (AND} gate,
provided that at least one of the inputs does not have
any fanout, However, 1t is still not known vwhether a
bridging fault between two input leads with fanouts i=
detectable by a single fault detection test set or even
detectable at all. Also, the possibility exists for
such an undetectable fault to invalidate a single fault
detection test set. Friedman [4) has modifled single
fault detection test sets for detecting all detectable
bridging faults at the inputs of a gate.

Mef [5) considered feedback bridging faults in
fanout—-free combinational networks using NANRD gates.
He showed that single stuck-at fault detection test set
i{s also capable ¢f detecting a feedback bridging fault
1f there is an odd number of inverters in the path
between the two points that are bridged. If there is
an even number of imverters between the two bridging
points, then the detection is relatively more difficult.
Theea faults are referred to as non—inverting feedback
bridging faults (NFEF). He showed that the detection

. of these faults would require a certain amount of

ordering of the test vectors.

Pradhan and Eodandapani [6] gave an algebraic
equation to check whether a non—feedback bridging fault
of two lines was detectable. (We shall generalize
their results for the case of bridging of am erbitrary
number of lines (Theorem 4)}. They also prove that in
a nonredundant two-level AND-OR (OR-AND) network, all
{ntragate bridging.faults are detectable,

Iosupoviez [7] proved that for two-level AND-OR
unate function, a minimal faunlt detection set for
single stuck-at faults could be found which would also
detect all single bridging faults. He also gives a
procedure, cslled maximum degensitization procedure,
for finding that minimal fault test set.

Danilov, Karpovsky and Moskalev [8] concidered the
problem of detection and location of shoert circuits and
open eircuits of an arbitrary multiplicity in non-
oriented graphs and contact networks. The exact bounds
for the minimal nmumber of tests for both detection and
location were given. In [9] they applied the method
developed for the comtact networks to the detection

of sturk-at errors inm an arbitrary combinational network -

with many outputs.
o _

In the paper by Lin and Su [10], single feedback
bridging faults between two lipes in general comhi-
national networks were examined., Sufficient conditions
independent of circuit implementations were derived to

determine the effects of feedback bridging faults which

either caused a loglec network to osclllate or converted
it to a sequential network, ‘Test patterns for detecting
these Faults were generated and dominance relations
between feedback bridging faults were studied.
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111, DETECTION OF FEEDBACK BRIDGING FAULTS o "lr{l“:""*‘njﬁku"z""" y=1 . (4)
ALI. DETECTION OF FEFDBACK DRIDGING FAULTS . | )2 x =1, . .

. In this gection, first we shall present cur results
on the detection of feedback bridging (short circuit]
faultshetveen the primary output and the primary

ivputs in a single-outpur logic network. The results even, the bridging faults in the network can be

on the detection of bridping faults among the primary '

. detected by utilizing the asynchronous behavior propert
1 . property.
nputs shall be given in the next section If Eq.(2) is satisfied, then

t . 2
Instead of considering the bridgings between two 'F(D,D,...,D,xﬁ+1,...,1 )y=0 » B

1ines, we shall consider the general case of the bride- n

Ing among the primary output and s primary ioput lines, ;

called feadback bridging of multiplicity s, Similarly, i:gi:?ﬁgﬂih:hﬁuiizittz ;“P;; ::riabiﬂﬂ are 0's. After

the input bridging among s Input lines is called imput v such that F{v)=1 then-frum thepiugegnﬁhzﬂztiiaggzrnl

» ]
::::fi;ft;f Ezea::i;:ytizitgn:'a :i::;:; :::iezinting the output Tesponse to v is 1 for the fault-free met-
* work and ¢ for the network with feedback bridging of a

,‘.-,In}, if the & 1“P“t lines which multipl:ltit}* B

" Note that for the metwork to ogselllate, the total
- pumber of inversions in the feedback lood must be odd.
If the number of inversions in the feadback loop is j

which means that the circult output ecan be reaet to 0

function F{zl, x,
are bridged together (either with the primary output or

amonfg themselves only) are known, then cthese lines are’ From Theorem 1, 1f there exists Is+1""'an{u’1}

:i, :2""'15' (Y X XpensX ) and Cxllz...: )} denote such that F{n’n"“’n'lg+1""’1n) * F'“‘"‘1"""“"““1"1""':_4=,~+1'

feadback and input bridgings of multiplicity =, ""In}’ then either Eq. (1) or Eq. (2) is satisfied
respectively, for an input pattern with the first s variables equal
- to 1's, Therefore, the bridging (¥ X XyeaoX, } can be
let us conslder a combinational network implementing
F(II,I:..-.iln)- If the AND~type bridging fault exists

between the primary output and s input lines 11’12"'4Es
then the faulty primary output T& iz equal to the AND

detected by observing the oscillation or asynchronous
behavior of the faulty network. _ -

It 18 interesting to note that sometimes the same
test pattern can detect oscillation for the bridging
funetion of the original output of the metwork and of the given wultiplicity & but cannot detect bhridgings
of multiplicity less than s. Formally speaking, if

11’I2| LR 1,151
test pattern t satigfies Eq. (1) (or (2)} for the

Bach one of the first s primary inputs becomes bridging(Y XyeasX ), then t’'not necessarily satisfies
¥x. ¥ ... . This can be represented by the model shown | SO L
T1%2 8 Eq. (1} (or (2}} for a Bridging @ =xpeiox )
in Fig. 1. Such a model will be used throughout the 54
(q-'lp - ,3_1) [19] .

paper for feedback bridging faults.

Theorem 1 13 devoted to the conditions of the
ogeillation or of the asynchronous behavior and to the
detection of the given feedback bridgirgs. The

The following definiriens can he found in [8].
Definition 1. A circuit oscillates under certain input

combination (pattern), 1f the sutput of the eircuit at

following theorem will he devoted to the case when we
the ne’: i:s;ant 1s the complement of curremt output, don't know which Input lines are bridged =nd only the

i1.e., T =Y where Y> 1s the output at time 1. multiplicity s of a fault is given. Let |x| denote the
mumber of 1's In the binary n-tuple 1=(:1,...,xn), then

Definition 2. A eircuit has asynchronous behavior under

certain input combination if the c¢irevit is stable and n : - :
the present output is a function of its previous fmpuce |x|= £ x, and F(I:[-LJ-F(;)Il lwyg * (5}
and 1. Ei -1 i=1 3

We note that, as it follows from the model of a
The proofs and the examples for the following theorems faulty network (see Fig. 1}, 1f t i1s 3 single test
‘cap be fotmd in the very recent paper by these authors pattern generating the osecillation for all possible
[19]. bridgings of the given multiplicity s (1<s<n}, then

Theorem 1 Under faedback 'br:l,dging (¥ 111 ...1 ) any t=1=(] . csusl}),

petwork N implementing F(x XpsaveesX } ofciliites if Theorem 2 (1)} The single test vector 1=(1,1,...,1}
detects all possible feedback bridgings of the glven

multiplieity 5 by oscillation in a network realizing

the binary input n—-tuple (11,...,:n) gsatiagfied the

- following condition: _ fol,xz,...,:n) if
Ty Tge s EgF (05000 es0aX pgaeeenxy, F(|x[=n)=0,
F(l,1,... :-1!:3.'_1! *ee ,In}"'].- (1) Ff,:]-n—-g)ll. : (6)
£
K will havelfre asynchronous behavior 1 {11) The test sequence (R,1} detects a2ll possible
:112...xEF(D,D,...,n,xs+1,...,:h) feedback bridgings of the given multiplicity by
asynchronous behavior in a network realizing
| F(l,ll,.--,1,15_'_1,...,1“)-1. (2} F(x]‘,Iz,-..,I“} if
Corollary 1. Under feedback bridging (Y :1}. any F(]xl-n]-l
network N implementing F(xl,xz,...,zn) oscillates 1f F(11I=n-s}-ﬂ, {7)
the binary input n—tuple {11,12,...,xn) satisfies where R 1s the input patterm which resets the output to
— 0.
Ilrtlllet'-:““}F(nlxzt-'len}-l ¥ . (3?

N has agynchronous behavior if

P T ——— o — TR S TI= e R ap ey g . . i P —

————— T - — - P f i e rw e e rp— — s - - r -
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_E:ample 1. (1) TYor the parity checker F = & ¥,

and n=even, 1=(1,1,...,1) generates the nuciilatinn
' fnr any feedback bridging of odd multiplicity.

(41) For a K-bir parallel adder F=X+Y 0<X, Y{ZK

P E=1 g Kl { K :

X= I x ..2,Y=L y 2°,F= I F r
teg 111 (=0 ii+1 qmp 1¥1

(:ljltijﬁjylji'liyk)z ] 1+1{ﬂ,--‘,0 ﬂjil!lﬂ)-n

where 1=0,1,...K, and Fi+1(1""’1'1""'1)-1 where

im},2,.,K;thus, by Theorem 2 the test sequence (0,1}
detects all posaible feedback bridgings between
primary inputs and primary outputs F1+1{i-1,2,-..,K):

gince for a faulty network there exlsts at least one 0
in the output wvector [Fz,...,Fk+1). cee Fig. 1.

Theorem 2 deals with the case vhen the multiplicity

of bridgings is known., The following result iz for the
general case where the multiplicity of the bridgings is
unknowt.

Theorem ). Let Hﬂ f(n} be the minimum number of tests
¥
for detecting feedback bridgings of any multiplicity

in any network implementing a funetion F of n variables
(the subscripts d and f denote "detection" and M"feed-

back™ respectively). Then
<
lfﬂanf(nl_p. .

(8}

-

Since 50 of the function has the property F{D}~I,
feedback bridgings in networks implementing half of
the functions can be detected by applying only one tegt

pattern 0.

~Example 2.
- 11”"'-"::} =] 1{; i—v
x= ¥ 1

25, I= I vy
=0 jmg ¥

.F(ﬂ,....ﬂ,ﬂ,...,ﬂ)ll, the test pattern 0 detects all
possible feedback bridgings {the cutput will be 0
{f there is any feedback fault.) See Fig, 1.

For a ¥=bit comparator F(I,Y}-F(Il,...,
(o<x,¥<2™

i
X 41 27) and since

Let t be 2 test pattern {input binary n-tuple} and
t be its complement, and F{t)=F(t)=1l, Then in a network
realizing F any feedback bridging of any multiplicity
can be detected by applying just two test patterms: t
and t,
Example 3. For a K-bit adder (see Example 1(i1)}
F=X4T,  X=(x)sveas®p)s T=(5 0000s¥g)s FR(FpseeesFp 1)

and two input patterns X=0,¥=]1 and X=1,¥=0 detect any
feedback bridging between primary inputs and Fl""’F

K*

Theorem 4. For function F(xl,:z,;-.,x ), any sequence

qf input patterns (tl,tz,-..,t ), such that F(t =1

- . N 1 N N
(1=1,2,...,¥) and [1 t™=0 ([l t~ is the component-
1=1 i=1

wigse multiplication of wvectors ti) 1z the test sequence
for detecting all possible feedback bridgings in any
network implementing F{xl’:i""’ln)'

Example 4. For a K-to-1 multiplexer with K data inputs
{11:121 -de pr) and ¢= Iﬂgzﬂ gelect lines 51, rewy 5 we
-1 j

L §5,6..2
i+1 gm0 i+l

e et £y
Ehnnse t -(1 0, ﬂ,..,,ﬂ 0,0,0..,0) and

¢2a (n‘rr“—“v'rn“"“ﬁ) :

have F(:l' away xK' 51. asay EE}K' X where 1=

and E=2C,

Then F(t }-F(t =1,

tl*tz-ﬂ and by Theorem 4, the teat sequence (tl,t )

detects all pnnsible fpedback bridginpgs in a K-to-1

- myltiplexer sinte't (t") detecte feedback bridgings

[

invnlving all 11 s except 1(12)

IV,

DETECTION OF INPUT BRIDGINGS i

The Jogieal model for the AND-type bridging of
multiplicity & among linea Xy rXyrenesX, in a network

implementing F{xl,:z,...,xh} is given In Fig., 2. The

next theorem presentz the necessary and sufficient
conditions for undetectability of an input bridging of
any given multiplieciry,

Theorem 5, For any network implementing F(xl,xz,,.,x ),
the bridging between input lines xi.xz,....: . n

is undectable if and only if for every
X 110 Xgunr e Xy e{0,1} and every A= (31,32,....a5}ﬁgL;

vhere 0 = (0 ,n....,n} and 1 = (1,1,....1),

F(Il,ﬂzi...'! ,I 1,1-;,1 } F(ﬂ Ugliiin X

B+1’ ”"tll)-
(9)
Example S. F{xi.xz,tj)éi'f_i 337 X)Xy%5¢ (Symbol "v"

L]

gtands for logical OR). The bridging between X, and x,
im undeFtable since F{xl,ﬂ,l)-F{xl,l;ﬂ}anxl,ﬂ.ﬂ) = Xy
and Eq. (9) 1s satiasfied,

and F(ﬂ,l,:a)iié. the bridging between x
detected by the test (0,1,1).

However, since F{ﬂ,ﬂ,la)“l

and x_ 18

1 2

Corgllary 2. Ar Input pattern t-(fi,tz,...,tn} detects

the bridgigg (1112...15} 1f, and only if, (tl'ti""’ta}
*gtl_ﬂﬂd'

.F{ﬂjﬂ‘liijnjtﬂlpilllt )iF(tljt ‘iiiltn)l (1“}
Example h, For the detection of all input bridgings in

4 B~bit parallel adder (see Example 1 (i1)) it is
sufficient to apply the four test patterns

ljtzit |t&[t *(11,--.,13,31,*..,3'3 where 1-1 2 3 'ﬁj
which are the rows of the following matrix{T).
[0000 0ooo 22111 12111 t:zl
(1)= o000 1111 0000 1111 t3 X
o011 o011 0011 0011 t& ?
L_P 101 0101 0101 D101 t

For this test and any input bridging there exists an
output Fj(xl,...,xa,yl,...,yﬂ) such that equation (10)

is patisfied for at least one test pattern. In general
if the number of bits for an adder is equal to K=2% |
then log, 2F test patterns such that all columns of the
correspofiding matrix{T)are different, will detect all
possible input bridgings in an adder, and this test set
is minimal,

It is well known that two atuck-at faults may
compensate each other [2]. It 1s interesting to see
that the situation is different for bridging favlts.
The next theorem states that two AND-type (or OR-type)
input bridgings cam not compensate each other.

Theorem 6. For a network implementing F(xl,lz....,tn),

if there does not exist any test for detecting the

double input bridgings e~ (:1:2.*.15} and e2={:5+1...

xs+q)-_a+q5p y thenr no test pattern can detect either
bridging.
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‘multiple-output networks.
of inpue, output and feedback bridging and stuck-at

- faults:
. (3) Output bridgings; (4) Ioput stuck-at faults:

. there exigts t-(tl,...,tn} where t

- gequence (t1,t2,,..,
F {tj)=1 where i=1,2,...,,m and j=1 :’:.,H end
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Note that the generalizations of the results for-
lncuting feedback and input hridgings are nlsu Eiven
in [19].

V. FAULT DETECTION IN MULTIPLE-OUTPUT NETWORKS
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Our previous results were mostly devoted to the
i case of networks with aingle output. In this section,
‘we consider the problem of test generation for
The problem of the detection

faults in these networks is very important for the
maintenance testing of remote networks, e.g. bloecks of
an on-board computer,

. Let us consider a combirational network with n
inpute and m outputs implementing the following syatem

. of m functions

IitFi (Ill *ee ’In) where i‘l, vae {1-1}

We shall consider the following five classes of
(1) Feedback bridgings: (2} Input hridgiugs*

{5) Output etuck-at faults,

Js1 FPeedback Bridgings

First let us consider feedback bridgings. If -
F, (0)=1{where i=1,,,,,m: ﬂ-{ﬂ, +ss301), then input vector

.0 detects all feedback bridgings (since output vector

for a faulty network contains zeros). Similarly, if

jé{ﬂ,l} such that
F, (t)=F, (t)=1 where i=1,,.,,m, then two input vectors

,'E detect all feedback bridgings.
) of input pa

In general, any
erns such that

5|*1 tjfg_iu the test sequence detecting all) feedback
' 3=1
- bridgings.

Another mpproach for generating tests for feed-

back bridgings is based on the observation of the

oseillation or asynchronous behavior. In this case,

we may use the corresponding results from Section 1II.

Let T

{ be a minimal test for a part of the network

_ 1mplement%ng Fi{:l.....:n}. Then we always can use ﬁhg
‘get T = L,} T1 as a test set for the detection of all

iw]

feedback bridgings. Thus from Theorem 3, we have the

following bounds for the minimz) number N (n,m)} of
. tests for detecting all feedback bridgings’in any
network with n inpuEg and m outputs.
< )
1_de£(n.m) < IH Ti' Xnom (12)

For an IC chip with 10-input, 10-output wvariables,

- in the worst case, it takes only 100 test patterns to

detect the feedback bridgings. We suspect that the
upper bound smaller than nm can be cobtained and we

Plan to look inco this,

5.2 Input Bridgings

. bridgings to the cage of multiple-output,
 bridging {xl...:ﬂj 18 undetectable {ff

Let us consider now input bridgings. Firat we
generalize the conditions of undetectability of input
The

Fi{ul""'ﬂs'xs+1*""l n) -

ri(n'li easyXx

a1 %) (13)
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We note that there exist systems F(x) = {F fxﬂ'

‘i=1l,...,m such that, each one of the functions of the '
‘system-cannot detect all input bridgings of the given j
multiplicity, but the whole system detects them. In |
other werds, there exists a multiple-output network
such that not all {nput bridgings can be detected by
observing only ome output but all input bridgings can
be detected by observing all outputs.

o
a

Example 7., Let us copsider single input bridgings in
a network computing F 1. 1 (see Table 1, here n=3,
m_z)- 1 2

x) 3.3 P A K X X rf_rf v, F,%
c o 0 g 0 e 1 o 1 0 ¢ 0 1
o011 1 6 0 ¢ 1 1 0 0 1 0
0 1 0 0 0 i 1 1 1 o0 1 0o O
11 1 1 1 1 1 1 1 o o 0
1006 o @ 1 1 1t 1 1 1 1 1
10 1 1 1 1 1 1 1 1 1 1
110 1 1 i 11 * 31 1 1t 1
111 1 0 l1 1 1 1 @ 1 1 1

Table 1 |

| It follows from (13) that the functien Fll cannot

detect bridging (:112) and the function le cannot

detect (x :3]. but the whole system detects all gingle

input Bbridging, e.g., by the test set T = {ﬁQLl} (001}
since(0l]l)test the bridging Between x, and %, Or X,
2'

1f T-(t sssest } is & test sequence for detecting
211 ioput bridgings then in the Hx m binary input

matTix T with rows tl.tz.....t“, all colwms must be
different,

and (001} test bridging between x4 and x, or x

We note alsp that, 1f T, is a minimal test get for
detecting fnput bridgings by observing output F1 only,
then we always can use Ti as & test sequence for a

Thus, 1f Hi {n,m) 1is the minimal
np

number of tests, for input bridgings, then we have the
log,n < Ny (n,m){minl'l' l.

whole network,

Since for a m-putput network, there are m instead
of one observation points, the actual number of tests
will be smaller than the smallest 1:ri|.

5.3 Output Bridpgings

For output bhrideings we note first that all these
bridgings are detectable 1ff our netwerk 1s f{rredundant
(nonredundant). 1Indeed, t detects output bridging
(F F, ) if Fift) ¥ Fj{t) {since for a network with an

1]
AND-bridging, Fi(t) = F_(t) = 0),
51 |

We pote that T = {t7,,,.,t )} 18 & test sequence
for all output bridgings, if and only 1f in the(m x N)-
binary output matrix
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F(r)i=] , . - all columns are different, so-
e M > N | o

?j(t __J'---;F‘(t }

- we hemwe the foliowing bounds for the minima) number of °
iteutnﬁiﬂ£utﬁn} for detecting output bridgings

| lopggm <R (@) <ol (15)

|
Examp¥ie 8 . In Table 1 lower Bound Is reached for Flz.

Fzz, Efaz. !hzﬂifh T = {(000}, (001) } and upper bound is

reschesd for ¥, ¥,”, F,>, F,Mvith T = {(000), (00D),
(010¥}3.

It follown from the bounds {12}, (14), (15) that
with tthe increase of the number of ocutputs, m, the mini-
mal wmumber of tests increase linearly for the feedback

LM CLU e - et mml b m s | ow—w ¢ = b o ke dee e
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L) P = -

s = o - e ——— e —

P st St ek s = mmmaa o w_a g —m - LI R _._._.__‘,___,I

-
1
¥
i

Fnr the corresponding cutput matrix F(T) we have

L

00
111
o0Q0
000
000
000
001

En1n

If F(t')=Z then 2= (518n2,21544402Z44), MESTE
O

0000
1111
o000
0000
Do o
0111
1001
1010

0000
oo
0000
D011
0101
1000
1000
1000

o000
000
111
601
0160
0060
BO0O
000

——

:'?(TJ'

- O O O O O

| D O O M = e e D

14
I 2121471
1=]

and eamtput bridgings and decreases for inmput bridgings, .-

but tmesting practical digital components may be carried
out fitg a reagomably short time. See the next section.

3.4 Fpput and Dutput Stuck-at Faults

"The imput-stuck-at faults car be det?Fted by a
tesl amequence T = Elr'i “ay tH} 'H'hEl'E ti‘-(_tl peTag t'l.'l.i} ﬂﬂd
tji"ﬁﬁ{ﬂ.ll gsuch that in matrix(T)with rows 1:1....,,1:1‘1..r
all eooloms are neither 0 nur.;Q Furthermore, for
any _ﬂé{ljlﬁ -‘n} there exists iE{l,-;.,ﬂ} and {

P EfE.,cee,m}such that F {t 1,...,t 1 10t 1 sesast ") o
P 1 i-1 j+1 n

F { N veat,l 1,t i t 3

piEig #m=cety g olsbpgseant D (16)

Note=:ithat for meny standard digital components the lagt

condEMtion in matisfied for all (t i’--a’t 1 N = 1 gudamy
1 ¥ 3-1*7§+1

tn_} #{see Section VI).

¥or the detection of output stuck-at faults it is
‘neceswsary and sufficient that the output matrix
z Flftl} vaa F (tl)

R

. does not contain columns 0

"1
~
|
L
|

b ra{:‘) cee B_(t)
and ¥.. Thetrefore, for a minimal number of tests,
N{o,w=d, for detecting bridging and stuck-at faults in
! -any mmetworks with N=2P inpnts and m=29 outputs.

R{gxsm) > max (p,q) +1

Examptie 9. Let us construct the test for detecting
all fFfeedback, input and output bridgings and stuck-at
faulees in 2 -7-bit algebralc array multiplier

' 7 7

(17)

'FHIIR.TQE;- L :121F1.!; Loy 2?-1 <2? {nee item No, 2
11 fe1 1
in Tidbhle 2). WUsing the previous results it 1s easy to

chech: nthat resat patterns t]-,.tz,.....,.i:H (ti-{sign X,
Xys ammes Xy Siem T,?i....,y?}) expressed by the rows of

the f¥ollowing input matrix will detect all bridging
and wmatuck-at faultrs.

J12111 1111 00Cc0 0000
13111 3111 1111 1111

. 0000 21111 0000 0001

(T}rﬂ: 911 doll 000N 0OODO1
BiIP1 0101 0000 00OC1
1100 0000 0000 1111
{1100 0000 0011 0011
11860 DCOO 0101 01012/ .

] 6

The general cage of K-bit algebraic multiplier is
considered in Table 2.

Hote also that the approach to the test
generation described above for combinationzl networks
may a1so be .applied for networks with memory if atorage
elements are directly readable and writable from
primary inputs and outputs, which {5 the standard
requirement in the design for testability. Several
examples of test sequences for the devices with
memory {registers, counters, RAM) are considered in
Table 2,

VI. APPLICATIONS: TESTING STANDARD COMPONENTS

In this mection we shall apply our previous
results to the simultaneous detection &f bridging and
stuck-at faults at primary inputs and outputs, The
testing of faults in imput/output pins is an tmportant -
part of field testing., Only AND-tvpe bridgings will
be conaidered (but the results may easily be modified
to the case of OR-type bridgings). The following five
types of faults will be detected: (1) stuck-at faults
at input lines; {2) stuck-at faults at cutput lines:
(3} bridgings among input lines; (4} bridgings among
cutput lines; (5) feedback bridgings. Detection of
feedback bridgings will be based on observation of the
asynchronous behaviour (model in Fig. 1)and Theorem & .

Table 2 contains tests for detecting all single
stuck-at and bridging faults for shife registers (shifter)
and counters with parallel load » decoders,
algebraiec adders, multiplexers, dividers and RAM. Thesge
tests detect all single faults and about 957 of multiple
faults, '

Table 2 also contains N, the number of tegt patterns
a8 a function of I, the number of input pins for each
component, {Input pins for power supply, clock and
enable are not included), Numbers in arithmetical
devices (adders, multipliers, dividers) are represented
1n the form of "sipn and magnitude™, 1.e. for E-bit
device X=(SX,X,,4.0s% _,) where SX 1is the sign bit for

Xe (SX=0 4f D0, SX=1 {f X<0) and

k-1 K-1-1
X = ¥ x,2 1s the decimal equivalent of the
=] )
binary number. For devices with memory {registers,
counters, RAM) we asgume that all flip-flops are
directly writable and resdable from the corresponding

input and output pins.

Table 2 also contains examples of test ssquences
for K-bit arithmetical end logleal devices with a small
K. The following notatfons are used in Table 2.
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I {8 a number of input pins.
W is a number of tests for detecting any single
fault in the input and output pins of 8 component,
;_l_ For a test sequence T= (t tz....t ) whetre

-{tli.m.t ht s{n 1), (T) 1= r.he{m:n -binary input -
1 2 N |.'

matrix'with the rowa t ,t ,..4,;F o

A) For a device with I input lines and R uutput 11nas
implementing the system of Boolean functions, 2 ™ i

(Il,xz,...,xl} where i=1,2,...,R, we denote F{T) the .

{{IxR}binary output marrix with the element in the ith
rows and the jth column denctes the jth output response
to the ith test,

3) My is binary ﬁuxz J=matrix containing all possible
binary vectors with o components per columm} HuT

Hﬁfl'cﬂdﬂg} is the
matrix Hﬁ,withnut the all-one (all-zero} columnm:

M ~1 iz the matrix obtained by the negation of all

entries in M -1; E is the identity matrix,

B8) Let A and B be two(pxq)-binary matrices with rows
.ELI,.....,..A.LIlr and HI""‘Bp;thE {Z2pxq)- matrix with rTows

A.l,. Bl’ .A.E, Ezg -.-,Ap,, BF ia denoted b? AsE, {HﬂtE
AcoB # Bol)
We now outlipe the approach we took for com-

gtructing Table 2 and explain why the tests (showa in
the Table) detect the aforementioned five types of

s the transposed matrix for Hﬁ;

faults,

First, let us consider the counter (device Wo. 2).
The first rows in matrices(T)and F(T) in Table 2 show
that when counter countrel C=1, the counter counts up
and its content changes from (1,1,1,1,1,1) to
(0,0,0,0,0,0), When C=0) the content of the counter
remzins unchanged. Matrix(1)is selected in such a
way that all columns of(T)are distinet and not equal
Qorl. (Since 1f column x, contains all 0's (1's)
‘then x. s-a-1 {g=a=-0) cannn% be detected.) Therefore,
any bridging fault between any two ipputs will change

"at least one column and hence change the value{s) of

output response for at least one test pattern. For
Instance, if there iz an AND-hridging faulr between

C and %, hoth the € column &nd x, column will become
(1,0,0, 6} which changes the last row of F(T) from
(1,0,1,0 1,0) to (0,0,1,0,1,0) and thus the fault 1sg
detected, A similar principel is applied for detecting
output bridging fawlts. For example, 1if there is an
AND-bridging between z; and z., then the first and the
last column of F(T) will change to all 0's., The first
test pattern will detect any feedback bridgipng (of

any multipificity) between any ctuput and any input
(including input signal C) because any feedback

‘bridging between x, and z, where 1,]=1,2,...,6 will

change x, from 1 t% 0 {see the model in Fig. 1) and
hence change the outputs. For instance, if there is

a bridging between :ﬁ and Z, then the first row of{(T)

will become €1,1,1,1,1,1,0) and thereby changes the
first row of F(T} te (1,1,1,1,1,1).

For etuck-at faults, the first test will detect
any s—a-( faults at lnpute or s-a-1l at outputs. The

second test will detect Cx_,X, or x, s-a-l or 2z
1*72 3 Ay

:5 and 35 5~8={). The last two tests detect the

remaining stuck-at faults.
Bagsed on the two matrices in this example, we

develep a general form of{T)and F(T) for a counter
with any number of Bits. Note that in this example,

-the ¢olumns eof the submatirx of {T)consisting of rows

2 to & contain all possible combinations of three
varisbles except (1,1,1). We denote it by M, -1 in the

. combinations in
1=(1,1

.C} 1s lugz(1#1}+'lﬂu+1.
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Similarly, thg:l E
:

in. F(T) denotes a matrix containing all poapible

its columms except 0<{01f}...0)and |
Finally, the number of tests, N, for a
20-1 inputs (1nc1uﬂ1ng control signal

general from for T in Table 2.

i-tijl}*
cotnter with I=

Let us now look at the adder/subtracter in Table . E
2, Each row of matrix{T)contains the sign SX and |
magnitude{;rxzﬂ.ﬁ:?]nf the first number X and the sign

SY and the magnitudefylyzF.ﬁy?}nf the second number Y.

The sum ¥+Y is given in the corresponding row in F(T),
the watrix for the sum. Again we choose{T)such that all
columns are distinct and mot equal 0 or 1, Thia yields
the F(T) with distinct columns not equal 0 or 1, |
Hence all input and output bridgings are detected, The
feedback bridging ig detected by using the asynchronous
behavior property of sequential circulits {Fig. 1 and
Theorem 1)}. The output response to the firat test iz
all 0's. Now if there in a feedback bridging between

x, and Zys for any 1 and i, then the bridging will

change the second test from 1=(1,1,...,1) to a pattern L
with all 1's except a 0 at the ith position. This '
in turn will change the sum shown in the second Tow .
of F(T) and hence the fault is detected, Finally, the ¥
firast test in{T}detects any stuck-at-1 faults at any
Input or output. The second test detects all stuck-at-—
0 faults on the imputs and all stuck-at-0 faults

except one (i.e, za} at the cutputs, zq g-a—-0 1is

detected by the third test. The test patterns for
an adder with any number of bits are given and the
total pumber of tests i 1log.1 +2 where log.I is the
nunber of rows in H +1° 38 shown in Table 2.” With a

gimple mndificatiun. Table 2 can be used for generating
testz IC's with any number of inputs I,

By the same approach, the complete test set and the
total number of tests for other standard digital com-
ponents can be found,

The number of tests for detecting any single fault
in different K-bit devices and RAM is giver in Table 3.

_arithmetical devices and RAM of practical size with

No. of bits :

Devics 8 16 32 64
Shift Register ‘ & 7 8 9
Counter S & 7 B
Up & Down Counter 6 F 8 9
Algebrale Adder 6 7 ' 8 9
thfiplier 3 10 12 14
Divider 8 10 12 14
RAM 8 10 12 14

Table 3, The number of testa for K-hits devices

and RAM for detecting Input, output and feedback
* bridegings and stuck-at frults.

Ag we can see from Table 3, for the testing of

respect to iuput, output and feedback bridgings and
stuck-at faults, we need very few tests,

From Table ? we can see that the complete detection
get can be stored in a8 emall PROM and these test
patterns can rapildly be applied to the network-under-
test to determine whether there is a fault.
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- ¥11.,  CONCLUSYION AND FUTURE WORK

With the advances in LSI and VLSI the problems of
- {testing birdging faults will become worse unless i
‘efficient testing strategles are developed very soon. |
iThis paper and the very recent paper by these authors |
[18) presents an inicial gstep toward solving this
JAmportant problem. Some theorems and methods for
testing the bridging faults at the Input and output -
‘pins of integrated circuit chips for some standard :
digital components have been presented., The complete.
test set for detecting bridging and stuck-at failures
in these components have been generated. Research
funds are being sought to continue performing research
on the following topics in this important area,

1) Generalization of our results for testing basie

; standard digital compoments to the test genmeration
for detecting input, output and feedback bridgings
and stuck-at faults for ALU, PLA, CPU and some
commercially available mieroprocessors {main-

- tenance testing). :

.2) Algorithms for generatipg efficient tests for

; detectivg all internal bridginga (manufacturing

¢ testing).

:3) Lower and upper bounds for the minimal number of
tests for detecting all imtermal bridgings

& (testing time for iInternal bridginpgs), and the

' mixture of bridging and stuck-at faults.

‘4) Techniques and algorithme for the construction of
L efficient test sets for detecting all bridging

: and stuck-at faults in multiplﬂ-uutput digital

| oetworks. _
5) Computer implementation of algorithms developed in
: items 1, 2 and 4, i.e. program the algorithms -
for gemerating tests for detecting internsal
bridging and the mizture of stuck-at and bridging
faults.

f
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