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I. INTRODUCTION

The vigorous modern development of VLSI technology poses new
difficult problems in the testing of digital systems hardware.
Micro-miniaturization of components and the increase of packing
density lead to inevitable famlts, so that at some stages of
production the yield of fanlty chips reaches 20% - 30% and more.
Test generation and application become more and more time~ and
money— consuming and threaten to turn into a real bottleneck of
the computer industry. The time and the cost of testing increases
tremendously (in gemeral, exponentially) with the complexity of
devices to be tested. The cost of testing is already, in many
cases, higher than the cost of development and manufactering.
‘The majority of direct labor time reguired to build an Apple 11X
is straight test time..... Testing requires 35% of the direct
labor time involved in building a system.,.., If the test and the
rework time is added together, 72% of the process time is

accounted for’ [1].

The following three approaches have been traditionzlly used
for testing, mnamely: gate-level testing, functional testing and
random testing. For the gate-level testing the input data for
test generation consist of a gate—level description of a device

under test and a gate—level description of a class of possible

1 LW IPELTETE B TR O

. T T e
Ryt H ol iy W i i i )
e 1 L T M R ) Wl o M

- s o e f e mmamte e e B2t S e war momas fae, mmeme ma mm e m et amm ar s s emamoar
'h'r_\-ulf.. MY Fol™ "o F REE " P =5l D" " 0™ "1 ] e 1" TP "2 ]I I LTI il r|'s, L ' N, YHEIRE"]

gt Sty
L




UNIVERSAL TESTING OF COMPUTER HARDWARE 301

fanlts. This approach has beer proved to be very efficient for
85I and NSI circuits [2, 3, 4]. The classical D-algorithm [3} has
been widely used for gate-level testing for many years. ¥With the
transition to VLSI technology the gate—~level description of a
device under test becomes too complicated and in many cases (in
particnlar, for the user) is not svailable at al}. Even if the
gate-level description is available to a test designer, the cost
0f test genmeration begins to be prohibitively high for VLSI
devices [5]. Tt is well known that the problem of optimal test
geocration for VISI circuits is NP-hard [6, 7] even in the case of
single stunck-at famnlts. It implies that the cost of test
generation increases exponentially with the number of gates, so
that the development of a specific test for every device becomes
impractical when a broad spectrum of complex devices has to be
tested.

These considerations stimulated the development of functional
testing approach, especially for microprocessors testing. In the
case of functiomal testing, the input data for testing is
represented by & fumctiona! description of a2 device under test and
of a class of favlts [B- 15]. Im [9, 10] the functional testing
approach has been used for testing of microprocessors in a user's
environment. This procedure was based on a general graph-
theoretical model of a microprocessor at the register—transfer
level. The fonctional fault model was developed using the
regigster-transfer level description and the insiruction set.
Binary decision diagrams have been uvsed for functionel testing in
[11], where this approach has been applied to testing of ALY,

For fumctional testing the cost of test generation for VLSI
devices is still very high, especially when a2 broad spectrum of
devices has to be tested. On the other hand, it is very
difficult, in general, to estimate fault coverage in the case of

functional testing. For random testing test patterns are
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generated randomly [16 - 25), For generation of psesdorandom test
patterns, linear feedback shift registers have been used [26].
Random testing has been used both at the gate level and at the
functional level. In the latter case a rarndom sequence of
instructions has been umsed for testimg (see, e.5., [24]). The
major problem in random testing is to estimate the test lepgth and
the probability of fault detection [23, 24]. For random testing
the cost of test generation is not high but & number of test
patterns (testing time) may be very high for VLST devices.

There is one more approach for testing, when one does not try
to develop a test for a specific device but constructs a
deterministic standard test which can be used for a large set of
devices, One example of this approach is presented in [27)] where
exhavstive testing and simple data compression scheme have been
used for testimg. Irn [28-34] standard tests have been developed
for combinational devices such that every output depends only on a
small subset of inputs.

In this chapter we describe another approach for testing which
we call 'universal testing’. This is a probebilistic approach
¥hich is somewhat similar to standard tests and aimed to f£ill the
gap between the functional and random testing, combining the
advantages of both of them. For universal testing [35 — 38] the
input data for test generation consists of parameters of a device
under test (e.g., numbers of input and ountput lines, numbers of
flip-flops, etec) and description of 8 class of possible faults
(e.g., stuck-at faults of a given multiplicity). Universal tests
may be very efficient for a testing of a broad spectrum of devices
or as & first step in a testing procedure.

Section IY of this chapter conteins a description of devices
urder consideration, definitions and notations &s well as general
results on probabilities of detection (or identification) of all

faunlts from a given class. These resmlts are spplied to detection
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of faults at input/output (terminal) lines of a device (so called
'terminal' faults). Functional testing approach for these faults
has been considered in [39, 40]. Terminal faults in both
combinational and sequential circuits as well as some internal
favlts and faults in memory are also comsidered in Section II As
a fault model we choose single and multiple stuck-at and bridging
(short—circuit) fauwlts when a short-circuit results in a wired AND
or wired OR logic between wires which are bridged (see, e.z., [41,
42]). (With the increase of packing density in VLSI devices
bridging faults begin to be a very important class of faults., A
nunber of papers have been published on detection of bridging
fanlts or combined stuck~at and bridging faunlts [39 ~ 44].)

The comparison of gate-level testing, functionsal testing,
random testing and nniversal testing is given in Section III.
Possible directions for future research are ontlined in Section
IV.

In this chapter we do not consider design for testability,
data compression and self-test easpects of the testing problem,
The reader is referred to Chapter 7 and 8 of this book for data
compression techniques and to Chapter & for self-test approaches,

28 well as to the references given in the corresponding chapters.

Il. BASIC IDEAS OF UNIVERSAL TESTING AND
APFLICATIONS TO COMBINATIONAL CIRCUITS

A. General Remarks

As it has been discussed above, the problem of test generation
becomes intractable for complex circnits {with large numbers of
inputs, gates and connecting limes), if one tries to find an

optimal specifiec test for any given circuit. Pven to construct a

test which is not optimal, but provides a good fault coverapge
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(sey., > 95%) is guite gifficnlt. It results mnsunally in an

cxcessively large size of a test {in some cases the tests include
tens of thousands of test patterns) and/or in adding redundant
hardware to the circunits ip order to provide better and simpler
testability (sco called design for testability [45,46] ).
Fortunately, the same reasons that make the problem of
genergtion of individual tests for variomwms VLSY circmits so
difficult — namely, the incressing complexity and large diversity
of the circuits - open 2 way to a different approach to test
generation. This approach has been recently devel oped in [35 -
38] and is called maniversal testing. To explain the basic idea of

this approach we need to torn from the determ inistic concept of

testing to the probabilistic ome. It is somewhat similar in
ideology to the tramsition from mechanics to statistical
mechanics. The major breakthrough in communication engineering
owing to Shannon's information theory was based on very similar
ideas [47 - 50), The same philosophy was soccessfally applied in
some other areas, such as collective behavior of antomata [51 -
521, neural networks [53]. etc.

This way of reasoning brings us to the idea of nniversal
tests the tests that are able to detect all the fauvlts of 2 given
class in almost all circuits of a given ensemble of circuits, The
fraction of the circuits in whkich a universal test detects all the
faults of a given class approaches one when the circunit complexity
increases.

More rigorously, the concept of universal testing can be
defined in the following way. Let C; = {Eij} be a finite set of
circuits ©3j of a given complexity, the complexity increasing with
1. Suppose that a circuit cjj can be chosen randomly from the set
Ci with probability Pj; { 2 Pij = 1). Denote by F;, a set of
faunlts of giventypewhich J can occur in  any €jj e Cj

Consider a test T, which is applicable to any €jj. Denote by
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P(T;, Fj, C;) the probability that the test T; defects 211 the
faults from Fi in &8 ¢circuit €jj randomly chosen from C; with

probability pjje

Definition 1. A segnence of tests {Ti} is called nniversal
for detection of all fawlts of type F if

lim P(T;,F;,05)= 1 : (1)
i—)e
To avoid misunderstanding, we wonld 1ike to stress that the

probability P is the fractiop of the circuits for which the

universal test provides complete (100%) fanlt coverage (and not
the megsure of faunlt coverage for a givem circuit).

One shomld distinguish between our nse of the term ‘universal
tests’ and the way this term is nsed in [54, 55]. Our approach
is essentially probabilistic, and the universality is wunderstood
in the asymptotic meaning, as expressed in Def. 1., No use of
additional hardware and no special design is assumed to improve
testability of the circunits. The authors of [54,55] snggest
tests which can detect some classes of fanlts inr all PLA with
given numbers of inputs and prodoct terms {in a deterministic
¥vay), but they can do it only by the expense of adding extra
logic and designing the PLAs in a special way. Thus, the approach
adopted in {54, 55I, belongs, in essence, to the design for

testability area, and differs in principle from ouwr zpproach

B. Definitions and Notations.

An arbitrary digital binary circunit with memory may be

represented by & block—diagram of Fig. 1.

Here m is the noumber of input lines, k is the nmnber of ontput
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7 Combinational 7~

n biock K
primary Pprimary
inputs outputis

Fig. 1. Block-diagram of a device
with memory.
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lines, and 5 is the number of feedback 1ines {(the number of binary
memory cells). Snch e device will be referred to as an {(m,k,s) -

circunit, s¢0 that an {m,k,0) — circuit is a combinational circunit,

Denote also:
x = (xy,...,%2) is an inpnt binary vector,

¥y
z

(¥{+-..,yg) is an output binary vector,

fil,...,:s} is a feedback binary vector,

(2)
For a pgiven circuit at discrete time t:
Fj{':]=rj(:ft]; :{T_I})r j:]-n-n-;kr

zr{'ﬂjtir{lffj, 2(1-1)}1 r=11iiil S,

where ¥j and z, are Boolean functions of (mts) varisbles, which
are specified by the structore of the circumit. A test T(m,N) =
(¢, ,t(N)y j5 4 sequence of N binary m - dimensional
vectors t{(g) = {tlfﬂ}...”tm{ﬂ]. g=1,...,N, which are applied to
the inpuet lines of the circnit. In the absence of input fawlts,
obviously, x(g)=t{8),

We denote by I{krm={y{”,...,y{m} the sequence of output
vectors produced by application to the circumit a sequence of test
patterns T(m N} _ {tu),...,tm}}. provided that the memory was
cleared before testing. For a fault—-free device I{k'm is
uniquely determined by T(2.N) poyever, if a fanlt f occurs in

the circuit, Y{k:N) may depend on the fault: Y(ENoy (KN (5),

Denote by f, the situstion when circuit is fault-free.
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Definition 2. Test T=T(MN) detects a fault f in a given
circuit, if for this circoit

Consider now a szset of faults F={fw}, v=0,1,..., W, W=|F|-1, which

may occur in the circeit.

Pefinition 3. Test T=T{m.N) detects all the faunlts from set F

—— —

in the circuwit if for amy f_ € F., w#0,

Y(k.N}{fw} # Y(k’ﬁ}ffu) . (4)

Definition 4. Test T=T{MN) Jocates all the fanlts from set

F in the cirenit ¢ if for any f., fy €F, v¥vw,

We will present now formal definitions for mniversal tests

detecting or locating the given set of faults.

Let vs consider a set of circuits C={cp}, n=1,...,M, and a
probability spsce (E.B.P}, where B is the space of elemntary
events E={ep), the elementary event e, is the application of =
given test T to the circuit Cn: B is a Borel field on E, {in ur
case B is the set of all subsets of E) and P is a probability
measore on E, defined by the probabilities of elementary events
pley). For a given set of fanlts F there exists an element

Bie t(F) (respectively By, (F}) of the Borel field B which is the

set of all the elementary events such that (4) (respectively,

°n
{5)) is satisfied for the circuit €,- Then the corresponding
probabilities
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PIBot(M)) = X plen),  en €BgerlF) , (6)

PiBloctM} = X pleg), e € ByoolF), (7

have a2 meaning of probabilities that the test T detects
(respectively, locates) all the fanlts from set F being applied to

@ circuit chosen randomly from C according to probability

distribution ple )., Bonceforth we shall assume thet C = Coeq is

s the set of all possible (m,k,s) - circuits, i.e., each circuit

“n Eseq is & realization of (k+s) {(not necessarily distinct)

Boolean functions of {m+g) input variables, and exactly one

circuit corresponds to anmy possible ordered {k+s)-tuple of Boolesan
functions. Thus,

m+%
IC“q] =} = 3{kts)2

¥e assume also that the probability distribution is uniform: pley)
= 1/%. Then P{Bges(F)}=Pg, (({T.F.m.k s,) and P{Bj,o(F)} =
Pioc!T:F.m,k,8) are equal to the fractions of all the (m,k,s5} —
cirepits in which test T detects (respectivley, locates) all the

faults from set F.

Now let m, k and s be variables which teke on positive integer
values. Consider a sequence of sets {{:Hq=(!{m,k,s)). ¥here m
takes on increasing integer values, and = sequence of

corresponding tests {T(""H}L where N is & function of m.

Pefinition 5., A segunence of tests (T{m.N}) igs calied

« muniversal for detection (respectively, for location) of all faults
from set F=F(m,L,s), if

lim Py o (T,F,m, k, s}=1 { 8)
W) %
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(respectively, if

lim P],nc(T:F;m:k; 5}=1 }l {9}
i

Obviocusly, (B) and (9) imply that the limit exists.
(For the sake of simplicity, we shall say also 'universal tests’
instead of 'universal sequence of tests’), Tt is seen from
Definition 5 that the performance of universal tests becomes
better, the larger the VLSI devices under test. This asymptotic
property of universal tests makes this approsch especially
relevant for complex VLSI circuits.

The feollowing notations will be wused throughout the chapter:

b - muoltiplicity of faults.

(T) ~ test matrix formed by test patterns from z test set T as

LOWS.
N(F,m,k, s} ~ minimum number of test patterns in nniversal
tests for detection of ai}l faults from F,

g{a) — an arbitrary function such that ela)-3= when s—w,

For stuck-at faunlts we will use a3 construction of universal
sequence of test patterns in which test T = {t{”,.... t{N)) of

size N has the fellowing stracgiure:

til} I = Iiitilm;
tiS} = {}, i= 1,...,rmf2'|:
t{3) -1 §i=_[m/27 +1,..,n,

!
£

t{20+3)=y, {2B+1)=0, i#h, i=1,..,m, Bb=1,...,§ - 2; (10)

t(2h) = ¢20-1) b=y, LN (NG 2me4) .
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Here T is a binary vector which is the complement {nepgation) of t.
Note that the order of test patterns (indicated by the upper

index) is essential in the case of networks with memory.

Exapple 1. Let m=10, N=8. Then

00000000000000CO00 1
1111111111111111]
0000000011111111|
(T} = 11111111000000001] .
100000000000000 0
0111111111111111
010000000000CG0O00O0O0
l1011111111111111 ]

C. Classes of Faunlts to Be Considered.

We shall stert with inpout/output (terminal) fanlts for two
reasons, First, in many practical cases, interconnections between
chips in a compnter system are less reliable thar the chips
themselves. During certain phases of prodnction (e.g., soldering
or wire wrapping connections) of digital circuits and systems, and
also in integrated circnits themselves {especially in those
circuits that were earlier fomnd to meet specifications), faunlts
are more likely to occur at the terminals of integrated circunits
and circoit cards rather than inside the circuits [56]. (See also
[39, 40, 57].) Moreover, a good nnderstanding has been achieved
and final results have been obtained for some ¢lasses of these
faunlts.

In view of this, we shall consider here the following five
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classes of faults:
1. Japut stuck—at fanlts, when eachk of the input 1ines may

be stock-at-0 or stnck-at-1. The set of 2il such faults of
multiplicity at most b is denoted by F-b'[ii}

2, Inpunt bridgings, whesm at most b input lines may be
bridged. Bridging (short—circuit) faul ts have become increasingly
importent for VLSI devices [39-44)., Two types of bridgings have
been considered: namely, the AND~type and the OR-type. The AND
and OR types of bridgings mean that two lines are short—circuited
to form AND and OR logical operetions, Since for any given type
of technology only one type of bridging (either AND or OR) may
éppear in the device, we skall consider only AND-type bridgings
between any two inpnt lines. Of conrse., zll results ay be easily
reformulated elso for the case of OR-type bridgings. The set of
all such favlts of multiplicity at most b is denoted by Fb{ihj

3. Qutpat stuck—at faylts, when any number of output Iines
may be stuck, and each line may be stuck-at-0 or stuck-at-1, The
set of all supch faults is denoted by Flos),

4. Output bridgings. In this case we consider all bridgings
between any number of output lines. The seat of 8ll suoch fanlts is
denoted by l*"{":"l:':l

5. Feedback bridgings. These are bridgings between one
inpat &nd one output line., As a result of these bridgings, a

combinational network may behave as & sequential one: for example,
it may oscillate or have an asynchronous behavior [39 - 40].
However, we will not use these phencomenas for detection of feedback
bridgings, since their observation may present technical
difficulties. The set of all feedback bridging faults is denoted
by F{fb),

Universal testing of internal faults is a compl icated problem
because of its genmerality and because the concepts of

controllability and observability come into play in a more
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involved manner than for terminal faults., (Terminal fezultzs can be
considered as a very special case, when we have either complete
controllability (inpunt faults), or complete observability (output
faults). )
¥e shall illustrate how universal tests can be applied to
detection of internal faults by two fellowing examples .
1) BStuck-at fanlts at internal lines of combinational circuits
Demote by Fy o(i85) the set of all faunlts of multiplicity at

most b which can oceur at r internal lismes of a combinational
circunit. The unniversal testing of these faunlts will be considered
under specific sssumptions concerning the ensemble of devices
under test.

2) Stuck-at fauvlts in memory cells of sequential circuits

Denote by Fh{men} the set of all stuck-st faunlts of multiplicity

gt most b in memory cell of an (m,k,s) — circuit. This class of
fanlts deserves special analysis, since inm many practical

situations memory cells are less reliable than gates.

D. TUniversal Testing of Terminal] Faults

in Combinational Circuits.

In this section we shall consider how the concept of
universal testing has been applied to the problem of detection of
input/output {'terminal’) faults in combinatiomal circuits.

Denote by ¢ = a{T,.F) 2 lower bound on the fraction of test
patterns in a test T, distorted by any fault from a given class F
of input faol ts.

The following general theorem holds for amy input faults.
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Thecorem 1. Let F be a set of any input stneck-agt and/or

bridging faults in combinational (m,k, 0)-circnits.
test T,

Then for any

Piet(T.F.m, k,0) > 1 — % 2 oNk , (12)
Ploc(T, Fom, k,0) > (1 - (W31y. 2-NKy  wpore w=IF 1-1.  (13)
Proof. For the ensemble C{m,%,0) of all combinational

{(m,k,0)~circuits the probability that the output vectors are
different from each other for two different faunlts (including £y
i.e. the fanlt—free case) if the input vectors for 2 given test
pattern become diferent as a resunlt of these two fanlts is 2~k
Thus, the probablitiy to distinguish between two given faul ts
(including fo) by application of & test in which at lesst a N test

patterns are distorted by any fault {except fy) is

q £ 2-aNk . (14)

Bence, by use of the union bound, we obtain inequalities (12) and

(13) for the probabilities of detection and location of all the
fanlts from F, respectively.

1. Detection of Input Stuck-at Fanl ts.

Theorem 2, The minimum spmber H{Fh”’},m.hl}} of test
patterns in a universal sequence of tests which de tects all the

fanlts from Fb“ﬂ in (m,k,0)-circnits satisfies an asymptotical
inequality:
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b i

1“522 (H
N(F (is} m,x,0) {2 }---i=1 +4 (15)
k

(As usual, E(m}ig{m}, if 1lim ._P.L!l.l_i 1 ;2 if a(m)ic(m) and
n->< ¢{m)

c{m)ya{m), then a{m) ~ c{m), [a] is the smallest integer greater

than

or equal to a.)

Proof. Consider & sequence of tests, in which the test T=

{is)(m,N) of length N is given by (10},

X -
L (logy ¥ (P + e(m)| +3 . (16)
4 i=1

!
[ ]

Let N

For any unidirectional faumlt with multiplicity &t most
{i.e. for such a fawuvlt that the faslty inputs are either all
stock-at-0 or all stuck-at-1)} the probability q{iﬁ} (T,m,k,0) of
not detecting this fanlt by test T = T{iS)(m,N) defined by (10}
is bounded by

q{i8)(T,m, k,0) (2~ VNk/2 . (17)
For any not uvnidirectional fault

a{is) (T,m,k,0) ¢ 2-(N-3}k _ (18)




316 M. G. KARPOVSKY AND L. B. LEVITIN

The probability Pg.¢ {T,Fb[iS}.m,k,D} that 8I1 the faults from
Fy(15) are detected by the test T = T{(i8)(m,N) can be estimated by
use of the union bonnd (the union bound is given by the fact that
the probability of 2 wnion of events does not exceed the sum of

probabilities of those events):

Pget{T,Fy(18),m,x,0) >

b b
-2~Nk/2 +1 - 2-{N-3)k -
1-2 j,z_l{gl} 2~ (N-3) jzlui 2) (M . (19)

It follows from (16) and (19) that

lim Pyoy (T.F, (18),m,%,0) = 1 (20)
m—e
for any 2(m) -> ® when m -5 «, Thuys, inequality {(15) is proved.

Note that Pdeth-Fb“ﬂ’ m, k, 0} converges to 1 very fast
with the increase of {T|=N

Fxample 2. For single stuck-at faults (b=1) and one output
(k=1) we obtein by (19): Pg., (T, F1{i%), m, 1, 0))1-21-N/2y
(see also Fig.2). For m=16, N=30 P4 (T, F,‘i%), 16, 1, 0)
31-2"10=99 9% Thus, a test of the following form detects single

input stock-at faults in at least 99.9% of all combinational

devices with 16 inputs and one output.
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Corollary 1. For the set Fn(,is} of input stuck-at faults of
any mul tiplicity

N(F, (i) m. %,0) < z(r_L'I + 2} . {(z1)
k

Example 3. For b=m, k=m, taking N=6 (by formula (21})), we
obtain: Paet(T,Fp'i%)mm,0) > 1 - 3M372®, ghich for m=k=16
gives Py, . > 1-2.5-1073, The test

[000000CC0O0000CQC0DO0O0 ]
| 1111111111111111
(Ty= |l oo00000CG011111111
' | 111111110000000 0
| 100000000000000 0
Lo11111111113111111

detects all inpot stuck-at faults of any multiplicity in almost

2ll the devices with 16 input and 16 ountput lines, except very
tiny fraction of 2.5-1079,
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Corollary 2. For b ( m/2

N (Fylis) p,x,0) £ 2 [L] HE (22)
k

where H(a) = —alogpa - (1-a) 1052{1—3).
Formula (22) follows immediately from {15} in & view of ineguality

b

logy ¥ (1 < mA(R)
=1

for b £ m/2.

Thus, the minimom number of test patterns inc¢reases at most
linearly with the number of input lines and decresse inversely

proportionally with the number of ontput lines (observation

points) . If % ZH(%}. then for a large m two test patternsg t(1)

= (0,...,0) and ¢t{2) = (1,...,1) detect all stuck-at faults of
mul tiplicities at most b in almost all devices.

The mse of the concepts of almost all devices needs some
Justification. Indeed, it implies that wniversal testing methods
divide a given set of circuits imto two subsets: circuits in which
811 the faults of 2 given class are detectable by the test (let us
call them ’'sheep’), and those which are not completely testable
("goats’'}), Tt might happen that, though the latter ones
constitute only an infinitesimally small fraction of the total
sél, practically we are dealing just with these *exceptional’,
‘atypical’ circuits. In fact, a similar situation is not at all
eamsuwal in coding theory, logic design, etc. (One may call it

'Shannon paradox’, simce it appears, in particular, in information

P Fime re e er medeaans am s [P —
T iyl eyt e R .+t il vy - T

it L 1 [ W VN

e itiints ot b D el
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theory), To illustrate this point, let us consider a relevent
example from the theory of complexity of Boolean functions,

It is well known that for almost all Boolean functions of m
argoments, the minimal nomber G{m) of two—input getes in networks
implementing these functioms is G ~ r2%.m~1 (yr ig a constant)
[58], but not even one class of Boolean functions which require
for their implementation more than a polynomial number of gestes is
known vet.

The second example relates to Shannon's basic coding theorem
which states that almost &8I1 block codes of ¢ given length provide
data transmission rate arbitrarily close to the channel capacity
with probability of error tending to zero when the length
increases. But in spite of the fact that 211 but an
infinitesimally small fractionm of codes are 'pood’, not & single
cless of such codes was known uvntil gqunite recently [591.

Fortunately, this is not the case in universal testing. A
numhber of examples considered below will demonstrate gpplicability
of sniversel testing te some practically importent classes of
circeits, Though examples of ’goats’ can be indicated among

practical ones, they seem to be relatively rare (see Table I),

Example 4, Consider detection of input stvek-at faunlts with
any multiplicity in an n—-bit combinational adder. In this case
m=2n, k=n+l. Formula (21) gives in this case N=8 for m—>=, 1In
fact, even for a finite m, only two test patterns are sufficient:
universal test T{m.2) = (0, 1) detects all input stuck-at faul ts.
It is easy to see that the same is valid for decoders, and any
code coaverters (N=6 by (21)), For substractors (N=8 by (21))

and multipliers (N=6 by (21)) four test patterns are, in fact,
sufficient, |
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Comparison with random testing jllustrates the advantage of
mniversal tests, JIndeed, to detect only all single input stmck-at
favlts in the sbove-mentioned circuits, each column of the test
matrix (T) must include at least one 0 and at least one 1, {(Rows
of (T) are test vectors of a random test T). For a random test of
size N {lssﬁming that all possible input vectors have eqgnal

probabilities to be chosen as test patterns) the probability of

this event is
Pp(m,N) = (1-2-2"N)m, (23)

and lim Pp(m,N) = 1 only if N 2 logym ,
m—e

(instead of N=2 for detectiom of a8ll multiple input stuck-sat
fanlts by universal tests). The significant difference in numbers
of test patterns demonstrated by this simple example has an
obvions reason: the wuniversal tests were developed specifically
for this class of fanlts (stuck—at faults at inpot lines). There
are geood grounds to believe that the situvation will be similar for

other clesses of faults, too (see, e.g., section IE.D,2 in this
chapter).

Example 5., Consider &n np—and-down counter with parallel

load as a combinationsl device with k=m—~2 outputs, the first two
inputs being control lines. Suppose that the counter adds 1 to
the input number if the control signal is 10, suhstracts 1 if tke
control word ix 01, and leaves the input unchanged if the control
Iines are on 00 or I1. Then the test given by (10) with N=8 test

patterns detects x1l1 input stuck-at faulis of eny mul tiplicity.
For instance, for m=8 the test is
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[600000000000000G0C 7
|l 1111111111111111
0000000011111111
(T) =11111111100000000
1000000000600 0000
lot111111111131111
| 01 0000000000000 0
[10111111111311111]

Indeed, all the stuck—at fauvlts at data lines only are detected
by the first and the second test patterms, combinations of single
stock-at-one faults at control lines with any faults at data lines
— by the first, the second and the third test pattern, single
stuck-at-zero at control lines and any faults at data lines — by
the first, the second and the fourth test pattern,and double
stonck-at faults at control lines combined with any faults at data
lines are detected by the last four test patterns. The same

nniversal test is also good for shifters.

The characterization of some standard combinational circuits
regarding theixr testability by universal tests for the class of
al]l] input stuck-at favnlts of any multiplicity is givenr in Table I,
{A circuit is called a 'sheep'(s) if nniversal tests of size N
specified above provide 100% coverage of fanlts of a given class,
and it is called a 'goat’ (g) otherwise).

Table I shows that "sheep’ are more typical among standard
hardware components than 'goats’. Of course, it shoumld be borm in
mind that a 'sheep' with respect to one class of fanlts may be a

‘goat' with respect to another class.

Another important feature of universal tests is that they can
be easily extended so that many goats (as devices #17,21,23 in
Table I) become ‘sheep’ with respect to a larger universal test.

Of all the devices in the table only the multiplexer (#16)
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remains 8 'goat’, if the vniversal test of the maxzimom size {2mtd
test patterns) is applied..

Since practically we deal with finite values of m, the
probability of complete fault coverage given by (19) is of a
special interest for uns. One can see that is comverges to 1 very
fast: the fraction of 'goats’” decreases exponentially with the

number test patterns N for = given m. For inpuot stuck—at faults

b

1-Pg, ¢ (T, Fp {137 ,m, x,0) = 27NK/2 41 § (myyd (24)
i=1

Thus, adding ten more test patterns will decrease the fraction of
‘goats’ circuits by a factor of 32, if k=1, and by a factor of
1024, if k=2. Some values of this probability for k=1 zre plotted
in Fig.2,

2. JInput Bridging Fanl ts

Let ns consider now the problem of detection of bridging
faults between input lines.

By an input bridging of multiplicity b we mean any bridging
{(either AND or OR type) betweenat most b input lines. Denote
the set of 211 such bridgings by F,(iP), Denote by n(m,d) the
length of a shortest error correcting code V with at least m
distinet codewords and distance d. (We remind that a binary code
V (n,d) of length n and distance d is a set of bimary n-
dimensional vectors which differ one from another in at least d
components. Methods for design of such codes, as well as upper
and lower bounds on n(m,d) are given, for instance in [59, 60].

Theorem 3. The minimem number H(Fh“h}: m,k,0) of test

patterns in a nniversal sequence of tests which detects all the
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faults from Féih) in (m,k,0)—circunits satisfies an asymptotic
ineguality:
b

N(F, (i8) m, 5,00 < n(m, |§ 108y ¥ 578 (BD : (25)
i=2

Proof. Dencote by (Tv{m,N)} 2 binary matrix whose rows are
test patterns and columns are distinct codewords of a binary
¢error—correcting code ¥ which has at least m codewords and
distance d. Then there exists test Tv(m.m with the number N of

test patterns egunal to n{m,d). Choose the distance

8 b
d = |§ (logg ¥ 37E (M) + e(m)) , (26)
=2
b
where g(m) — * and s{m)}(log, E j_k{?}}_l -3 0asm—> % , (27}
=2

Any bridging with multiplicity exactly j distorts at least n{j.d)
test patterns. As well Eknown (e.g., [59]1), by the Singleton beound

n(§,d) 2 log, j+d~1 (28)

Taking into account (27) and using the mnion bound, we obtain for

the probability Paet(Ty,Fy Hh),m.k.ﬂ):

b
Pdat{Tv.Fb(ih],m,k.ﬂ) > 1;_2 %) o—n(j, Ak 3
(d-1)k 0
. R d- .=k
12 Y3 5. (29)

j=
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It is seen that, with d defined by (26},

1im Pdet{Tv,Fh{ih},mpkpﬂ} = 1. (30}
A%

Then formula {25} follows from {(26) and (28 since

b “ b
n(m, |3 (logyy i XM ¢ et ) ~ alm|f 10g, ¥ 57F W] ). (3D
i=2 j=2

Example 6. Let V be the (8,4) extended single error-
correcting Hamming code [59]. For this code d=4, n=8 and m=16.
Consider this code as a test T‘F {16,8) for a circuonit with 14
inputs and k=4 outputs.

0000000011 11111117
loooo111100001111
0011001100110011
01010101010101601
(Ty(16,8)) =1 0011110011000011
0101101010100101
|l 0110011010011 001
Lo110100101101001 1]

7
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It follows from (29) that this test detects all bridginpgs between
two input lines (b=2) in at least 99.8% of all combinational

devices with 16 input and 4 outpnt lines,

b
Coroclliary 3. If k> log, E j_k (?}. {32)
=2
then  N(F, {ib) n ¥,0) ~ [logym] . (33)

Proof. For any b N{Fh{im,m,k,ﬂ} 2 [logym], since columns of
T should be distinct., On the other hand, if (30) is valid,
ve can take d4=1 ané then n{m,1) ~ [logom].

We note that in accordance with Corollary 3, universal tests

¥ith N = [logom] and d=1 can be msed for detection of all bridging
fauolts (of any multiplicity) in adders, suobtractors, multipliers,
decoders, counters wih parallel Jload, and other devices for which
the comdition (30} is fulfilled.

Let us compare this result with the number of test patterns
ir 2 random test. Obviomsly, all the columns of (T) must bhe
distincet in order to detect all single bridgings. The probability
that & test chosen completely randomly satisfies this condition is

m—1

Pp(m,N) =[] (1-r - 27N
r=1

and %Hm Pr{(m.N}) = 1 only if N2 2 loggm , Thus, random testing

requires at least twice more test patterns than universal testing

in this case.
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Corollary 4, For k=1, b=2 (single bridging faul ts between

two lines)

N(F,(ib), m,1,0) £ 7.08 logym : (34)

Proof, By (25)

N(Fy(ib) 0 1,0)¢ atm,[log,®{mgl) ) |

According to Varshamov-Gilbert bound [591] the function

n = nim,d) satifies the inequality

1088 5 1-rid)y . (35)

In onr cese

d=[1ngzﬂ%ll 1~ 2logom .

Denote(2/ng5) logym=x, where nyg turns (35) into egmality.
Obviounsly, ny > n The eguation

P

5 = 1-M(x)
has B root x ~ 0.2825. Thus,

n < z-ilugzm ~ 7.08 legym,

which proves the corollary.

§
i
!
|
e
|

Example 7. Suppose m=16, k=1, Let the test matrix Ty be the Hadamard

matriz [59] with all zeros row omitted.
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000000001 11111117
fooo01111000601111
0 611001100110011
6 101010101010101
loo0061111111100¢00
[0 011001111001 100
lc102010110101010

(T,7 = 10011110000111100
1010110100101 21010
0110011001100110

6111210061100001 1}
011001101001100 1]
lo1 0611010101001 0 1l
1101001011010 0 1}
lo 1101001100101 1 0l

In this cese N =15, 4 = B and formula (29) vyields

Pdﬂt(Tv,Fiih}.m.k.ﬂ) 21 - 152713 = 0,998, which means that our
test detects input bridgings with bB=2 in 99.8% of all

combinational devices with 16 inputs and 1 output 1ine.

3. Output Stuck-et and Bridging Faults

The case of cutput faults seems to be easier to treat since
in this case the lines which may be faulty coincide with
observation lipes., This fact leads to the result that wniversal
tests for output fanlts degenerate to random tests [36]. The
following theorem holds for C=C{m,k,0) - the ensemble of all

{m,k,0)-circumits.

Theorem 4. (i) The probability P4, . (T,F{98),m,%,0) of the
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detection of all output stuck~at faults by any test T of size N is

Py t(T,F{08),m,k,0) = (1-2 ~(N-1Hk (36)

(for amy m).

(ii) The minimum number of test patterns for detection of

all output stuck-at feults in almost all {m,k)-circuits, when
k ~»w, is asymptotically equal:

N(F(es),m,x,0) ~ logy k . (37)

(iii) The probability P(T,F{eB),m, k,0) of the detection of
81l ountput bridging faults by any test T of size N is

1-(k-1)2"N 3 Py (TL.FO®) , m, k00 > 1-(§)2-N (38)

(independently on m).

(iv) The minimom number of test patterns for detection of
all output bridging fanlts in almost 211 (m,k)—circuits satisfies
asymptotically {k—=} the following inegualities:

logyx < N(F(OD), m,k,0) £ 2108,k  (39)

Proof. Both stuck-at-zero and stuck-at-one faults at a given
output line will be detected by a test of size N with the
exception of two case only if the output for N test patterns are
all zeros or are ail ones. Thus, the probabil ity of detecting
stuck~at fanlts at a given line for the ensemble of circumnits
Clm,k,0) is p=1+- 2-2"N, yhich leads to formula (36) for the
probability of the detection fo all stuck~at faults at k output

lipes. Then (37) follows immediately from {(36) in the asymptotic
case (k — o),
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To prove (38) note that the probability that the bridging
between two given output lines will not be detected by a test of
size N 15 q = 2N, Then, by use of the union bound, we obtain the
right hand part of (38), On the other hand, the probability to
detect only the bridgings of a piven line with all the others is
p = 1-(k~1)2"N, which yields the left-hand part of (38). Then
(39) follows immediately for k —3 o,

Example 8 Let k=32 and N=16. Then for any m and any test T
with |T{=N=1¢

Piot {T.F(08) ,m,32,0) > 1-2710 = g, 990,
Piet(T.F{OP),m,32,0) > 1-31 2712 = 0.9524,

4. Feedback bridging faults

Consider now single bridgings of AND type {(OR-bridgings can
be analyzed similarly) between an input and outpet line. A
universal seguence of tests for this class of faults F(fb)

consists of tests with the following test patterns:

tij‘} --_—ﬂ-, i=1jlillml‘
t,_180=1, tf8)=0, i # g-1, i=1,....m, g=2,....N, (N&m) . (40)

(The test patterns are, in fact, the odd-numbered test vectors of

the test defined by (10) except the third test vector in {(10)).

Thecrem 5. (i), The probability Pdet[T.F':fh).m,k,ﬂ} of the
detection of all single feedback bridgings by the test defined by
formula (38) of size N satisfies the fellowing bonnds:
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(1-2"M)k > Py o (T, F(EP) m, k,0) > (1-2-(N-1))k (41)
(for any m}.

{(ii)., If m ) logak and k = =, then the minimum number of

test patterns for detection of all single feedback bridgings in

aimost all (m.k,0) —-circnits is

N(F{fb) ,m, k,0) ~ logs k . {(42)

Proof, For any test of size N the probability p to detect an
AND bridging between eny input and a given output line satisfies

the inequality p¢ 1-2™N, On the other hand, for the test defimed
by (40), p > 1-2—(N-1)  qpjs¢ yeilds (41) and (42) (The condition
B 2 logyk reflects the fact that N m).

Exemple 9. TFor k=32 and m > N=1¢6

Pdﬂt(T:F{fb}.M.EZ.ﬂ} > 1-32.2715 = 0.9990,
and the test

[00000000000000000000000 0]
110000000000000000000000O0 O |
101000000000060000000CO0GOO D (16

{T}=I---*--~------.........‘

. TOWS }

I L] - [ ] ] L] - ¥ a a ] L [ ] a | * L - » ] ]
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detects all single feedback hriﬂgings in 99.9% of all
combinational devices with 24 input and 32 output lines.
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5. Detection of all single input/ontput fauolts

In this section we shall give the estimation of a minimuom
number N(F{T/0} m,k,0) of test patterns for the detection of all
single input/ountput stuck-at, bridging and feedback bridging

fanlts, or, more exactly, all fanlts from

g(1/0) = Fq(is)y Fy(ibly plesly plob)y p(fb)

(Bere At B mesns the nnion of sets A and B).

As in the previons section, we suppose that k — =
and m 2 logok. Note that this condition is satisfied for most
standard computer components, for example, for shifters, counters
with the parallel load, adders, subtractors, multipliers,
dividers, etc., we have Kk = rm where 0.5 {( r ¢ 1. Xt is also
satisfied for many standsrd PLAs. {(The important exceptions from
this rule are multiplexers and decoders/demwnltiplexers.)

Comparing the results from Sections TI.D.1 - IT.D.4, we can
obsexve that the detection of bridging favnlts is a more difficult
problem than the detection of stuck—at faults., With this in mind,
we szhall, in this section, try to use the tests developed for the
detection of bridging favlts for the detection of stuck—at fanl ts,
(This approach is opposite to that used in [42, 43] where tests
developed for detecticon of stuck—at faults were al 50 unsed for
detection of bridging faults.)

Let L be a linear code with distance [E(1n52m+g[m})] and
length at least [logsk] containing at leest mi+2 differemt
codewords, Then L contains at most one vector v with a number of

zeros less than ri (logzm+e{m))| . Let Ty=T (m,k) be the test
sauch that columns of (TL]' are codewords of L distinct from all

zeros and v. TJThen, if m 2 loggpk and k—>%, the tests Tyj(m,.k)

form a oniversal sequence of tests for detection of all faults

ol 1

SR R R L - ekl
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from FfIfﬂ}‘

Theorem §. The minimom number of test patterns for detection
of all single input/output stuck-at and bridging faults in almost

211 (m,k)-circuits when m 2 logsk and k—= satisfies
asymptotically the following inequalities:

mazilogym,logok] £ N(F(1/0} m,x,0) ¢ logak+maxflegym, logok] ,
{(43)

Proof. The inequalities follow from (39), (42) and from the
fact that N(F,(ib) m,x 0) > [logom] (to detect all input
bridgings, all columns of (T) must be distinct).

We note alsoc that for such important (from s practical point
of view) devices 8s shifters, counters with the parellel load,
adders, subtractors, muitipliers and dividers we have k=rm
(0.5 ( £ { 1), and minimum pnumbers of test patterns for the
detection of input/output stuck-at and bridging fanlts are in
fact, between logsk and 2 log,k [39, 40], which illustrates the
practical wunsefulness of estimations givem by formula (43).

Since the gemnecral expression for the probability of complete
fault detection by universal tests TL ig rather cumbersome, we

shall present here omnly some numerical results (Table IT).

It follows from Table I1 that, teo provide the probability of
detecting all single terminal faults at least 99.9%, it is
sufficient o apply between 25 and 55 test patterns for any device
with 30 ( m ¢ 51¢ input 1lines and 1 < k { 512 output lines.
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TABLE II1.1 Minimum of test patterns for detection of all single
input/output stuck—at and bridging famlts with & probability

— — — - - —— —

m 30 62 126 254 310

k
1 54 32 33 37 38
8 28 29 30 3l 32
16 26 27 28 29 30
32 26 27 28 29 30
64 27 28 29 30 31
128 29 30 31 32 33
256 30 31 32 33 34
312 31 32 33 34 35

- r—

L . N S — —— i — »—

lror computations in Table IXI the tables of the best codes
from [59), Appemdix Al, have bheen used.

E. Universal Testing of Stuck-at Faultsz at

Internal Linez of Combinational Circuits .,

Consider now the problem of detection of stuck—~at faults at

internal lines of combinational circuits.
Denote input variables of a combinatiomal circuit by
X{seers Xy, OuUtput variables by yjp....yxy and variables at r

internal limes by ®y,...,u,. Suppose that u; =\ (x7,....xp),

(i=1;|||;r}j l.]ld ]"jz‘yj{ﬂ-lu-ullr): {j=11l'llllkjl l-?i e. Bml .!Pje Er-"
where Bm and By are the sets of all Boolegn functions of m and r

arguments respectively. Consider an ensemble of devices such that

all possible sets of functioms {W,}, (i=1,....r) and (g3,
{j=1,...,k) appear with the same probability P = mel'r. IBri_k .
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Denote by Fp ,lins) tpe set of all stuck-at faults of

mul tiplicity at most b which may occur at the r internal lines
under consideration

Theorem 7. The minimuom number H(Fh.r{iESJ,m,k.D} of test

patterns in a universal sequence of tests which detects all the

faultsfrom Fh’r(inﬂj‘ satisfies am asymptotic inequality (as r —ew

and b is fixed): b log ¢

logy (27k427b-3~ (kb)) . (44)

Proof. Consider a random test T with

b log r + g(1)

N= —Je—— o2

(45)
logs { 2—k+1_b‘2_ (k+b) )

test patterns where 2a(r) — © as r -3 @, The probability of

detecting any stock-at fault at internal lines of mul tiplicity
exactly j by any one test pettern is

Pi(T.mk0) = (1-27E)(1-27J) = 1-2-j-2-k4z-(j+k)

Using the mion bound, we obtasin the following inequality for

the probability Piet (T,F],,r(i“”.m,k.ﬂ} of detecting all stunck-

at faunlts of multiplicity at most b at internal lines by a
random test T of length N:

b
Paot(T.Fy, r 11080, m,k,0) > 1 - X2 (§) 2 sz kp (GHEHN

=1 (46)

e e I A A R Y e M T A AR L TR LT T e e R S S T s
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It iz seen from (45) and (46) that

lim Pdat[T-Fh.r“nﬂ’m'k'm —> 1 which proves the theorem.
r—3®

One cen see from (45) that the probability Pjot converges to 1

very fast with the increase of the number r of internal lines

(exponentially im r if =(r) ~ logyr)
F. Applications of Universal Tests to Sequential Circruits,

In this section we shell consider the problem of detection of
stuck—at faults at imput lines and at memory cells in sequential
circuits with a bloc—diagram represented by Fig.l. {It should be
pointed out, to avoid misunderstanding, that circuits with the
memory depth larger tham 1 are represented by the block-diagram at
Fig. 1 as well: they correspond to special cases when some of the

functions at the 5 feedback 1ines do not depend on the m primery
inputs).

1. Detection of input stuck-at feults,

Universal testing of termingl fanlts in sequential circuits
is a8 natural generalization of the approsch applied to the
tersipal faonlts in combinmatorial circmits. Yet it poses a number
of quite nom—trivial new problems, since the temporal behavior of
sequential circuits is moch more complex. In particmlar, the time
order of test patterns becomes essential in this case.

Note that introduction of memory in a device may lead only to
g8 decrease of s number of test patterns reguired for detection of
inpot stock~at faults. Indeed, some input fanlts which distort
input test patterns but do not distort the correspoending outpnt
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vectors at time t may distort information in memory, and this may
result in distortions of primary output vectors af times t+1, t+2,
ete. (This conclusion may seem to be counterintmitive, since
fonctional testing of sequential circnits is more difficul + and

requires longer tests than that for combinational circuits.

Nevertheless, this is not the case for wuniversal testing).
Detection of single input stuck at faults in sequentisl
{m,k,s)})— circnits has been coasidered in [38). The generalization
of this result for the case of input stuck-at fanlts of any
multiplicity is presented below. In contrast with combinstional
devices, the order of test patterns is essential for devices with
memory, The same test (10) that has been used for testing input

stuck~at famlts in combinational devices can be used for

sequential devices as well.

Theorem 8. The minimom number N{Fb{iﬂ,m,k,s] of test
patterns in a wniversal soguence of tests that detects all the
fanlits from Fh{iS] in sequential (m,k,s)-devices satisfies an

gsymptotical (m 3=} inequality:

b
- IGEZ.E {?}
N(F§is) ,m k,5)  max 2 |- —dsd e} 12,
k - logy(2-E+2~5-2-(k+s))

b

i logy J23-2) (M) w4 . (47)
3=1

MR B M S g s R s D R e D Lt

- BUFRSR TRE A

L L e S

ST N ST i T N S b R N (T R L S e W

o e P L NS S U LT A BT AR B el




342 M. G. KARPOVSKY AND L. B. LEVITIN

Proof. TYake T = T(m,N) defined by (10)

b

logy X (B + elm
with N = max {2|-————35 e

k-lagz{z‘k+2‘5—2'{k+5)}

b

I} (logz X(23-2)(M + (@ +3 ), (48)
j=1

where e{m) = @ as m —% «,

Consider first detection of wuwnidirectional stwck—at faults,
It is easy to see that for a test (10} & test pattern which is not
distorted by a fault of this type, 2always follows a test pattern
which is distorted by the same faunlt, If the test patternm is
distorted by a fault, then the fanlt will not be detected at the
same moment of time (when the test pattern is applied) with
probability 27K If the test pattern is not distorted by a fault,
then the fanlt will not be detected at the same moment of time if
one of two events occur: 1) the memory input was not distorted by
the fault at the previons moment of time, probability of this
event is 275, or 2) the memory input was distorted at the previocus
moment of time, but this did not result in distortion of the
cntput vector at the present moment of time, probability of this
event is (1-275)2"K  Since any wnidirectional fault distorts at
least N/2 test patterns in test (10), the probability g, that such
a fanlt will not be detected by the test is upperbounded by:

N/2
q < 27NE/2(2-kygmsp-(k+s)y | (49)
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Ary ponunidirectional fault distorts at least N-2 test patterns,

and the probability qs that such a fault will not be detected by

the test is upperbounded by:

4 < 2—{N-3)k (50)

Hence, the probability that all faunlts form F{,iﬂ arc detected by
the test can be estimated by use of the union bound as follows:

N2 b
Pdat{Tth{iS}-mnkrl} > 1 - 27Rk/2(3=k4g-s_o~(k+s)) . 32 {?} -
b =
— 2~(N-2}k E(Ij_zj .[jll} . (51)
i=1
It is seen from (47) and (51) that
lim Py, {T.Fp(13) m, &, 9) = 1, (52)

m—>

which proves the theorem.

Theorem 2 follows from Theorem 8 if s5=0. Moreover, the following

bounds sre valid.

Corollary §5.

b

j=1

if s/k =2 0 as m — e,

Corollary 6, For the set Féis] of all input stuck-at

faylts with any mul tiplicity,
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N(Fp{1s),m, k, 5) iz[gi logy3 * 5'_| + 4 (54)

if s/ — 1, as m =) «

Example 10, Consider detection of stuck-at faumlts in an
sdder-sccumuletor with m input I1ines. In this case k=s)>m, and the
test T{(1.2) yjith test patterns t(=¢0,...,00, t{2}=(1,...,1)
detects all the faults, which agrees with Theorem 8.

The probability Pdat(T.Fh(i“.m.hs} converges to 1 very fast

with increase of m and N, as the following examples show.

Example 11. For s=k=m/2, b=m, N=6,
Pgot(T.Fplis).mm/2,m/2) > 1 - 3m - 2728,

Example 12, If m = s = 16, ¥ =1, b = 1, then
Pdet(T,Fl'(iS),lﬁ,l.lﬁl 3> 1-2"3 for N=10 and Pdﬂt{T.Flus}jlﬁ.Llﬁ}
2> 1-2"9 for N=20. Some numerical values of Pﬂet{T,FliiS),m,k, s)
are plotted in Figure 3, for ¥x3=1.

2. Detection of stuck-at faunlts in memory

Consider now detection of stuck~at famlts in memory cells of
sequential (m,k,s)~circuits, Such 2z fault is said to be of
mul tiplicity j (1 ¢ j s} if j outputs of memory cells are

stuck.

Thecrem 9. The minimum number N(Fb(m‘E“’),m,k,s) of test
patterns in a2 nniversal sequence of tests which detects all the
faults from the set Fh(m'-"m) of memory stuck-at faults of

mul tiplicity at most b satisfies an asymptotic inequality (as
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$s = », for fixed b and any m):

b log s
N(Fy (mem) 5 1, ¢) £]-——? (55)

P - logy(1+2b7k-27K)

Proof, Consider a random test T with N tesf patterns.
The probability gq that a stuck-at fault in memory of
mul tiplicity exactly j will not be detected by any one test
pattern is the sum of probabilities of two events: 1} the memory °
output is not distorted by the fault, the probability of this
event is 2_-1, or 2} the memory cutput is distorted by the fault,
but the distortion is "masked® by the combinational part of the
circuit, the probability of this event is (1-2~i)2 k. EHence

q = 273 « (1-27d)2kE . (56)

Thus the lower bound for the probability
Pd'et{T,Fb("“m),m,k,s} of detecting all faults from Fh{"“m) by the
test T with N test patterns is given by:

b

pﬂﬂt(T*Fh(memJ,m,hs] 51 - Elzjtg){z*j + 2 k2~ (J+EHN (57
J=

b log 5 + efls)
For N y - , {58)

b - logy{1+207k-27K)

where g(s) 2 @ as s = =, it follows from (57) that -
lim Pgo ¢ (T, Fp ™%, m,k,8) =1, (59)
§—p@

which proves the theorem.
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For k >> b (55) gives:
N X logps . {60}
In particular, for detection of single stuock-at faults in memory
Paor (T,F(mem) o ¥ 5) 3 1-2s(142~K)Na-F | (61)
Example 13, For k=5=16, Pdat{T,FI{mem).M.lﬁ,lﬁl 2 1-2713
for N=20, and Pg,,(T,F14'™®),m,16,16) > 1-2715 for N=40.
It can be shown that the asymptotic results (37) and (39)
for detection of output stuck-at and bridging faults remain valid

for sequential circuits. Taking into acconnt also {49} and (60)

we come to the following proposition:

Corollary 7% For detection of all stuck—-at and bridging
faults at input and output lines and all stuck-at fazults in memory
iti sequential circuits with m = k = s,

N(F,m.m,m) £ 21og,m ; (62)

It can be shown [38)] that location of input stuck—-at faults

andé memory faults in (m.k,s) — c¢ircuits requires uwniversal tests
of double size as compsred with universal tests for detection of
those faunlts.

G. Detection of a Fraction of Faulis by Universal Tests

In previous sections we supposed that in almost sll devices
100% of faunlts from a given class F were to be detected by

universal tests. In this section we shall consider a weaker
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requirement that in almost 211 devices only at least {(1-8)¥ faults
are to be detected, where O0SB<0.5 and ¥=|F|-1 --> =, In this case
we shall use the same vniversal tests as in the previous sections.
As we shall see below, for any constant F>0 the minimal nomber of
test patterns N'B)(F,m,k,s) is not increasing with an increase of
m. Let P) (I,F.m,k,5) be 2 probability of detection of [(1-B}W]
faults from the set F by the given test T in a randomly chosen

{m, k, s)-device.

Theorem 10. (i) Let Fy be a set of any input stuck-at or
bridging faults with multiplicity at most b in combinational

{m,k,0)-devices, Then for any test T

Lpw .
PBL(T, Fypum, k,0) 2 X (§) (1-270Nky¥-1 p—aNki (63)
i=0

For input stuck-at faunlts in combinational networks,

log B
NB) (p, (150, m,k,00€ 2(1 - |-——2-]). (64)
k

and for input bridging in combinational networks

log B
N{B) (, (1P}, m, Kk, 0) < (m, (1-[-—2-|). (65)
k

{n{(m,d) has been defined in Section II.IL2. By Lal we denote the
largest integer such that Lal ¢ a.)
{ii} Let F = F‘gis} be the set of inpuvt stnck-at faunlts with

mul tiplicity at most b in sequential (m,k,s) ~ devices. Then, for
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test T defined by (10},

Lpw ]
PEBL(T,R{is),m k802 ¥  (Ny(a-2-Nk/2(2-s4(1-275)2 )N/ 2)¥-1i .
i=0
9-Nki/2(3-84(1-9-5)2~k)Ni/2 . (66)
log B
NBI(p{is) m,k, 8} <201 + 2 __ ) (67

logs (27 5+(1-27%)27K)k
if 27 NK/2(9-kyy-s_o—(kts))N/2 5 5~ (N-3)k

and
Lpwd
PO P (38) ,m,k, 902 ¥ (W) (12~ (F3)E)W-ip-(N-3)ki , (g8)
=01 )0 b
N{B)(Fh{i"‘).m,k,s) £ 4-2 2 (69)

2k

octherwise,

Proof. Denote by A = A(m,k,s) the probability of detection of
any given fault £ F by test T, Then, by definition,

L pw J
Pio: BT Fm K, 8) = X (W) a¥F 1(1-0)1t : (70)
i=0

For input stuck-at or bridging fauwlts in combinationa]l devices we

have, from Theorem 1,

A= Alm,k,0) > 1-279NE  for any m. (71)

For input stnck-at faumlts in sequential {(m,k,s)-devices it follows
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from Theorem & that for & test defined by {(10),
h(m, k,s)) min[1-2"Nk/2(3-sy1-2-5)2"E)N/2 3 5-(N-3)k] (72)

Formulas (63), (66) and (68) now immediately follow from (70), and
(71), and (72). It follows from (70) that Pdet{“{T,F,m.k.s}—}l
iff B > 1-% for ¥ —> ®  Thus, in view of (71), if for =

combinational device
eN > -(1/k)logsp , {73)

thes B > 1I-x and Py, BHT, B {18} m,k,5) —3 1 as ¥ —> =,
Formulas (64) and (65) now immediately follow from (73).

For sequential devices, if N is eguzl to the right-hand parts of
inegualities (67), or, respectively (69) then for a test defined
by (10), in view of (72), B > 1~k and Py, {BY(T,Fy{i%) m, %, 5) -0
as W — =,

As we can see from Theorem 10, minimam numbers of test
patterns detecting any given fraction 1-p(0<E<0.3) of famits in
almost 2ll combinational devices do not depend om multiplicity of
faults b and for stuck—at faolts do net depend on numbers of input
lines m. (As we have seen in previous sections, for f=0 minimum
numbers of test patterns for detection of input stuck—at faunlts

depend on m and b),

Examplie 14. Let us estimate a2 minimum number of test
patterns detecting 99% of input stuck-at faults of any
multiplicity in almost 211 devices, From (64) with f = 0,01 we
have, at most, 14 test patterns are sufficient for combinational

ne tworks (if k>7, then two test patterns are sufficient). For
sequential networks, at most 12 test patterns will be sufficient

T et e ——

ey ———r 3
e mmemmg s n oeag tome




UNIVERSAL TESTING OF COMPUTER HARDWARE 351

for detection of single input stuck-at faults {(if k—1032{2”5+2”k*
(1-272)) > 7, then two test patterns are sufficient).

Example 15, Consider combinational circenits with m=16 and
k=1. Suppose we are interested in detecting single and double
input stuck~at faults with a feult coverage of 1-p=9%, Then, by
(64), N=16. The total number of fanlts V=4{M)+12m=512, and lﬂ‘li’]=5.
Since for test (10) A21-2"Nk/2_ formula (70) yields

P,L9-00) (T, piis), 16, 1, 1)) 0.995,
which means that the test detects 99% of all single and double

gstock-at faunlts in 99.5% of all such devices.

A smmmary of the results on pniversal testing is presented in
Table I1XIT.

E O P I T R B
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III. AINANTAGES AND LIMITATIONS OF UNIVERSAL TESTING METHODS.

A. General Remarks.

As with any other method of testing, universal tests have
their specific advantages and l1imitations. JXn this section we

discuss briefly some genersl properties O0f universal tests, and

then we compare this approach with other known me thods.

B. Advantages.

1). Simple test generation. Since universal tests are

developed for a wide class of circuits, it eliminaiates the
necessity of generating tests individually for any particular
device — the problem that becomes practically vnsolvable fer

complex circuilts, if we want to test them on the gate level.

2). Gusranteed fvll coverage for almost all devices, The
estimation of famlt coverage poses a difficult problem in
fumctional testing. Universal tests are constructed in such & way
2s to provide a 100% coverage of faults for almost all devices
from a broad set. It should be borme in mind, however, that this
coverage is provided for g specific class of faunlts, for which
this particunlar nniversal test was designed.

3). Applicability to complex circuits, The crucial guestion
in universal testing is, of course, how large is the fraction of
‘atypicel’ circuits which are not completely testable by a given
universal test. Perhaps the mest attractive feature of nniversal
tests is that they are asymptotically efficient, i.e., they work
the better the more complex is the circuit ander test (e.g., the
larger is the number of input and/or output fanlts). Therefore

universal testing seems to have a good potential for VLSI testing.
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4}. Extendability. Sometimes we may be interested to extend
the universal test im order to further diminish the risk to
encounter a ‘goat’. The universal tests designed above can be
easily extended (up to the 1imit N= 2m+4) without any change in
construction, As it was shown above, with the increase of the
nunber of test patterns, the probability that the device under
test is a 'goat’ decreases exponentially. If one needs a number
of test patterns N>2m+4 (which may happen in case when the
multiplicity of favlts b is almost equal to m, and k=1) test
vectors of Hamming weight 2 and their negations can be added to
the test.

5}). Good coverage for 'goats’. One should mot think that
'goats' 2re tested poorly by universal tests. The sitnation is
Just the opposite: in fact, althongh the coverage of fanlits in
‘goats’ is not complete, almost all ‘goats’ are covered almost
completely. For example, if the total fraction of ‘goats’ is 1%,
then in only 0.5% of them (i.e., in a 5°10~7 fraction of all the
circuits) two or more faults remain undetected, and in only a
1,7-107 fraction of all the devices more than two faults are
onde tectable by the test. In general, it is shown in Section
I.G. that, in contrast with the detection of all stuck-at faults,
the detection of any fraction 1-f of the total number of faults
(even if this fraction is arbitrarily c¢lose to 1, but remains
constant) requires asymptotically a number of test patterns which
depends on B only, but does not depend on m and b,

6). Anotker advantage of the approach presented — this time,
one of the methodological nature — cam be mentioned. Since, from
the viewpoint of universal testing, classes of circmits are
described probabilistically, this opens a way for applications of
powerful mathematical techniques based on probebility theory and
theory of random processes (for sequential circnits) to testing

problems. In particular, close relation between testing theory
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and information theory (including coding) can be already seen,
(For example, mnniversal tests for input bridging fanlts are based

on optimal error - correcting codes.)

., Limitations.

1). The major limitation of universal testing is that it
becomes efficient only in the cese¢ wher 2 broad spectrom of &
circuits is to be tested. This argument is applicable both for
manufscturer and vser testing, Indeed, if many copies of only a
few types of devices are to be tested, there is reason to invest
in the development of specific tests for each of the types, since
a8 specific test may be shorter and may provide a sufficient
coverage for just this particular type. Seemingly, the most
justifiable application of universal tests is in the case of =
nser who has to test a large variety of devices which come in
smal}l numbers of copies. Moreover, there is a good reason to unse
universal tests as a first step in the testing procedure, since
with probability close to 1 they will detect faulty devices,
thereby eliminating the necessity of further testing,

2). Although universal tests are good for almost all
devices, there is always a denger that a particuvlar device under
test is a 'goat'. Since munniversal testing is based on
probabilistic reasoning, it provides good results only in the
statistical sense and cannot pnarantee against individoal failures,

3). The size of universal tests may appear to be
substantially larger than that of specific tests, Naturally, that =
is the price for their 'universelity’. However, for many typical
circuits (as we have seen it in the cxample of terminal! faults in
adders, sobtractors, multipliers, decoders) the unniversal tests

are not longer than specific ones.
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#

fniversal testing, by its nature, combines some feature of %
functional and random testing, filling the gap between them, :r
Therefore, we shall compare in more details these two approaches ”1
with nniversal testing. i
3

D. Universal wvs. Functional Testing. {E
i

Fonctional testing requires complete knowledge of the E
fonctional description of the device under test, while universal E
testing based on general information only about the class of El

devices (such as number of input and ouwtput variables, some
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general features of circmit topology. etc.). Functional testing,
being device-oriented, can provide shorter tests than the

universal one, but has greater test generation complexity. It is
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usnally very hard to estimate the fanlt coverage for functional

tests., The fault coverage for universal tests is known in terms
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of prebability that, in a device chosen from a givenr class, all

{or a given fraction) of faults are detectable.
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input stuck-at fanlts, The problem of functional testing for this
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cless of fanlts has been considered in [56, 57)]. It has been
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shown in [56] that, if the number of inputs m>5, & specific test
can be constructed for any such circuit which detects all input tf
stuck-at faults and consist of rot more than 2m-4 test patterns, I
There exists an example of a function which requires at least E.
2(m—1) tests patterns, where rz_longm-r)_ It follows frgm the ”
resnlts described in Section IJ.D. that a nniversal test whick
consists of N = 2m(1 + 5) test patterns will detect all the input *

stuck-at faunlts in almost all possible devices, except for a
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fraction of 2~m8, Qn the other hand, even for this simple class

of faunlts, functional test generation is much more complex than
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that for mniversal tests,

In the case of bridgings the situation is similar. It has
been shown [61-67)] that the number of test patterns in a
fonctional test that detects all input bridgings between two lines
grows lineax]ly with the number of inputs m. According to
Corollary 4, the number of test patterns in a yniversal test for

the same class of faults grows as logsy® omnly.

E. Universal! vs. Random Testing,

At first glance, universal testing looks very similar to
random testing, Indeed, both of them ignore specific festures of
the device under test, and the performance of both types of tests
can be characterized in terms of probability. However, this
similarity is misleading, since there are essential differences
between these two approaches which lead to different results with
regard to the size of tests and their faul t—de tecting capability.

1). TUniversal tests are unsually designed in a deterministic
menner, in which not only the test patterns but also their order
(in case of seguential circuits) may be essential. On the other
hand, for random testing, test patterns and their order are chosen
randomly [2, 17-25, 68].

2). TIn contrast with random testing, universal tests are
designed on the basis of information about a clasg of circuits.
The class can be characterized by the numbers of input and output
lines, feedback lines, memory cells, by the number of gates and/or
interna]l limes, by characterization of the class implementef
functions, ea.g., self-duval or symmetric functioms, by features of

circuit topology, sumch as path complexity, number of gate levels
{e.5., PLAs), etec,
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3). Universal tests are fault-oriented: they are designed
for a specific glass of famlts and depend on this class, as we
have seen in the example of single and mul tiple inpat stuck-at
faults and input bridging faults at input 1ines. It was shown,
for instance, that one needs a universal test with two patterns
only to detect 2ll input stuck-at faunlts in such devices as
adders, decoders, and code comvertors, while a random test would
require more than logym test patterns. For the cless of all input
multiple bridging feults in adders, substractors, mul tipliers,
decoders, shifter, counters with parallel 1oad, etc., we have

obtained N ~ logym for universal tests (based onm error-correcting
codes with the distance depending on the multiplicity of faults),

while a random test would require N 22 logsm to detect all single
input bridging faunlts. Thes, ss a rule, universal tests gre
substentially shorter than random ones. In case of output faul ts,
however, universal tosts degenerate to random tests, As z matter
of fact, the extent of 'universality’ is rather flexible and
depends on the 'width' of the class of circuits and the class of
fanlts involved. If the classes are not specified, we come back
to rendom testing, while a complete description of &2 device on
functional or on gate level will leed to functional or gate—level
testing, respectively. Thus, both device-specific and random
testing may be considered as special 1imit cases of universsal
testing. The comparison of various types of testing is summarized
in Table IV,

Finally, we may conclude that wniversal testing suggests a
viable elternative to other types of testing and expands the

arsensl of tools for a testing engineer,

L TR T AT
s

pah o e

Py mtm o amp— = g gt e =— == == - -
. A o T H PR

e —— g gt e e e
- PR 5 .

; e o
:: il E-\.' re '::;&.::"‘H' |.-I.|-\..-\.|.rr\.|.d". - ..-En.?.-\.-.'. -x'u_:. -

I L H L L

pii Rt

'T.

¥ P = T T T Y e T e e
. P I T 0 e e PR

PRbR T K+ e te
e e [ - - L |
mzmr::;::::\:::“ iy 1

A

=]

Tl




TeWTITLY

SSE [0 USATE ®
MOIJ SQOTAOD (T
ISOWM[R JOoF It

(91BWE}SD 03

INOTFITP ‘U983 JO) |

I8aa]-038E ¥
I0J UBRY) JoM0]

[BEMIXBY

2ZFS 3159)
USATT v
I0J

8 BI3A09D
3In%4g

L — L S —f —] . — i — —r —r —% —TEm -

T T T T T T e e ——— - - § T e - i — —
ATuo
suzajled 1s59) |
[BWIX By [PUTHTW |a1q91ssod Jo 39§ mopuasy ¢
(s1Tney | |
3O 3 s o) {s110%]
puB sSa3d1AQP JOo 193 uoard
I0 sseT1o oyl B JOF S80TAQD
uo spuedaq) JO SS8T2 s3jinrwjy jJo
*sadi) oml a[oyR o) SERID :S00TAQD
ISITF oYl I0} I0J 1891 2ums Jo ss®[3 ® TeS IV ATU]
urqgl Is8xw agl)) [[euWS 3o uworldrIasaqg ‘€|
s) [uej 30 $S®BIO | _
1533 ‘1%9]1 Ia8pun
I[9A8]—93 8 _ @O TAID 973
8 I0] uByl Jo uwotrydrIosap | Ivuor)unyg
Ia8am] ad 1u] [BUO T} IONg 7
_ 1 ney Jo ssey[s _
(PIEY—dN ‘1583 Iapun
ST WOTleIouas A0TASD 8y} JO
3s8) Trwridy) GOT1dTIasap [9A0T
[E:189'84" [EWIXBY [2A2]-238) 9383 "I
edvIoAn0D |
}0E]
uaAalld v 303 L) 129 pdwos _ UOT)BIAUAE
AIBS S a0 WOt} exouad _ 18593 Y03 Futis oy
SZTTS 386] 188 _ e3E8p Indujy _ Jo 9dLy

(LT R g — o —

T M T S S S S el e TEE NN TEEN S S NN N B B oy v ——— — —

"Jurisasy 03 soyowvordds mﬂnﬂnub FO TOTIIBZTIIR)oEIEYD QAT}vIedwo)



UNIVERSAL TESTING OF COMPUTER HARDWARE 36l

IV. CONCLUDING REMARKS,

Since the concept of mpmiversal testing is rather a new one, &
lot of work is still ahead in this area. The main gozl of the
funture research is to explore the applications of this approach
to varions classes of devices and fanlt models and to develop both
gencral mathematical techniques and new universal test sequences
for those classes.

The investigation of faults at internal lines should include
a deeper analysis of the properties of controllability and
observability, treated from the statistical point of view.

For example, circuits built with components which implement
self-dual Boolean functions have complete controllaebility, since
for a self-dual function I{X1.Xg,0.e.Xp) = flxy.ixp,eia,xp). (Note
that any Boclean function can be made self-dual by addition of one
binary argument), This property can facilitate application of
universal testing methods to the corresponding class of circuits,

Another important class of circmits to be investigated is the
FL A, Various classes of PLAs can be definmed in terms of
probabilities of interconnections between the primary inputs and
AND gates, and between the AND and OR gates, 'These parameters are
expected to determine the characteristics of universal sequences
of tests. More generally, various classes of circuits with given
topology can be considered. {A trivial ¢xample is provided by
fanout-free circuits, where testing of internal faults can be
reduced to testing of terminal fanlts.)

Another important type of faunlts is that of faunlts at
interconnections between microprocessors and/or other VLSI
components forming & computer system. Since each of the
components of the network is a complex ¢ircuit by itself, the

aniversal testing approach seems to be relevant and promising for

this type of fanlts. However, the investigation in this direction
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362 M. G. KARPOVSKY AND L. B. LEVITIN

is complicated by a peculiar effect of "degeneration’ of Boolean
functions: a class of networks built with components implementing
nniformly distriboted random Boolean functions, generally
speaking, does not produce uniformly distributed Boolean functions
by itself. A deeper probabilistic analysis seems to be NeCesSSary

for application of universal testing me thods to this set of
faul ts.
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