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The paper introduces a new approach for designing of self-checking Microprogram Control Units
(MCL). Using a Finite State Machine (FS\) as a form of MCU rcpresentation leads to its PLA-
implementation having a system of product terms which are orthogonal and complete. An additional
tmportant property of MCU is related to a mited total number of possible code-words. These features can be
used for construction of self-checking PLAs with relatively small overheads.
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| 8 Output vectors of fault-free devices are
dlways code-words of & specific code, and error
detecton is implemented br checking whether the
present output belongs to the code.

Major difficulies in_design of self-checking
devices are related to complexity of decoding {(which
11 venfication that a given output is a code-word).

An objecave of the paper is to derive 2 new

method of synthesis of self-checking MCLU's. which is

highly technological and pmvidﬁs_ essential reduction
of overheads.

Comparison of the proposed method with
known two approaches, (i.e. the concurrent error
detechon by series of checkers [3], and the concurrent
testable PLA using modified Berger code [2, 4]) shows
that the proposed approach provides less expensive
and more technological checking circuitry. It becomes

- possible because of the following propertics of MCLU:

completeness, orthogonali and the fact that a

number of code-words m an arbitrarv control unit is
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significandy smaller than a total number of its product
Perms.

These properties enable to design the checker
by implementation thereof m a “sum of products”
form of output functons of the MCL. Each product
termn in this form corresponds to a certan output
code vector. Generally, this approach was considered

| unacceptable, because a total number of code-words
of an arbitrary device mav be verv large. However, in
the case of MCLUs this approach 15 very perspecuve
because usually, 2 number of MCU’s code-words is
signiﬁ;mtlf smaller then 2 aumber of s product
terms. Based on dus mmportant assumption we
propose an architecture of a self-checking MCL.
| A self-checking MCL consists of is own
circunt 10 be checked and a checker, which checks s

outputs to see if an error has occurred. The checker

has an abthty to expose i3 own faults as well.

Concurrent dhecking of PLA is only possible
when one product term (i.e. onlv one row in the
AND array of the PLA) 15 acovated at a ume by any
mput vector. Obvicusly, not everny logical system,
which 15 implemented withm PLA, sabsfes such a
condition. However, there is a large class of svstems,
which do satsfy thus condibon. It is the class of
MCUs (1),

2, The main 1dea of on-line selfchecking is ©
detect non-code outputs. To prevent possible fault
masking while taking into account unidirectional
nature of faults, we will code code-words (OR-array
code vectors) by the well-known modified Berger
code [2). )

The man idea of owr approach is 1o

implement a self-checking checker ‘as a sum of -

products of Boolean functon 2(vq.....vn\;} of code-
word varables v{.....x~, which function 2 is equal 1
if the code-word is code .':;11'd”equ.ﬂ i}, 1f the code-
word is not. |

The method. will be deicnbed with  the

reference 1o Fiyg. ll'.ind;_.F_ié. 2, where Fig. 115 a direct

checking scheme and Fig, 2 is a scheme based on

compressing of micro-instructions.

2.1 Fig1 shows a suggested checking scheme of

~a self-checking MCU implemented as 2 PLA. The

PLA to be checked consists of two arrays: AND
array (M1) and OR arcav (M2). The OR-array M2
consists of two pars. The frst part compnses

columns generating output funcaons vy,...yN and

the second part compnses columns generating the
next state functions.

Input bnes to this PLA scherne are xyq,...x7,
output lines are vy..... 0. Next state lnes Dy, ..,
Dg connect the OR-array to the memory. Present
state lines t1.....fg connect the memory to the

AND-array.
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Figure 1. Architectre of Self-Checking MCU

We suggest to introduce additional circwitry
which is composed of the following two porbons.

Firstlv. there is an additional PLA madied C,
which will be i checker for output functions of the
G;iginal PLA. The AND arrav of the checker C s

. programmed to have non-repeating codes of the OR

array of the onginal PLA. These non-repeating codes
form the list of Berger coded code-words of the
MCLU to be implemented. Thus. the number of rows
in AND arrav of the checker € 15 equal to the
number of possible code-words {T). OR array of the

checker consists of onlvy rwo vertical output lines z4



and zy. Each of the lines 1s connected to half of

product lines of the AND array of the checker.

Secondly, there are several additional (coding)
columns in the AND arrav M1 in the PLA to be
checked. Correspondingly, there are additional
output Imes, which represent redundant birs for
Berger code with dual-rail outputs.

The scheme works as follows. Suppose 2 fault
w the AND-arrav or in the first part of the OR-array
leads to generaton of a non-code output vector.
This fact will be indicated by 21=1, z4=0 which

means the presence of a fault. (For the case when the
output vector 1S equal to a code vector of the AND
array of the checker, causing outpur 2;=1, z5=0 or
z4=0, z5=1}.

Checking of the second (next state part) of
the OR-array will be discussed below.

Let us describe a synthesis procedure for
designing the above scheme.

The AND array (M1) has the same program
as the AND array of the ininal MCL. OR-array
includes additional output columns corresponding to
redundant bits of Besger code for code-words. Each
row of the OR array is appended by vector being z
binary representation of the number of “0"s in
vector of the corresponding output row.

The checker's AND array consists of non-
repeatng rows of the OR arrav of the PLA to be
checked. The checker's OR arrav consists of only

two columns z; and z4 for indication of a presence

of a fault.

The designed checker C is 2 twtally self-
checking checker. It is explained by the fact that
single errors occurring within the checker C do not
lead to sts malfunctioning, namels-

® cross-pont faults of the kind “0 1o 17
and “¥ 10 0” will be detected since they will um

both z1 and z2 to (I,

¢ stack-at-1 and stack-at-Q0 of input lines
and product terms will be detected in the same
manner,

* cross-pomnt faults of the kind “0 1o *”
and “1 to “” will have no effect on checkers
functicning; |

* stack-at-product faults and stack-at faulss
of output lines will be detected by z9=25.

2.2. The OR array of the PLA to be checked
is @ sparse matnx, since the number of outputs
waten i each row of the table of MCU is much
smaller than a number of possible subsets of the set
Y={yy, ..., 1x} of the MCLU. For minimization of
the area of the OR array, we will encode each micro-
instruction by a binary code.

The scheme of a selfchecking MCU with

MICIO-instrucions compressing is shown in g, 2.
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Figure 2 Micro-instruction compressing
scheme for seif-checking MCLU

For the proposed scheme comprises:

1. The OR arrar of the upper PLA (PLAT)
mplements  encoding  of  micro-
mstrucnons.

PLA2 performs decoding of the set of
mucro-instructons and ir's encoding by
the modified Berger code.
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3. PLA3 is a checker for the OR-array of
PLA2 . -

The OR arrav of PLA2 produces two fault
detection signals z; and z» since AND arrav of the
PLAZ 15 a checker for PLAL Fault signals 2; and z:
detecy all le;lts of the scheme except for cross-
pownts and stack-at-product errors in QR-arrav of

PLA2 To detect these faults we will use PLAS .

(Checker).

The presence of two couples (zi, 23) and (z3,
za) of fault indicating signals renders the scheme
more reliable. Particulady, it can indicate not just the
fact, bur also the locanon of faults. It also enables to

detect some multiple faults,

23. In the abm#suwsted schemes the
-proposed checkers checks just output functions.
Therefore, these checker are unable to detect faulss,
which occur in the next state portion of the OR
arrav. |

We suggest a new approach to solve this

problem with minimum redundancy by using the :

same approach for checking which was introduced
above, but _without“anf_ additional checker. That

becomes possible owing to the fact ‘that  state '
vanables are transferred to the AND arrav of the

onginal PLA which includes all product terms
cnrre-tpundmg to output r:cmrs of the next state
variables. If MCU states are tncnded by anv code
detecting umd:recncrnal errors, a fault ﬂccurnng i1
the next state portion of the OR arrav will lead to a
non-code vecior of the state vaables. Consequently,
this output non-code vector will not activ ate any
pn:nduct erm of the AND array of the nnguml PLA,
which provides for fault detection. In other words.
the AND arrav will play a part of a checker for the
next state part of the OR arrav of the PLA.

We note, that an error mav be detecred a bit later
then it is necessan: ie. :’l-t the nexr clock after the
fault appearance. Bur .this disadvanrage s

compensated by the nunimal overhewd. Acalle, the

#dditiunal circuitry compnses few columns to be

- introduced according to 2 special state assignment.

For exampie a “constant weight” code can be used
for the srate asmgumcnt |

3. Let us make a cost estimaton for
implementing  our design using the following
notations.

L — number of inpﬁt-ﬁnes.

N — number of output lines,

Q - number of product terms,

R - number of states of FSAY,
T — aumber of code-words.

W(R) — the length of “constant w::ght" " code for
the ser of FSM states,

B(Q) ~ the length of the ‘Btrger"code for the
set of product rerms.

The estimated cost S0 of the area of an orginal
PL.:’L can be calculated as follows:

So =2LQ + 26ndogRIQ + NQ + (ndogR)Q
= QEL + 3ntlogR) + N).

The estimated cost S; of the first proposed self-
checking structuce fﬁg. 1) can be cakulated as
follows: |

sl-szL+3m(R)+x+B(Q})+zrm+

CB@ + D,

-Cost 52 of the ﬂ:cond proposed ' self-checking
scheme (Fig. 2) can be estimared as follows:
Su = 2QL + Q" (W(T) + WRY+ ZE-R(T) +
T(N + B(T)) + 2T(N+B(T))
" The percentage of area overheads for each of the

proposed schemes is computed as shown below:

Ql=(51-5;:‘f Sen
£-=(Sa-80/ S,
Overhead values, calculared for 47 different FSM

benchmarks in accordance with the above two

equanons, are presented in Table 1.
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Average overhead €22 (=10%) of the second

structure looks even more promising.

‘Summary

We have proposed an approach in the area of
synthesis of self-checking Microprogram Control
Units (MCLY). In spite of tremendous strides made in
the theory of self-checking design, an efficient
synthesis procedure for design of self-checking
MCUs hds not been developed. We have thed to fill
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Table 1. Results for FSAf Benchmarks

Average overhead Q; of the first scheme (=40"0)
can be esumated as a good result in light of the rwo
main advantages of the proposed structure, ie. its
technological  simpheity and  total self-checking
ability. Furthermore. the proposed structure allows
checking of both the logical portion of MCL™ and its
rext state porhon. which feawre is not provided in

any known scheme.
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