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Abstract—The design of built-in self-diagno-
stic read-only-memories (ROMs} which extends
the concept of the built-in self-test to
provide fault-masking in the ROM normal
operating mode is presented. 3Switch-level
fault anaiysis of the ROMs showed that most
of the single transistor stuck-open/on
faults f{on the order of 95% or more} will
result in errors confined in the content of
a single address. The presented diagnostic
scheme identifies these errors and locates
the address for which the data are
corrupted. In the ROH operating mode the
errors are corrected at the ROM outputs when
the content of corresponding address 1is
read. A VLSI implementation 1is presented
vhere the area overhead is estimated to be
on the order of 1%% or less.

1 Introduction
Read-only-memories {ROMs) are often used for
storing the microprograms in the structured

controllers of microprocessors. The function

of a control ROM {microcode ROM} 15 critical
to the operation of a processor. To ensure
the correct operation, an extensive test
procedure for the control ROMs is perilodi-
cally performed in the off-line mnode, and

when faults are detected, the microproces-
sors are discarded from the system. The
technique that will be presented in this

paper extends the ROMs off-line test pro-
cedure to provide fault-masking capability
where the errors appeared at the  ROHNs
outputs due to imternal faults are 1denti-
fied and 1located 1n terms of the ROHs
address. During the ROM normal operation,
the errors are corrected at the ROM outputs
when the address that has been affected by

the fault 1s read.
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”éince cnntfﬁl ROMs are embedded funcfiﬂﬁal

blocks the proposed test/diagnosis  and
error-correcting technique will be imple-
mented by means of an additional circuits

where the term "built-in self-diagnostic" 1is
used analogous to the built-in self-test
{BIST) [1]-[7]). While the scan techniques
{5]-{7] can provide access to the test data
the amount of time required can -be too
great. Alternatively, BIST design eliminates

the scan test data, and <consequently,

achieves the minimal test time. Built-in
self-test designs for embedded ROMs, RAMs
and PLAs have been proposed 1in ([1])-[4],

where the techniques are basically based on
exhaustive testipg and test response cono-
paction [5]-[10). Zorian and Ivanov [1] has
proposed a BIST ROM based on the "Exhaustive
Enhanced Qutput Data Modification,"™ (EEQDH)
technique which reduces the probability of
an error escape due to test response cCon-
paction (aliasing probability) compared to
techniques based on multiple-input signature
register (MISR}) {11], parity check and
check-sum [6], {12]. The EECDM scheme uses
MISR that can be operated in both directions
of shifts to compute the polynomial division
of the ROM contents by the feedback poly-
nomial and its reciprocal polynomial, thus,
obtazin two separate signatures. This schene
also stores the expected gquotients resulted
from the polynomial division of the contents
of the ROM by the feedback polynomial wsing

an additional ROM-array column.

The proposed built-in self-diagnostic
technique will be based or generalized
Hamming codes. These codes had been used for
design of single byte error-correcting
memories [13}, [6) where each memory word is
encoded and the errors are concurrently
corrected when a word is read. However, for
this off-line test/diagnostic scheme, the
redundant information of the ROM contents is
stored as two additional words as opposed to
encoding of each word. The authors has pre-
viously applied the generalized Hamming
codes for location single faulty chips on
the boundary scan boards [14]. The weighted
check-sum [15] is another scheme that had
been proposed for concurrent error-correc-
tion in matrix—-type computations by array
processors. It is suitable for matrix cop-
putation application since the arithmetical
operations are available 1in those array
processors. Unfortunately, the attempt to
apply the weighted check-sum in the diagnos-
tic technique for the ROMs revealed that the

1This work has been supported by NSF under
Grant MIF881348



hardware required will be much greater than
the algebraic scheme like Hamming codes.

In the next section the fault analysis of

the ROMs based on switch-level models [16])-
[18] will be presented. It will be shown
that most of the single stuck-open Faults

and the single stuck-on faults will give
rise to erroneous outputs when the " content
of only one address 1is read. This type of
errors will be called "single address
errors." In Section 3 the test, diagnostic
and error-correcting procedures are
described. 1In Section 4 a YL:SI implementa-
tion of the built~in self-diaghostic 1is
presented with the estimated silicon area
overhead that is shown to be on order of 15%
or less for typical control ROMs. In Section
5 the technique for cobtaining 100% fault
coverage by using the unused ROM address 1is
discussed.

2 Switch-level Faults in ROHs

ROY is a two-level AND-QR structure which is
comnonly implemented by an NOR-NOR array.
Consider the block diagram of a ROM with m
inputs and n outputs shown in Fig. 1. The
AND-array 1is implementing a decoder with mnm
inputs and 2B outputs called "Word-lines,”
and the OR-array is implementing the n-bit
word memory cells. The input buffer and the
output buffer are commonly implenented by
static or dynamic D flip-flops.
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Fig. 1. ROM Block diagram

In Fig. 2 a transistor circuit of a dyna-
mic CMOS using four-phase clocking scheme
{19] with two inputs and two outputs is
shown. This circuit will be used in the dis-
cussion of faults. The circuit functions as
follow. The inputs are latched during +#;=1
{see the clocking waveforms in Fig. 2). The
word-lines are precharged when 4;3=0 by the
p~transitors and evaluated when +439=1 by the
n-transistors. In this case only one of the

word-line will be 2 1. The output-lines are
precharged when #433=0 and evaluated when
¢29=1 by the p-transistors and the n-trans-
istors, respectively. A content of the ROHM
is latched into the output buffer when +4=1.
In general, the number of the decoder and
the ROM-cells Vgg switches (the n-trans-
istors} is equal to 201 and n/2 (for n is
an even integer), respectively..
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Fig. 2. Example of ROM transistor circuit

is the case when a MOS
transistor (switch) becomes nonconductive
regardless of the gate voltage. A stuck-on
fault, on the other hand, is the case when a
switch becomes conductive regardless of the
gate wvoltage [16]-{18). There 1is a dif-
ficulty in predicting the value of the gate
output voltage when stuck-on faults occur at
the precharge transistors and Vgg switches
since there is a path between Vpp and Vgg.
In this case the word-lines or the outputs
will have an intermediate voltage lies
hetween OV. to 9V,

A stuck-open fault



The effects of single stuck-open and
stuck-on faults in terms of the line stuck-
2t faults is discussed below using the ROHM
trapsistor-circuit given in Flg. 2.

2 1 Faults in the Decoder

(i} Faults in Decoder Array: A stuck-cpen
faylt in the decoder array causes twvo word-
lines to be a l simultaneously for ome input

combination. For example, if the top left-
hand corner transistor of the decoder array
is stuck-open, {see Fig. 2}, when the input
(1 0} is applied the vord-line number zero

and the word-line number two are both a 1.
In this case the ROM output is (1 1), the
copponentwise OR between {1 1) the content
of address zero and (0 1} the content of
the: address two. _ .

Errors
defined as
between the fault-free

appearing at the ROM outputs are
the componentwise exclusive-OR
cutputs and the

erroneous outputs. For the above stuck-open
fault, the error is equal to {1 0) which
occurs when the input {1 O} is applied.
Faults which only distort the content of

only one address are called “Single HAddress
Faults" (single address errors). For
example, stuck-open fault in the decoder
array are single address faults, moreover,
there are m2@ stuck-open faults in the
decoder array (where m denotes the number of

ROM inputs).

" A stuck-on fault in the decoder arrﬁy
causes a word-line to stuck-at 0 which 1is

again a single address fault. This is equiv-

alent to the content of an address equals to
a pattern of all one's. Note that in this
case, the stuck-on faults do not create
paths between ¥pp and Vgg due %o the clock-
ing of precharge and Vsg switches.
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(i1} Faults in the Precharge
0 which is a single address
number of precharge switches stuck-open 1is
o, p stuck-on fault, however,

2 word-line may be biased towards a 0 or 1.

(iii) Fiuifshiﬁ”the'fgénﬁﬁifbhés:”ﬂ"‘ﬁfu:k-
open fault causes tvwo adjacent word-lines to
stuck-at 1 and it is not a single address

¢ault. The number of Vgg switches is 20-1, A
undetect-

stuck-on fault in a Vgg switch 15

able, however, there ijs a static power dis-
sipation when +#12=1.

373 panits in the ROM Array .

(i) Faults in the ROM Cells: & stuck-open

fault or a stuck-on fault causes one bit in

Switches: A

" gfuck-open fault causes a word—-line stuck-at
fault. The

creates a
path between Vpp and Vgg where the value of

the ROM content to become errcneous {a
single-address fault). The number of the
transistors in the ROH cells is equal to the
number of one’s in the ROM contents and
assumed to be {n/2)2® {(where n is a number

of bits in a word) .

(ii} Faults in the Precharge Switches: A
stuck-open fault causes an output 1line to
stuck-at 1 and it is not a single address
faults. A stuck-on fault gives rise to an
output biased towards a 0 or 1, and it 1is
not a single address fault. There are 2n
non-single address faultis in the ROM array.

(3ii} Faults in the Vgg Switches: A stuck-
open fault causes two adjacent output lines
to stuck-at 0 and a stuck-on faull is un-
detectable. There are n/2 Ygg-switches in

the ROM array.

2.3 Faults in the Buffers
gwitch-level faults in the buffers ({static

DFFs or dynamic D latches) have one of the

ceffects that can be modeled as the input-
lines and the bit-lines stuck-at faults.
Oother effects are the lncorrect timing of

the latched inputs, the path belyeen Vpp and
¥sg, and undetected faults. B stuck-open
fault in an inverter eventually causes a
input-line or bit-line{s) or output—line to
stuck-at 0 or 1 depending on the occurrence
of fault in the pMOS or the nMOS transistor.
A2 stuck-on fault causes an inverter output
to be biased towards a 0 or 1. Faults in the
ROM buffers and the inverters are not single
address faults and the number of these
faults will be estimated as the input-lines
and bit-lines stuck-at faults.

5 4 The Number of ROM Single Address Faults
A general expression for the total number Ft
of detectable faults {excluding the inter-
pediate gate-voltage faults in the decocder),
and the ‘total number Fg of single address
faults in the four-phase dynamic CMOS ROH
with m inputs and n outpuls (e.g., see Fig.
2} are given as follows:

Fp = [2028+20+2071] + [2(n/2)20+2n+(n/2)]
Decader ROM array-

+ 2[4ém+n}+{m+n}] (1)
pufter&Inverters

(2m+i.5+n)20 + 12.5n + 10m,

[2m2B+22] + [2(n/2)27]
Decoder ROH array {2}

(2m + 1 + n}2m.

ry
tn
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From (1) and (2) we see that most of the
single swWitch-level faults affect the RONM
outputs as the single address errors. For
the typical sizes of microcode ROMs {e.g..
9K =38 ROM in the HP 9000 CPU chip [20])) and
signal processor program ROMs (e.g., 1536x16
ROM in the TI TMS32010 and 1K=x20 ROM in the
Fujitsu MB8764 [22]}, the percentages of the
single address faults for (mo,n) = (9,60},
(10,20) and (13,40) is 97%, 98% and 99%, re-
spectively, If the assumption that the

intermediate output-voltage faults in the
decoder will result in non-single address
faults is made, Fy will have the additional

2B faults, and the percentage of single
address faults 1s 96%, 96% and 98% for the
above (m,n) parameters. Therefore, a built-
in self-diagnostic scheme which identifies

the magnitudes and addresses of the single
address errcrs is desirable,
3 Built-in EETfhﬁiEEﬁustlc Technlque -
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Fig. 3 Built-in Self-Diagnostic ROH

3.1 Test Procedure

- Fig. 3 shows the block diagram of the built-
in self-diagnostic ROM where the bold linmes
and regular lines indicate the components
involved in the normal operating mode and
the test/diagnostic mode, respectively. In
the test mode the counter generates all 2R
input patterns starting from the address
zero up to the address 2B-i. For each 1input
applied the content of the «corresponding
address is parallelly loaded into T flip-
flops register «{TFF Reg.) and simultanecusly
into MISR (parallel-input LFSR} which 1is
shifted to its next state. This precedure 1is
repeated for the next input pattern until
all 28 contents of the ROM are read.

3.2 Finite-Field Algebra and MISRs (LFSRs)
Prior to the discussion of the diagnostic
ccheme, a finite~-field algebra of a MISR 1is
presented. An example of a MKISR and the
corresponding algebra of GF{2"}, the Galois
Field of 2D elements, is given below.
Exapple 1. Consider a primitive parallel-
input LFSR (MISR} with feedback polynoamial

xJix+1 over [0,1) where + denotes modulo-2
sun shown in Fig. 4.
yo (t) vy (t) ¥ (t) é
Exclusive-OR
Do 5] D2~—] Gate

=i

Fig. 4. MISR: Primitive Parallel-input LF3R

An LFSR is called "primitive™ 1if its
autonomous (zero dinput)} state transitiocn
goes through all 2R-1 nponzero  states

(patterns) for any nonzerc initial state. In
fact, the nonzero elements of GF(2B} can be
defined in terms of internal states of an n-
stage primitive LFSR. In this example,
ponzero elements of GF{2%), n=3, can be con-
structed using the autonomous LFSR shown in
Fig. 4 with yg{t)=yi{t}=yp{t}=0, and are
given in Table 1 below.
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Table 1. Nonzero Elements of GF(27)
Generated by the Autonomous LFSR
Hlth Feedback Polynomial x3+x+1

In Tahle 1 the states s(t}, t=0,1,...,2R-2
of the LFSR are listed in terms of the
contents of the DFFs. Moreover, the corre-
sponding exponential representation  af,
t=0,1,...,20-2, of the nonzerv elements are
also given where @ = (010) is the primitive
element, alegd, ivj: i,j=0,1,...,2B=2. The
addition of GF{ZH} is the componentwise
nmodulo-2 sum, e.g., ad+a ={110}+(111}=(001)=
a®. The multiplication is defined as

al sqi=pl*), i+j mod 2R-1, for example,
a4*u5-u10 uJ, {10 mod 7 = 3). The vector of
all zero's is the element ©O. The state
transition of an n-stage primitive LFSR can
be described by the following £first-order
linear difference equation over the corre-

sponding GF{20},



s(t+l) = asi{t)., t=0, s(t},acGF(20), {3)

A reciprocal LFSR can be defined by the
LFSR shifted in the opposite directiomn. Its
ctate transiticon is described by :

s{t+l) = o 1ls{t), t20. (4}

Table 2 (below) shows state transitions of
the LFSR given in Fig. 4 when shifted in the

opposite direction.

t s{t)

o l100 i

1 1061 ab=a"1
2 | 111 {ad=c2
31011 [ad=a3
4 {110 |ad=ad
51001 |ab=a?
6 o010 | a=ab

Table 2. State Transition of an Autonomcus
LFSR when running in an opposite
direction-Reciprocal LESR.

The state transitiom of a primitive
parallel-input LFSR (MISR) can alse  be
described by a difference equation over the

corresponding GF{2B} as follows,
s{t+l) = as{t) + y(t), t20, (5)

where s{0} is an initial state and
v{t) eGF(2D). Table 3 shows an example of the
state trapsition of the parallel-imput LFSR
in Fig. 4 with imput v({t}, t =0, 1.

given

2. 3 and initial state (0 1 1).
t y(t) s(t)
o loi10=a]011=ad
1f106=1]101=db
2 l011=cej000=2¢0
3 l111-= | 011= al
4 00 0=20

Table 3. State Transition of MISR
{Parallel-input LFSR)

3.3 Diagnostic Procedure
Once all the contents of the ROY are

read,

the signature 8 which is the content of TEF

register (see Fig. 3} is given by
§ =89 + y(0) + y(1} + ... * y(2B-1}, (6)
Sg denotes the state,

where initial

F{t} eGF (21}, 0<t<3P-1, is the possibly dis-
torted content (n-bit word} of the address
¢, 0<ts2@-1, and the addition is defined in
Moreover, y(t) can be expressed as
fault-free

GF(2D).
the addition in GF{2B} between

content y{t) and error pattern el(t),
g{t) = y(t) + e(t}), 0st=2R-1. (1)

For the case that errors only occurs al an
address i, 0si<2®-1, that is, elt)=0,
elt}ecF({2"), for all t«1 ({single address
arror} and the initial state Sg of TEF Treg~

ister 1s
Sg = y{0) + y(l) *+ ...
we have, the signature
s = ef1), {9}

being the error pattern in the content of
address i, 0<i<2P-1. Next the address i can
be located by_the_fqllgﬁipgt_

The signature §*, the content of the MISR
(see Fig. 23) after T = 2B-1 state trans-
istions, is given by

§* = oTtls*gtaly(0)+al 1y (1) +. .47 (T}, (10)
where S§*g denotes the initial state of the

MISR. (We assume that T=2P-1 which 1s often
the case). For the case of single address

errors and
s*y = aly(0)+a~2y(1)+. . +a" T 1y (T}, (11)

+ y{20-1}, {8)

substituting (i1} into (10} with e{t) = 0
for all tei, we have,
s* = gT-1le(i), o=isT. {12)

*he following theorem summarizes the con-

‘dition of the proposed signature scheme for

identifying a single address fault.

Theorem 1. The content of address 1 contains
error pattern e{i}+0 if and only if

g% = oI-1l§, 0<isT, (13}

where § = ef{i), (9}, 1is the signature
appearing at TEF register and §° is the
signature appearing at the MISR. 0

To compute i, 0<is2B-1, based on (13), the
MISR is switched to function as the recipro-
cal autoncmous LFSR with the initial state
g* = o1~15, {see Fig. 3). Moreover, for each
state transition the content of the recipre-
cal LFSR is compared with the content of TFF
register while the downcounter keeps track
of the number of the state tramsitions. The
comparison between the contents of these
registers is done by XORs and n-imnput NOR
gate (see Fig. 3). When a match occurs the
content of the downcounter indicates the
address 1i. This can be seen by considering
(4}, s{t+l} = a~ls{t}, in which the state of
the reciprocal LFSR is equal to 5 after T-i
state transitions.

Example 2. Consider a ROM with two input
address lines, 3-bit words and the contents
shown in Table 4. For the decoder transistor
circuit identical to the one in Fig. 2. the




bottom right-hand
decoder  array
{(OR  between

when the
The faulty

stuck-open fault at the
corner transistor in the
causes a single address error
the contents of address 1 zand 3
content of address 1 is read).

content is also shown in Table 4.

Address | Content | faulty Content yi{t)
0 0160 10
1 100 111 « faulty
2 t11 ¢c11
3 111 111

Table 4. Content of ROM in Example 2

The 1initia) states for TFF register and

MISR (Fig. 4} conmputed based on (8) and
(11} are sg = (010) and §*g = (011), respec-
tively. Note that, S*g = {011) can be veri-

fied as shown in Table 3. Table 5, below,
shows the state transitions of TFF register
and MISR.

t vit) TFEF Reg. MISR

0 | 010 010 01t

1 111 000 101

2 011 111 011

3 111 100 1040

4 s=011=4calls*=101=4db

Table 5. State Transitiomn of Signature
Registers :

Table &, below, shows the state transition
of the reciprocal LFSR with the initial
state equal to §* = {101) = ab® together with
the content of the downcounter.

Downcounter | Reciprocal LFSR
11 101
10 111
Faulty = 0 1 011=2358 = Error
Address

Table 6. Identification of Faulty Address

3.4 Error Correction

After the diagnostic process the magnitude
of an error is the content of TFF register
(9}, and the corresponding error address 1is
the content of the counter {see Fig. 3). 1In
the normal operating mode the ROM input is
monitored for a possible match with the
error address. ¥Yhen the address appears as
the input, the errors are corrected by the
componentwise exclusive-ORing between the
content of TFF register and the ROM output.
This action is controlled by the signal from
the match detecter to the output enable of

TFF register.

3.5 Error-Correcting Code
The diagnostic scheme presented in this
section was based on the single error-corre-

cting code {Hamming code) over GF(2"} where
the check matrix H equals
[ 1 1 1 el }
H = . (14)
1 a ab eos at

4. VLSI Implementation

In this section the components in the built-
in self-diagnostic circuit (not including
the controller) and an estimated area over-
head based on the number tramsistors re-

quired in the design are presented.

4.1 Reference signatureé Sy and 5*q
The initial states Sg and S g are stored as

the two additional words in the ROM array
with the word enable signals Intl and Int2,
respectively. The area required is approxim-
ated by L = 2n (transistors}.

4.2 The Front-end Circuit
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Fig. 5 Frnqt—end Circuit: Test Generaticn
and Error-2ddress Register

Fig. 5 shows the design of the "Front-end”
circuitry which includes the up/down
lookahead counter {(up—count for test genera-
tion, down-count for error location, and
parallel register for . storing error
address), the match dstector (XOR-gates and
NOR~gate}, and data pathk 2x1 multiplexers
with control signal THM=1 for the test mode,
and T¥=0 for the normal mode. The symbols
used in Fig. 5 are given as follows; +¢;’s:
clock signals, IB: ROM input buffers, U/D:
Up/downcount select, CLR: Clear enable, CNT:
Count enable, ANE: Address-NOR evaluate,
EAM: Error address match signal, and FC:

. Full-count signal. The number of transistors



used for the CMOS components are listed as
folilows; 2=x1 MUX: 4, XOR-gate: 6, DFF: 14.
The wup/down lookahead counter consists of
m+l DFFs (the additional DFF for the full-
count sigpal) and m lockahead, up/down
select and clear circult blocks where each
block coansists of an AND-gate (6 trans-
istors), 3 HUXs and a NAND-gate ({4 trans-
istors). An estimated area in terms of the
number Lo of transistors required to imple-
ment the front-end block 1s

Ly = 14(n+1)+22m + 4n + 6m  +

* am T

counter MUXs XOHs (15)
mt2 + 2m = 49m + 16.
NORs Wires
4.3 Test/Diagnostic and Error-correcting
Circuit

Fig. 6 shows a design of the test/diagnostic
¢irenit for n = 3, where the storage cells
of TFF register is implemented using the ROM
output buffer {(B;=1,...,n} and the 'storage
cells of the MISR, the reciprocal LFSR and
the error register .are implemented by the
DFFs {bj, i=1,...,n). These registers use
the common XOR-gates where the selects of
the operands is done by the control signals
sy, s and sj of the block ™SXOR." (The
design of the SXOR and the selects of the
output function are shown in Fig. 7). The
symbols used in Fig. 6 are given as follows;
ROM: the cutput lines from the ROM array, X:
2x1 MUX, F/R: Select signal for MISR (Bold
lines) and the reciprocal LFSR  (dashed
lines}, LD; DFF resgister load enable, LB:
Buffer Load enable, NE: HNOR-gate evaluate
enable, SC: Stop-count signal, and  FB!
Feedback loop breaker.

ROY B v75|n T TFSR B ROM D LFSR

‘H’ L]

sy | NS es) (b} SXOR _:%
| I (a) 753
LEh‘sl (c) IDUTPUT
| OUTPUT |s1s2s3 OUTPUT |sjs9sy
| | ROMGO (0 Q@ O BeOl0 0 1
ii;? ROM@D|0 1 @ Bep|0 1 1
ROMGB [1 0 0 BeBl1 ¢ 1
OUTPUT
ROMGLFSR{1 1 0 BoLFSRI1 1 1

Fig. 7. SXOR: (a} Circuit, (b} Block Diagram
and {c) Select Functions

An estimated area in terms of the pumber
Ly of transistors required for the test,
diagnostic and error-correcting circuit is
given by

Ly = 1l4n + 4n + 2Z2n + {n+2} +
DFFs HUXs SXOR  NOR {16)

5n + 108 = 4é6n + 10V + 2,

Wires
where W is the pumber of internal feedback
taps, e.g., W=} for trinonial feedback poly-
nemial.,

4.4 Control Unit ‘
The functions of the control unit for the

test/diagnostic and error-correcting proce-
dures based on the circuits given in Fig. 5
and 6 are described on the register transfer

language level.

ROM RCM ROM
| |
Y Y Y
[_-_---'-"'-"“-.‘."-'Hh-‘-"" --------- 1
o= o 1r"""""""'T"**"' """" a
; etk d At Sl P :
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_ —_Ir /R F8 J
ot " -
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SXOR |33 $XOR L3 $XOR Es;
: NE -3 -3 53
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‘Hﬁjfl "ﬁ "i L
’ . 4
Ougtput § Qutput i Cutsut
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Fig. 6 Tesf?ﬁiagnmstic and Error-Corecting Circuit {n=3)



1. Load Initial states
1.1 load Sp into TFF reg
1.2 locad S™¢ 1nto D¥F reg.
2. Test Application

2.1 TM=1, clear counter, set up-count
2.2 latch test pattfern

4.1 B — ROHGB {implement TFF Reg)

2.4 P ~ ROMOLFSR {implement MISR)

2.5 if Full-Count({FC}=1 go to 3

else count (next test patterns)
and go to 2.2 {loop).
3. Error Dectection
3.1 select B®) and evaluate NOR-gate
1.2 if B=0 select Be@D and evaluate
NOR-gate else go to 4
3.3 if D=0 go to 6 (ROM fault-free)
else go to T (ROM inoperative}
4. Error Location
4.1 select downcount and set counter
4.2 select BeD and evaluate NOR-gate
4.3 if Stop-Count(SC)=1 {faulty address
located), go te 5 {error correcting};
if FC=1 go to 7 {ROM inoperaive);
else shift reciprocal LFSR, count
and go to 4.2 (loop}.
5, Error Correcting
5.1 operative status to sysiem and
Test-Mode {TK) =0
5.2 compare ROM input with error address
if ROM input matches DFF Reg. content
then correct errors by selecting
ROMGD else select ROMeO
§. Fault-Free; operative status to systen,
TM=0, and select ROMeO.
7. Inoperative status to system.

The control unit is a sequential circuit
(e.g., using counter and PLA). There are B8
input signals {ineluding system test-mode
and clock signals}, 18 output control
signals (including clock signals) and
approximately 20 jnternal states. An estim-
ated number Lj of transistors required for
the controller (with 50 transistors per
next-state logic functlons and outputs) is

given by _
Ly = 14 =5 + 50 x5 I
State storage Next-state loglc 1)
son1s 4+ 750 = 2,000
utputs Wires

4.5 The Percentage Area Overhead
an estimated area Lg of the original ROM 1s

given by

Lg = [2m+1.5]2m+[2m+1.5]n+14{n+m}+2{n+m}
Decoder ROH Buffers Inv (13)

(2m+u+l.5)28+16.50+16n.

An estimated area of the additional circulit

is given by

Ly = Ly+*LptL3tlhg = 49m+48n+10W+2014, {19)

{(see Sec. 4.1 and Eq (15), (1&) and {(i7)}.
For the case of ROMs with (m,n) = (9,60},

{10,20) and {13,40), the estimated per-
centage area overhead 1s 13%, 8%, and O0.B%,
respectively. (The number ¥ of internal
feedback taps 1is assumed to be ten}. The
proposed built-in self-diagnostic design 1is
more efficient as the size of the ROM 1in-
creases since the coriginal ROM area grows
exponentially with m, {18), whereas the
additional circuit grows linearly with m and

n, (19}.

. Fault Detection

The proposed technique detects all single
address errors and uses an n-bit signature
scheme. With the typical sizes of the

control ROMs, fault simulation can be per-
formed in an affordable amount time. I1f some
of the stuck-at faults at the inputs, bit-
lines, output-lines and the word-line stuck-
at 1 faults escaped, an additional word can
be stored in an unused address of the ROM
such that the fauits previously escaped are
detected [21], therefore, 100% fault cover-
age is easily attalnable. '

6. Conclusions

The switch-level fault analysis of the ROHs
showed that most of the single stuck-open/on
faults (on the order of 95% or greater} will
result in errors confined in the content of
a single address. The presented design of
huilt-in self-diagnostic ROMs based on X~
haustive testing and the signature scheme by
the Hamming codes over GF{2D) identifies
these errors and their corresponding
asddresses in the off-line test mode. In the
ROM normal operating mode these errors are
corrected as the content of the address 1s
read and, thus, the ROM wili continue to
perform 1its correct function despite the
presence of faults. The VL3I implementation
was presented where the estimated silicon
area overhead was shown be on the order of
15% or less for typical microcode ROM sizes.
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