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Services in the Internet

= Many important“services” that use the Internet:

Google amazon ebay 40 &ifosy
U v

3
®iTunes PayPal \\” ETELIX

= “Services” can be distinguished into two classes
e Services on end-systems (“‘content”)
— Distributed applications (e.g., browser accessing data from server)
— Applications that use the network to communicate
¢ Servicesinside the network (“network service”)

&, T--Mobile- -
— Connectivity between end-systems \../‘\’/ . (Ié(;:;‘ICGS‘t
— Caching/buffering of data for faster access atat (f* ’
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Service in the Internet

= Example: access web page
¢ One content provider, multiple network service providers

multiple
— | network service
provider

one content
provider

T - -Mobile- - -

server

= Networking requires common protocols for communication
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The Network Innovation Challenge

= Success of the Internet: hourglass architecture
» Single network layer protocol Layere:i p;otocol
stacl
* Diversity at otherlayers possible

Example protocols

= Single network layer protocol makes  spicaion ayer \ /

TLS/SSL SIP

change difficult \ /
Transport layer
e Everyone hasto agree
» Single protocolneeds to solve all problems ~ Netwerktaver ) (
= New technologies are being developed e / \
+ New communication paradigms brysical layer /OOOBASEI, RS232\
[802.11a/b/gin  SONET/SDH

* New networking protocols
* Thesis of my talk: “Innovation challenge in Internet is

not only technical problem, but also economic problem.”

* Focuson network services
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Outline

* |ntroduction

Challenges

¢ Problems with economics in current Internet
Economy plane for the Internet

¢ ChoiceNet project

e Competition and Innovation

GENI implementation of economy plane prototype
e Technologies

e Economics

= Conclusions
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Economic Deployment Problem: Multicast

= Example scenario:two hosts wantto download same content

* Duplicate bandwidth u;_/\/\

—

access provider transit provider access provider

= Multicast can make download more efficient

access provider transit provider

access provider
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Economic Deplovment Problem: Multicast

The PIM Architecture for
Wide-Area Multicast Routing m e Co n te nt

S 0

transit provider
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Economic Deployment Problem: Multicast

= Multicast needs network-wide support
e Addressing, routing, etc.
= Transit provider is crux of deploymentproblem
e Payment fromaccess providerbased on bandwidth used

e Multicast deploymentis highly unattractive:
— Increased complexity (need to manage routers with more functionality)
— Decreased revenue (less bandwidth used by its customers)

ol
S

access provider transit provider

&

access provider

Tilman Wolf 8




J\Vass Arphers
Economic Deployment Problem: Multicast

= “Money flow”: paymenthigherfor more bandwidth

access provider transit provider access provider

e Lesstraffic, less money

aaWciih
$W$M$‘

access provider transit provider

access provider
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Economic Deployment Problem: Multicast

= tle support
T .1 1P mut
Deployment Issues for the mu'tlcas
" IP Multicast Service and Architecture epl d slow commercitar;as seen
R basg 9eploymentin the Ingeme, -
y u '

slow deployment”

Iit provider access provider
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Charging Models in Internet

= Many differentcharging models for network services

e FCC 15-24 Open Intemet ruling e
— All traffic equal: no blocking, throttling, preference
¢ Misra: Routing Money, Not Packets (ACM CACM)

— Packets have different economic values
— Treating all packets equal does not align with reality
— “[Treating all packet as equal] has the potential to e

slow down innovation on the Internet, because the
implication is that any kind of application that requires
something more than best-effort service has a barrier
to entry placed by regulations.”

e Odlyzko: smart pricing (Smart Data Pricing, Wiley)
— Pricing network services may have pitfalls
= Qur project: technology to enable any charging mode
¢ No advocacy forone specific one
e General “economy plane”to make economic relationships explicit
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Economics in Today’s Internet

= End-users:
¢ Long-term contracts with
single provider
* No practical choice foruser
— Cannot easily switch providers
— Cannot chooseservices
¢ No control overpathin networl =
= Providers:
¢ Long-term peering

Blast Plus™! fast Internet + TV

........

agreements
e Limited control over network paths /

= Can we enable choice and competition? $49°%9/mo
e Control overtraffic along entire path

= Dynamic “Economy Plane”
e Multiple providers
¢ Short-term contracts with different providers

for & months
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Outline

Introduction

Challenges

¢ Problems with economics in current Internet
Economy plane for the Internet

¢ ChoiceNet project

e Competition and Innovation

GENI implementation of economy plane prototype
e Technologies

e Economics

Conclusions
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Principles for ChoiceNet

= Competitiondrivesinnovation
e Choices are exposed throughout
protocol stack
e Users (or theirapplications)
control choices
= “Encourage alternatives”

¢ Provide services with different
functionality, quality, and cost

= “Know what happened”
e Evaluate service experience
= “Vote with your wallet”

¢ Reward good services through
continued use

“Encourage

Innovation
Through
Choice

“‘Know What
Happened”

“Vote With
Your Wallet”
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Economy Plane

= Mainidea: apply economic principles to network
e Network services are offered and sold
* Contracts are established to buy service
e Market forces can shape developmentof network economy
= |n our case: create market-based competition
« Forcesincrease in quality of offerings
e Forces lower prices for customers
= Economy plane implements these principles
e Services are first-class objects in Economy Plane
¢ Contracts are mechanisms forinteraction in Economy Plane
e Marketplace is place where interactions take place

Tilman Wolf 16
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Concept 1: Services

Network services are “products”in the economy plane
¢ Everythingis a service
e Example services: bit pipe, payload processing (e.g.,VPN
termination), storage, caching, processing, content distribution, etc.
e Service may specify QoS parameters
Description importantfor interoperability
¢ Service offerings specify semantic and performance of service
= Services are offered in the marketplace
e Anyone can offerany service
e Services can be composed from other services
= Servicesimplementsearchfor / composition of services

e E.g., multiple pathlets to create end-to-end path
e List of choices provided as result

Tilman Wolf 17
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Concept 2: Contracts

= Contractis established between customer and provider
* Specifies service
e Specifies payment
= Paymentcan be anyform of “consideration”
e Money ormoney-equivalent
* Proof of eligibility for service (e.g., company employee)
e Coupon forfree access
= Enforcement of contract
e Access control for service: provider checks customer
» Verification of service: customer checks provider
= Trusted third party can act as intermediary
e E.g., marketplace

Tilman Wolf 18
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Concept 3: Marketplace

= Place for customers and providers to find each other

¢ Setof well-defined protocols
— Advertisement of services
— Transactions for service use
— Use of service
* Foundation for business relationships

= Marketplace provides trust
e Easierto trust one marketplace than many differentproviders
e Can act as trusted intermediary for contracts

= Multiple marketplaces may coexist(and compete)

Tilman Wolf 19
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ChoiceNet Architect
End- : Marketplace End-
system 1 system
Economy | | Service offerings Trust/ Contracts
plane Alternative selection || and instantiation reputation
Ea X
A T
§ e T \
s a—— [ —
g N Services ~_Introspection |y
- i ‘ Composed service offerings ‘ i 3 ‘ Contract verification ‘ 3
O | |Setup <> : : : & : : = >Setup
5 Protocol In-network Paths | || serice |i Measure-| |
(&) stacks services ] proofs ment | |
Use NO C/—— 3 ]
plane o AN // ! 3 3
§ X 11 ---------------- 1 Access control !
© e 7 sevice)
® !
o P
Alternatives /
for protocol /
stacks, paths, ‘
and in- —
network
services
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Vision: Movie Streaming Example

= Choicesfor movie streaming
¢ Technical choices:

— Different connections, transport,
caching, etc.

« Economic choices:

— Pay more or less for a particular
video experience

— Technical choices are packaged and sold as experiences
End-userinteractions with ChoiceNet
« Select, pay for, and expect a certain experience
= ChoiceNetinfrastructure
« Identify choices, compose suitable offering
e Distribute money among providers
e Verify performance

Tilman Wolf
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Movie Streaming Example

= User paysvideo service provider (e.g., Netflix)

Sy =TTt T e cecaa. . video service provider 1
Economy plane ° s
interaction
(money flow) |

S, Vvideo
Use plane *\studio
interaction ¢
(data flow)

client

video service provider 2

Tilman Wolf
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Movie Streaming Example

= Developerprovides cached video service

video cache developer

4
. 4
client

video service provider 2

Tilman Wolf
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Movie Streaming Example

= Developerprovides services withoutinfrastructure

wireless video developer @ PR
o’ video cache developer
S
S

s e video service provider 1
[—

video
studio

0

com-
X pression
service

V4

video transport developer @

video service provider 2
Tilman Wolf
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Summary of ChoiceNet Principles

Economic principles applied to network

= Economy plane

* Services

e Contracts

e Marketplaces

Entities can act as customer and providers

e More complex relationships can be created

Participation in network economy enables “small” providers to
contribute novel ideas

¢ |ncreases competition with established providers

e Leadsto sustainable innovation

Tilman Wolf 25

2

JMassA o1
Outline

= Introduction

Challenges

¢ Problems with economics in current Intermet

Economy plane for the Internet

¢ ChoiceNet project

¢ Competition and Innovation

GENI implementation of economy plane prototype
¢ Technologies

¢ Economics

Conclusions
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Technical Issues in Economy Plane

Network services
¢ How to define semantics of service?
¢ How to find services thatmeet application requirements?
Contracts
¢ How to do monetary transaction?
¢ How to enforce contracts?
— Provider enforcing access control
— Customer enforcing service quality
What happensto providers?
e Can providers still make profits?
Does competitionreally lead to innovation?
* Are providers incentivized to innovate?

Tilman Wolf 27
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Market Interactions

= Customerhas a preference for price and quality

Price

Quality

Tilman Wolf
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Market Interactions

= Market consists of many customers

Price
e

Quality

Tilman Wolf
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Market Interactions

= Providers do not know preferences a priori

Price
(®)]

Quality

Tilman Wolf
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Market Interactions

= Providers offers service in marketplace

Price
(®)]
P

Quality

Tilman Wolf 31
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Market Interactions

= Offer meets preference of some customers

Technical Problem:

How can we describe network
service (and its quality)?

Price

Quality

Tilman Wolf 32
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ChoiceNet Service Description

= Service specification based on two aspects:
¢ Requirements on input for correct operation
— Semantics of data going in
e Transformations performed by service
— Semantic changes
= Service “end-points” are special cases
¢ “Location(s)’ where data go in is requirement
e “Location(s)’where data come out is transformation
= Composition by “connecting end-points”
¢ Outputs of previous service need to match inputs of next service
¢ Using heuristics, inference, linearlogic approaches, etc.
e Only works if semantics of data and transformation are understood

Tilman Wolf 33
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ChoiceNet Service Description

= Necessary for advertisements and planning
« Need abstraction for dynamic composition ==+ """ ==
+ Need a common format for services
= Web Ontology Language (OWL)
as basis for services

+ Classes of service attributes
and relationships betweenthem

¢ Simple inference rules
= Scope of service semantics may va
¢ Globalontology difficult to maintain
e Providermay choose any ontology -
« Keyrequirementis to allow comparisons J—
[ resee ] \oem |
s o |

vvvvv

,,,,,,,

DL

Tilman Wolf
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Market Interactions

= Competing offer (same or differentprovider)

Technical Problem:

How can we select
among services
3 (and pay for selection)?
o
Quality
Tilman Wolf 35
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ChoiceNet Prototype

= GENI-based prototype implementation
¢ “UMass” prototype uses Software-Defined Networks (SDN)
¢ “UKy” prototype uses source-routing in IP
= SDN-based prototype focus of '
this talk
= Acknowledgements:
¢ Hussam Nasir, UKY
e Xinming Chen, UMass
e OnurAscigil, UKY
¢ Thiago Teixeira, UMass
¢ Charles Carpenter, UKY
¢ Abhishek Dwaraki, UMass
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SDN-Based Prototype on GENI

= SDN implements per-flow routing
= Forwarding Service
e SDN-enabled switches, accepting setup commands from Controller

= Path Service

e Controller
— Computes Intra-AS routes
— Sends advertisements to Path Broker

* Path Broker

— Computes Inter-AS routes
— Has a web front-end for payments

= ChoiceNet-enabled application

¢ Network traffic intercepted using neffilter
* Separate ChoiceNet app as interface betweenuserand pathbroker

Tilman Wolf
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SDN-Based ChoiceNet Operation

= Path Broker at core of interactions

N

| Path Broker
+
_| ChoiceNet App

Switch —
Host 1

10.10.1.1

Host 2 Switch
10.10.4.1

Switch: OpenvSwitch
Controller: pox

Data path Switch . i
¢ — — > Control path between controller and switch Bath Br?ker:i Pytdhon server,
4 — — = Control path between path broker and controller, host Jango Tront en

Tilman Wolf
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SDN-Based ChoiceNet Operation

= Controller detects paths and advertises them

Path0: 10Mbps, 0.1 ms, $0.04
Path1: 1Mbps, 0.1 ms, $0.03
Path2: 10Mbps, 10 ms, $0.04

~ ~
_-
" o
.
B E -
- P Con/roller
- /

Path Broker

Host 2 Switch Host 1
10.10.4.1 10.10.1.1

Switch

Tilman Wolf 39
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SDN-Based ChoiceNet Operation
= User/application starts a connection
¢ OSintercepts connection request
¢ ChoiceNet App request path from path broker
Request service
dsT/ip10.10.1.1
,/ Path Broker
|
_| ChoiceNet App
& : @Connectlon intercepted
Download o
http:/10.10.1.1:8080/sample.mp4
Host 2 Switch
10.10.4.1
Tilman Wolf 40
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SDN-Based ChoiceNet Operation

= Path brokercalculates Pareto-optimal paths
¢ Returns offers to ChoiceNet app

Calculate pareto optimal:
Path0: 10Mbps, 0.1 ms, $0.04
Path1: 1Mbps, 0.1 ms, $0.03
— PP§i2: 10Mbps, 10 ms, $0.04

Retum recipes -

Path0: 10Mbps, 0.1 ms, $0.04

Path1: 1Mbps, 0.1 ms, $0.03
/

Path Broker

!
1
[ choiceNet App

Host 2 Switch
10.10.4.1

Tilman Wolf
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SDN-Based ChoiceNet Operation

= User/application makes path selection
e Path brokerrequests payment

Select Path0 -
- — -

-
s 7

/Pay at http://...

/
!y

Iy Path Broker
'y
[7] choiceNet App

&)

Select Path0

Host 2 Switch
10.10.4.1

Tilman Wolf
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SDN-Based ChoiceNet Operation

= Paymentissued via Paypal website
¢ Afterreceiving payment, broker provisions path

Provision PathO

P PayPal - -

———— - ~

Payment received -

_- - Controller
~ Setup flow tables |

Path Broker

_‘ ChoiceNet App

Host 2 Switch Switch

10.10.4.1

Host 1
10.10.1.1

Switch

Tilman Wolf 43
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SDN-Based ChoiceNet Operation

= After provisioning, path brokerinforms App
¢ Transmission begins

- T -— E
7 m
. N C I
Provisioning done ontroller
1

Path Broker

+
[37] choiceNet App

|:| AL wwwwr o I -~~~ - I -~~~
...............

Switch

e — ) Switch
10.10.4.1

Host 1
10.10.1.1

Switch
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GENI Prototype

= Operation from perspective of end-user

®°e  wolf — wolf@h2: ~ — ssh — 80x24
wolf@h2:~$ wget http://10.10.1.1:8080/sample.mp4l]

Tilma 45
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GENTI Prototype

= Connectionrequestis intercepted

®°e > wolf — wolf@h2: ~ — ssh — 80x24

wolf@h2:~$ wget http://10.10.1.1:8080/sample.mpd
--2014-10-23 20:59:55-- http://10.10.1.1:8080/sample.mpd
Connecting to 10.10.1.1:8080... J
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GENI Prototype

= ChoiceNetinterface on end-system offers choices

®@ e
YS;;?:Zi‘wolf@h2:~s sudo /root/choicenet/geni/start_app.sh
Connectinrying to kill running ChoiceNet App...
kill: usage: kill [-s sigspec | -n signum | -sigspec] pid | jobspec ... or kill
-1 [sigspec]
kill: usage: kill [-s sigspec | -n signum | -sigspec] pid | jobspec ... or kill
-1 [sigspec]
Starting ChoiceNet App...
User login
Please enter username: customer@choicenet.info
Please enter password:
Connected to marketplace 192.122.236.101

Installing iptable rule for 10.0.0.0/8 port 8080,443...
Installed

Please switch to another terminal and send traffic.

Path choices will be shown here.

SYN Packet intercepted!

Forward recipe:

@. Bandwidth: 10.00 Mbps, Latency: ©.40 ms, Price: 0.18 dollars
1. Bandwidth: 1.00 Mbps, Latency: 0.40 ms, Price: 0.16 dollars
Enter selection:

Tilma
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GENI Prototype

= User chooses 1 Mbps paths, receives URL for payment

1©9®g0ne wolf — wolf@h2: ~ — ssh — 80x24

"°1f@:2: -1 [sigspec]
E;::;c;i Starting ChoiceNet App...
User login
Please enter username: customer@choicenet.info
Please enter password:
Connected to marketplace 192.122.236.101

Installing iptable rule for 10.0.0.0/8 port 8080,443...
Installed

Please switch to another terminal and send traffic.

Path choices will be shown here.

SYN Packet intercepted!

Forward recipe:

0. Bandwidth: 10.00 Mbps, Latency: ©.40 ms, Price: 0.18 dollars

1. Bandwidth: 1. Mbps, Latency: 0.40 ms, Price: ©.16 dollars
Enter selecti

Return recipe:
0. Bandwidth: 10.00 Mbps, Latency: 0.40 ms, Price: 0.18 dollars

1. Bandwidth: 1. bps, Latency: 0.40 ms, Price: 0.16 dollars
Enter selecti

Please pay for rvices in the following webpage before you use them:
http://192.122,236.101/new/client/paypal/payment/service/69/2/1414112420663/40/

Tilma
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GENI PrOtOt}]pe ‘0 ® < 192.122.236.101 v u] 0o »

= Redirectionto PayPal Check out

®cesse o

wolf@h2:_\ “rsiospec]

--2014-1 Starting ChoiceNet App...

Connecti User login e
Please enter username: custom
Please enter password:

Connected to marketplace 192, Link 10.10.1.1_2_10.10.4.1 3 minutes
Installing iptable rule for 1

Installed

Please switch to another term -

Path choices will be shown he ~

SYN Packet intercepted!

Forward recipe:

0. Bandwidth: 10.0@ Mbps, Lat Link 10.104.1_2_10.10.1.1 3 minutes
1. Bandwidth: 1.00 Mbps, Late

Enter selection: 1 Total: USD$0.320000000000

Return recipe:

0. Bandwidth: 10.00 Mbps, Lat

1. Bandwidth: 1.0 Mbps, Late o

Enter selection: 1 |- Rl | )

Please pay for the services i
;ttp://lgz.122.236.101/new/c1

_

J\[ace et
GENI * * < : | 2 2 0

marketplace@choicenet.info

2

. ®4 Choose a way to pay
.__.._‘_,__L! Your order summary
wolf@h2: _
--2014-1 .. escosive e Pay with my PayPal account PayPal &
Connecti S Cotacien 0% Log in 80 your sccourt 1o complets e pu
P Gty E£mas
P om total 032 customen@choicenet info
q Total $0.32 USO PayPal password
I
Il This is 8 private computer. Whats this?
Aogin |
: Forgot emad o password?
{
s
Fi Create a PayPal account
0 Acxs pary with your deb or credt cand
1 Cancel and return 10 maneicechocenatnfo,
E|l
R
0
1
E|
P
h

I Sn Foodtack §

User Agreement Provacy Policy
Tilman
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B ™ |
wolf@h2: _
--2014-1 .
Connecti

P

—
wolf@h2: _
--2014-1 o
Connecti U

P
ps
C

I
I

P
Pi
s
F
0
1
El

>
® < . o
marketplace@choicenet.info
Review your information
Your order summary
= PayPal &
P Pay Now |
Payment methods
G Change Now sccaptng preped oft cards
v o PayPal Balance
$0.32 UsD
Total $0.32 USO

marketplace@choicenet.info

You just made @ payment of

$0.32 USD

Priof recaipt

Paid to
marketplaco@chocenetinfo

PayPal ot card, cersficate, reward, or other discount Redesm
View PPl policies and your payment method rights.
Contact informationcustomer@chokcenet info

Py Now

Cancal snd return o manatiacefichocacet nfo.

Thanks for your order

PayPal &

 Customer, you just completed your payment.

Your transaction ID for this payment is: 1XS85100N2808003H
We'¥ send a confrmation email 1o customer@ichoicsnet.info.
Retun o marketoiace@choicenot info

Go to PayPal account overview
Add funds from your bank
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Check out

You have paid successfully. Please close the browser and follow the instructions in App.

1@ © &g
wolf@h2: _

--2014-1
Connecti

1

AV RS

U
P

21'S

GENI Prototype

= Successful payment

. ® wolf — wolf@h2: ~ — ssh — 80x24

wolf@h2:
--2014-1
Connecti

Tilman

Starting ChoiceNet App...

User login

Please enter username: customer@choicenet.info
Please enter password:

Connected to marketplace 192.,122.236.101

Installing iptable rule for 10.0.0.0/8 port 8080,443...
Installed

Please switch to another terminal and send traffic.

Path choices will be shown here.

SYN Packet intercepted!

Forward recipe:

0. Bandwidth: 10.00 Mbps, Latency: 0.40 ms, Price: 0.18 dollars

1. Bandwidth: 1.00 Mbps, Latency: ©.4@ ms, Price: 0.16 dollars

Enter selection: 1

Return recipe:

9. Bandwidth: 10.00 Mbps, Latency: 0.40 ms, Price: 0.18 dollars

1. Bandwidth: 1.00 Mbps, Latency: ©.40 ms, Price: ©.16 dollars

Enter selection: 1

Please pay for the services in the following webpage before you use them:
http://192.122.236.101/new/client/paypal/payment/service/69/2/1414112420663/40/
Payment successful. The transmission should start now.
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GENI Prototype

= Transmission starts
® ® > wolf — wolf@h2: ~ — ssh — 80x24

--2014-10-23 21:15:00-- (try:14) http://10.10.1.1:8080/sample.mp4d
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:16:13-- (try:15) http://10.10.1.1:8080/sample.mp4
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:17:26-- (try:16) http://10.10.1.1:8080/sample.mp4d
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:18:39-- (try:17) http://10.10.1.1:8080/sample.mp4d
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:19:52-- (try:18) http://10.10.1.1:8080/sample.mp4
Connecting to 10.10.1.1:8080... connected.

HTTP request sent, awaiting response... 200 0K

Length: 73516259 (7@M) [video/mp4]

Saving to: ‘sample.mp4’

4% [> ] 3,642,672 116K/s eta 9m 47s Ji

Tilma 55

GENTI Prototype
= Throughputis roughly 1 Mbps

® 00 > wolf — wolf@h2: ~ — ssh — 80x24

--2014-10-23 21:15:00-- (try:14) http://10.10.1.1:8080/sample.mp4d
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:16:13-- (try:15) http://10.10.1.1:8080/sample.mp4
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:17:26-- (try:16) http://10.10.1.1:8080/sample.mp4
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:18:39-- (try:17) http://10.10.1.1:8080/sample.mp4d
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:19:52-- (try:18) http://10.10.1.1:8080/sample.mp4d
Connecting to 10.10.1.1:8080... connected.

HTTP request sent, awaiting response... 200 0K

Length: 73516259 (7@M) [video/mp4]

Saving to: ‘sample.mp4’

] 3,642,67¢




MassAmbers
GENI Prototype

= Userrepeats exactly same command

. ® 7 wolf — wolf@h2: ~ — ssh — 80x24

wolf@h2:~$ wget http://10.10.1.1:8080/sample.mpd
--2014-10-23 21:24:39-- http://10.10.1.1:8080/sample.mpd
Connecting to 10.10.1.1:8080... J

Tilma
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= User chooses 10 Mbps path

1©9®gne - wolf — wolf@h2: ~ — ssh — 80x24

"°1f@:2: SYN Packet intercepted!
E;::;C;} Forward recipe:
9. Bandwidth: 10.00 Mbps, Latency: 0.40 ms, Price: 0.18 dollars
1. Bandwidth: 1.00 Mbps, Latency: ©.4@ ms, Price: 0.16 dollars
Enter selection: 1
Return recipe:
0. Bandwidth: 10.00 Mbps, Latency: ©.40 ms, Price: 0.18 dollars
1. Bandwidth: 1.00 Mbps, Latency: ©.4@ ms, Price: 0.16 dollars
Enter selection: 1
Please pay for the services in the following webpage before you use them:
http://192.122.236.101/new/client/paypal/payment/service/69/2/1414112420663/40/
Payment successful. The transmission should start now.
SYN Packet intercepted!
Forward recipe:
0. Bandwidth: 10.00 Mbps, Latency: ©.40 ms, Price: 0.18 dollars

1. Bandwidth: 1.0@ Mbps, Latency: ©.4@ ms, Price: ©.16 dollars
Enter selectiq

Return recipe:
0. Bandwidth: 10.00 Mbps, Latency: 0.40 ms, Price: 0.18 dollars

1. Bandwidth: 1.00 Mbps, Latency: ©0.4@ ms, Price: 0.16 dollars
Enter selectiq

Please pay for €rvices in the following webpage before you use them:
http://192.122,236.101/new/client/paypal/payment/service/69/2/1414113902560/40/
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marketplace@choicenet.info

| ® oy Review your information
wolf@eh2: o Your order summary
--2014-1 Descriptions Amount PayPal &
Connecti ° Sors Colien % Pay Now |
1 oy
E o Y Payment methods ./ Crange (5) Now accenting prepaid oift carnds
R Ttom total .36 PayPal Batance $0.36 USO
0 Total $0.36 USO
1 PayPal gt card, cortiicate, reward, o 0her Siscount Radees
El View PayPal polcies and your payment method rights.
P
hi Contact Information
Pi customer@cholosnet info
sl
F
Pay Now|
[
1
El Cancal and return % manatplsceBchocengt nfo
R

JMass
GENI Prototype
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= User pays more for the higher-quality connection

. ® wolf — wolf@h2: ~ — ssh — 80x24

wolf@h2:
--2014-1
Connecti

Tilman

Forward recipe:

0. Bandwidth: 10.00 Mbps, Latency: 0.40 ms, Price: 0.18 dollars

1. Bandwidth: 1.00 Mbps, Latency: 0.4@ ms, Price: 0.16 dollars

Enter selection: 1

Return recipe:

9. Bandwidth: 10.00 Mbps, Latency: ©.40 ms, Price: 0.18 dollars

1. Bandwidth: 1.00 Mbps, Latency: ©.49 ms, Price: 0.16 dollars

Enter selection: 1

Please pay for the services in the following webpage before you use them:
http://192.122.236.101/new/client/paypal/payment/service/69/2/1414112420663/40/
Payment successful. The transmission should start now.

SYN Packet intercepted!

Forward recipe:

0. Bandwidth: 10.00 Mbps, Latency: 0.40 ms, Price: 0.18 dollars

1. Bandwidth: 1.00 Mbps, Latency: ©.4@ ms, Price: 0.16 dollars

Enter selection: @

Return recipe:

9. Bandwidth: 10.00 Mbps, Latency: 0.40 ms, Price: 0.18 dollars

1. Bandwidth: 1.00 Mbps, Latency: ©.40 ms, Price: ©.16 dollars

Enter selection: @

Please pay for the services in the following webpage before you use them:
http://192.122.236.101/new/client/paypal/payment/service/69/2/1414113902560/40/
Payment successful. The transmission should start now.
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GENI Prototype

* Throughputis roughly 10 Mbps

. ® wolf — wolf@h2: ~ — ssh — 80x24

--2014-10-23 21:38:32-- (try:13) http://10.10.1.1:8080/sample.mp4
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:39:45-- (try:14) http://10.10.1.1:8080/sample.mp4d
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:40:58-- (try:15) http://10.10.1.1:8080/sample.mp4
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:42:11-- (try:16) http://10.10.1.1:8080/sample.mp4d
Connecting to 10.10.1.1:8080... failed: Connection timed out.
Retrying.

--2014-10-23 21:43:24-- (try:17) http://10.10.1.1:8080/sample.mp4
Connecting to 10.10.1.1:8080... connected.

HTTP request sent, awaiting response... 200 0K

Length: 73516259 (7@M) [video/mp4]

Saving to: ‘sample.mp4.1’'

=========== ] 23,193,80

JMass 513
GENI Prototype Summary

= Directrelationship between network service and payment
e Higherperformance requires higher payment
¢ Real payment system (PayPal)used
» Limitations
e Current services are only end-to-end paths
— More complex services could be constructed
— ChoiceNet allows processing and storage services
¢ No verification mechanism if service was good
— External measurement to provide “insurance”

¢ No escrowformoney
— No recourse for customer

= Prototype demonstrates feasibility of ChoiceNet

Tilman Wolf 62
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Market Interactions

= Competing offer (same or differentprovider)

//f area where both

® offers meet
L preferences

J

Price

Quality

Tilman Wolf
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Market Interactions

» Red offer strictly worse than yellow

Price

Quality

Tilman Wolf
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Market Interactions

= Red offer strictly better than yellow

Price

Quality

Tilman Wolf
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Market Interactions

» Red offer strictly better than yellow
* Butmay notbe feasible due to cost

implementation
cost of service

]

-]
_3 o © ©*
)
*
Quality
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Market Interactions

= Offers will be along cost constraints

()
] e *
5 o X
© %
®
| Quality
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Market Interactions

= Offered summarized in Pareto front

|
© ®

©

Price
©
I\

Quality
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Market Interactions

= Offered summarized in Pareto front

Technical Problem:

How can we determine
Pareto frontin practice?

Price

Quality

Tilman Wolf 69
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Multi-Criteria Path Finding

= Multiple criteria for each

link or path

- Bandwidth
¢ Delay

e Cost

¢ Reliability

* Etc.

= Many existing algorithms
weigh criteria a priori

¢ Does not work if customers
preferences are unknown

Path list at node F:

. . ) ) pi=(AB,DF): 512,12, 8
= A posteriori weighting P2 =(A,CE,F): 1024, 10, 9 Pareto-
requiresfinding ofall paths | ,AEEEE 1 ¢ [omn
. - i =(A,B,E,D,F): 1024, 20, 11 Not Pareto-
Only P_all’eto opt_lmal setof P;as (=(A,B,C,E,I)=): 1024, 14, 12 o;;imal and
pathsis interesting pr =(A,B,C,E,D,F):1024, 20,17| | discarded.
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Multi-Criteria Path Finding

= ParetoBFS algorithm
e Breadth-first search
¢ Pruning of non-optimal eartial paths on each node
10 ; T T

. 102
= Pruning reduces ——BFs
exponentialgrowth | - i 10
in complexity 2 g
+ Still maintains all 8l g
path necessary £ 3 .l
to find complete s | %‘0
Pareto-optimalset 3" £,
. £ a5
= Algorithmcan scale 2 | €
to very large networks o M
0T 0 0 0 a0 10y 10 15 20
Number of nodes Number of nodes
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Multi-Criteria Path Finding

* Running time and number of resulting choices
e 2 criteria and 3 parallel edges perlink
T 26

7 : : : : .
—f— generated topology @ o4 —><— generated topology
6 Rocketfuel topology 1 % =— Rocketfuel topology
g Sz
£5 / 1 © 5
3 / £ 2 — o)
2 / 3 & /
Ed y &1 G o
13} N\
=, / 516 T o
F o -
g / 514}
c2 o = i
& S 12
E I
1 { S_ 1
D Z 10},
0B : : : : 8 . : : : '
0 2000 4000 6000 8000 10000 12000 0 2000 4000 6000 8000 10000 12000
Number of nodes Number of nodes

= Algorithmyields manageable number of choices
¢ Running time and choices can be reduced by sampling

Tilman Wolf 72
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Market Interactions

= Customerschoose offer “close” to preference

Price

N

customers may have
to choose offer not

matching preferences )

Quality
Tilman Wolf 73
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Simulations

= \We want to track market overtime

= Agent-based simulation

e |terative process
— Provider places offer in market
— Costumers choose one offer (or none)
— Providers find out what offer was purchased
— Providers update their offer
¢ Metrics
— Price
- Quality
— Profits

Tilman Wolf
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Provider Strategies: Monopoly

= Providercan increase price / lower quality
e Customers have no choice otherthan to drop out

Price

Quality

Tilman Wolf
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Simulation Results: Monopoly

= Monopoly enables exploitation of customers
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= + +
S L o P O + + . -
& + i + +
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+ + s
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[} ¥ i +
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¥ + - + +
1 + + +
)
)
=
o
=
a
Time
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Provider Strategies

= Duopoly

e Second provider can compete on price or quality
= Competition

¢ Providermay have multiple offers in market
= What do we expect?

e Multiple, competing offers close to cost

* Profits drop due to “race to the bottom”

Tilman Wolf 77
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Simulation Results: Duopoly

= Duopolyleadsto reduced profits

Quality

Price

Provider 1 s
Race to the bottom Provider 2 mmm—

Profits

Time
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Provider Strategies

= Innovation enables new offers, profits

©
© innovation
()
2 © ©* reduces costs /
o e © improves quality
©
©
Quality
Tilman Wolf 79
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Provider Strategies

= Providercan improve cost and/or quality

® Same price,
® higher quality
g @ ©
o
© Lower price,
® higher quality
Same quality,
— lowerprice |}

Quality

Tilman Wolf
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Simulation Results: Oligopoly

= |nnovation gives Provider4 more profits

9 ¢ + +0X X A+ +
+
+ aags P VL SV alalatits 5
+
z " < XF +axFELXEX ] B B DIE ik I
® | x+XFHEX X+ AXXF "
= i + + FxtX ¥IHT S
o % % s x+ + + PO
300 X i + ;
XXXX+ XX ++XXX++X 3 oF e -
- - W .
+ -+ R X Innovation occurs
[ X
g x¢x+++§++x+++xx+ 4X¥,+x+x X
o z i
xEX4+ XX XXX . +5+ ERXEE XK 40X OKX @My +
X ¥ s + xx¥i X FHiepxe L X*¥1—§ X+ g F++ N X+
3 Pt
Race to the bottom
" Provider 1 mmmmm Provider 3
e Provider 2 M Provider 4
£
i LI L
- -l --------- 2ln Ball s RS8Nl .-.’
Time
Tilman Wolf 81
JMassAmbhets
E ic Model

= We have also studied economics more formally
¢ Game theory model of competition among providers
* Price and quality considered Service Providers
« Extensions consider
contractduration, etc.
= Results show stability,
developmentofprices,
effects of competition Network Providers

= Applied economic modelsto
specific scenarios
¢ Delay-tolerant servicesin
rural Colombia
« Models assess profitability of Demand Markets
providers
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ChoiceNet Economics Summary

= Competition is good for consumers
e Lowercost
e Higherquality
e More offerings close to preference
* Providers need to work harder
* Profits go to innovative providers
< Dynamics require adaptation of offers
* Real world much more complex
¢ Re-sale of services, changing preferences, etc.
¢ Need additional simulations

Tilman Wolf 83
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Conclusions

= Economic concerns critical for new Internet architectures
¢ Technologies need to enable economic interactions
= Baseline fairness is important for access
e Competitionandinnovation can still take place in private IP networks
= Economy plane canenable markets for network services
¢ Competitionleadsto innovation
¢ Dynamic contractsat any time scale
= ChoiceNet projectis developing economy plane
e Users can choose from competing services
¢ Network services, contracts, marketplaces
e Enablingtechnologiesforeconomyplane
= Ourresults show that economy plane is feasible
¢ Prototype systemon GENI
e Economic simulations show rewards for innovative providers
= When developing new technology, do not forget economics!
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Papers for More Information

= Architecture:

¢ Timan Wolf, James Griffioen, Kenneth L. Calvert, Rudra Dutta, George N. Rouskas, llia Baldine, and Anna
Nagurney. ChoiceNet: toward an econom lane for the Internet. ACM SIGCOMM Computer Communication
Review,  44(3):58-65, July 2014.

= Path finding:
e Xinming Chen, Hao Cai, and Timan Wolf. Multi-Criteria__Routing _in Networks with Path Choices. In Proc. of
23rd IEEE International ~ Conference on Nefwork Protocols (ICNP), San Francisco, CA, November 2015.
= Access control:
e Hao Cai, Xinming Chen, and Timan Wolf. OrthCredential: A new network capability design for high-
performance _access control. In Proc. of 22nd |EEE International ~ Conference on Network Protocols (ICNP),
Raleigh, NC, October 4.
= Prototype:

e Xinming Chen, Timan Wolf, Jim Griffioen, Onur Ascigi, Rudra Dutta, George Rouskas, Shireesh Bhat, llya
Baldin, and Ken Calvert. Design of a protocol to enable economic__transactions for network services. In Proc. of
IEEE International Conference on Communications (ICC), pages 5354-5359, London, UK, June 2015.
= Economic models:

= Anna Nagurney, Dong Li, Timan Wolf, and Sara Saberi. A network economic game theory model of a service-

oriented _internet _with choices and quality competition. NETNOMICS: Economic Research and Electronic
NetworF/ng, 14(1-2):1-25, November 2?;13.

Luis Marentes, Timan Wolf, Anna Nagurney, Yezid Donoso, and Harold Castro. QOvercoming economic
challenges _ of internet operators in low income regions through a delay tolerant architecture with mechanic
backhauls. NETNﬁMIé: Economic Research and Electronic Networking, 15(3):183-213, November 20714.
- Andres Marentes, Thiago Teixeira, and Timan Wolf. Exploring economic dynamics in an Internet with service
choices. In Proc. of IEEE International Conference on Communications ZIE(%), London, UK, June 2015.
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Thank you!

Tilman Wolf
wolf@umass.edu

hitp://www.ecs.umass.edu/ece/wolf/

Tilman Wolf 86




