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SYSTEMS FOR SECURE COLLABORATIVE ANALYTICS

MPC query
DIrOCESSOrS

Conclave

Shrinkwrap

SMCQL
Q SAQE

Senate

Minimize the secure part of
the computation or relax the
security guarantees (or both)



SYSTEMS FOR RELATIONAL MPC

Some systems relax the full MPC HYbI"ICI execution requires that data
secy r|t>/ guarantees tO Speed up queries OWNErS part|C| pate In the co ﬂputa‘uon
Information Trusted Query Optimization e e os
Framework Leakage Party Execution Objective Optimization Conditions
Controlled . Minimize the use of 1. Data owners partl.c1pate‘ In computatlpn
Conclave (Hybrid tors) Yes Hybrid tati 2. Data owners provide privacy annotations
ybri@ Operators secure computation 3. There exists a (fourth) trusted party
o~y e e e 1 . Minimize the use of 1. Data owners participate in computation
L - 5 secure computation 2. Data owners provide privacy annotations
Senate further Opt| MIZES P lans inside MPC Calibrate naddine of 1. Data owners participate in computation
- _th _t : f _t | | b | : interme diI; te res1g11ts 2. Data owners provide privacy annotations
WITNOUT INTormation I1€d <age >/ cve rag ng and intermediate result sensitivities
information about data ownership Choose sampling rate | - D% OWners particpate in computation
. : provide privacy annotations
— e, for approximate answers )
and privacy budget
Reduce ioint fati 1. Data owners participate in computation
Senate No No Hybrid cOULE JOmt COmpUtativn 2. Input or intermediate relations are owned
to subsets of parties : :
by subsets of the computing parties
SDB Yes N Hvbrid Reduce data encryption 1. Data owner participates in computation
(operator dependent) 0 ybrl and decryption costs 2. Data owner provides privacy annotations
End-to-end Reduce MPC costs
Secrecy No No under MPC | None

Various optimizations are applicable under certain conditions
(e.g. data are annotated as sensitive or non-sensitive)



OPTIMIZING RELATIONAL QUERIES UNDER MPC

Can we improve MPC query performance when all data are
sensitive and data owners may not have the private resources to
barticipate in the computation?

...and do so with no information leakage and without relying on
trusted execution environments?



MPC SETTING OVERVIEW

s .
@) Sccure computation

-\

Computing
Party 2

oooooooooooooooooooooooooooooo

1 ->Q_earnea

...... » open query result

—ach party receives two shares of each input dataset
(replicated secret-sharing?)

1 T. Araki, J. Furukawa, Y. Lindell, A. Nof, and K. Ohara. High-Throughput Semi-Honest Secure Three-Party Computation with an Honest Majority. CCS, 2016. 6



THREAT MODEL AND GUARANTEES

Semi-honest model

- Parties do not deviate from the protocol (“honest but curious”)

- Adversary has complete control over the network and can also compromise
one computing party (but cannot alter its execution)

Security suarantees

- Untrusted parties do not learn anything about:
- The actual data (input, output, iIntermediate) and their sizes

- [he data access patterns during guery execution



SECRECY DESIGN PRINCIPLES

Decoupling data owners
from computing parties

® No assumptions about data ownership

® All optimizations are applicable even if
none of the data owners participates in
the computation

No reliance on trusted
execution environments

® Do not rely on hardware enclaves, honest
brokers or secure co-processors

® Do not rely on (semi-)trusted parties

Information
leakage

Role of data
owhners

Oblivious
operators

General and composable operators

® No assumptions about the data schema

® Operators can be combined to construct arbitrary end-to-
end oblivious queries

No information leakage

® Hide all access patterns and the size
of intermediate data

® All optimizations retain the full MPC
security guarantees

End-to-end MPC execution

® Execute all operators under MPC

® Do not require data owners to annotate
attributes as sensitive or not sensitive



MPC COSTS



MPC COSTS

Operation cost

- The number of MPC operations required

- An operation |
among compus

ncludes local computation plus a number of messages exchanged

INg parties
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MPC COSTS

Operation cost

- The number of MPC operations required

- An operation includes local computation plus a number of messages exchanged
among computing parties

Synchronization cost

- The number of communication rounds among computing parties

- kEach communication round Is a barrier in the distributed execution

11



MPC COSTS

Operation cost

- The number of MPC operations required

- An operation includes local computation plus a number of messages exchanged
among computing parties

Synchronization cost

- The number of communication rounds among computing parties

- kEach communication round Is a barrier in the distributed execution

Composition cost

- The extra cost of composing oblivious operators under MPC

- Measured In number of MPC operations and communication rounds
12



EXAMPLE: OPERATION COST

I he operation cost
s |[RI X |[S]| =15
oblivious equalities

R

S

....................................................

....................................................

....................................................

|R|,|S|: cardinalities of the input relations

- JOiﬂ bit

(secret-shared)
[0, < R,.a = S;.b]

[0, < R,.a=S,.b]



(secret-shared)

EXAMPLE: SYNCHRONIZATION COST T — Join bit

[0, <—R1.a;Sl.b]

[0, — R,.a=S,.b]

......... All 15 oblivious equalities are iIndependent and can be
R performed in [log £| rounds via message batching

Fach oblivious
equality requires
[log £ rounds
(due to boolean
sharing)

....................................................

...............................................................................................................

The synchronization cost \ N ............... ................ ................ _______________
of the join is [log ] /v AN

(Independent of the
input cardinality)

...............................................................................................................

1 1 1 1 1 '
1 1 1 1 1 ]
' ' ' ' 1 1 1 1 1 ]
' ' ' ' 1 1 1 1 1 '
' ' ' ' 1 1 1 1 1 ]
' ' ' ' 1 1 1 1 1 ]
' ' ' ' 1 1 1 1 1 '
' ' ' ' 1 1 1 1 1 ]
' ' ' ' 1 1 1 1 1 ]

' ' ' L o gt e g iy R
' ' ' ' l [ 1 1 1 ]
' ' ' ' 1 1 1 1 1 ]
' ' ' ' 1 1 1 1 1 '
' ' ' ' 1 1 1 1 1 ]
' ' ' ' 1 1 1 1 1 ]
' ' ' ' 1 1 1 1 1 '
' ' ' ' 1 1 1 1 1 ]
1 1 1 1 1 ]
1 1 1 1 1 '

...............................................................................................................

...............................................................................................................

¢ the length of attributes a and b in number of bits - 14



EMMPLE CUMPOSITION COST The extra cost of composition Is the

cost of evaluating e. under MPC

%

1
[[¢1 (le)]]
[[¢1(R)]]

D19, 6 e.=P AP, N0

[Le (R Slj)]]
[Le.(Ros S j)]]

...................................

......................................

n this example, the

| | composition requires 30
Selection bits >[><]—> boolean ANDs all of which
(secret-shared) , can be evaluated in 2 rounds
2
__________________________________________________ [[(Si 1]
5
[[h5(S, )] [[e(Rogo S]]

Join brt
(secret-shared) 15




MPC Query Optimizations



OPTIMIZATIONS RATIONALE

Secrecy aims to reduce one or more of the three MPC costs:
. Operation cost
2. Synchronization cost

3. Composition cost

17



OPTIMIZATIONS RATIONALE

Secrecy aims to reduce one or more of the three MPC costs:
. Operation cost
2. Synchronization cost

3. Composition cost

We Introduce three different types of optimizations:
|, Logical transformation rules
2. Physical optimizations

3. Secret-sharing optimizations

18



LOGICAL TRANSFORMATION RULES

T SELECT R.1d
OR zip="02446' FROM R. S
4
T WHERE R.1d = S.i1d
XR.id=S.id AND R.zip='02446"

N\

R S



LOGICAL TRANSFORMATION RULES

T SELECT R.1id
PR .a=s.id FROM R, S
/ \ WHERE R.id = S.id
AND R.z1p='024406"'
OR zip="02446' #+b
0 Pushing the selection down reduces the size of

intermediate data and improves performance



PLAINTEXT OPTIMIZATIONS ARE NOT ALWAYS EFFECTIVE UNDER MPC

T

OR zip="02446'

& Mre T & Mre

XIR id=S.id

X}IR.id=S.id / \
/ \ OR. zip='02446'
R S

R

Pushing the selection before the JOIN does not improve JOIN's performance under MPC

(since the oblivious selection does not remove any tuples from R)




OPERATOR REORDERING STILL MAKES SENSE UNDER MPC

T

5R.id

|

XIR id=S.id

0

& v

Sk L.

L CT

FROM R, 5

WHERE R.1d = S.1d

DI

ST

INCT R.1d

22



OPERATOR REORDERING STILL MAKES SENSE UNDER MPC

T & M

5R.id

|

XIR id=S.id

0

O(n*log? n) operations / messages

O(log”n) rounds  O(n?) space

Sk L.

L CT

FROM R, 5

WHERE R.1d = S.1d

DI

ST

INCT R.1d

[ RI=15]=n

23



OPERATOR REORDERING STILL MAKES SENSE UNDER MPC

T & M

5R.id

|

XIR id=S.id

0

O(n*log? n) operations / messages

O(log”n) rounds  O(n?) space

Y
-

O(n?) operations / messages

~ 4 X fewer rounds O(n) space



OPERATOR REORDERING STILL MAKES SENSE UNDER MPC
T S mpe T S mpe

O(log® n) X fewer operations / messages

5R.id [X]R.id=S.id
T ( ~ 100 X improvement for n = 1000) / \
XIR.id=S.id OR id 05 id
R S R S
O(n*log? n) operations / messages O(n?) operations / messages

O(log”n) rounds  O(n?) space ~ 4 X fewer rounds O(n) space



LOGICAL TRANSFORMATION RULES IN SECRECY

T

. 8w
T

Blocking Join
Operator ' / \
Join Blocking Blocking
Operator Operator

7SN

Blocking operators: GROUP-BY, ORD:

I

LR-BY, DISTINCT

(all based on oblivious sorting)

- Push blocking operators down to the input

9}% ' ' ' '
Blocking operators materialize and sort their
input — the earlier we apply them the better

- Push joins up to the root

* Joins produce outputs larger than their
inputs — the later we apply them the better



EXAMPLE: OPERATOR DECOMPOSITION

T & M

YR.q COUNT (*)

T SELECT R.a, COUNT (*)
FROM R, S

XIR id=S.id

WHERE R.1d = S.1d
/ \ GROUP-BY R.a
R S




EXAMPLE: OPERATOR DECOMPOSITION

T & M

,xyR.a COUNT (™)
T SELECT R.a, COUNT (*)
. FROM R, S
R.id=S.id

T

WHERE R.1d = S.i1id
/ \ GROUP-BY R.a

Pushing GROUP-BY down does not
produce a semantically equivalent plan



EXAMPLE: OPERATOR DECOMPOSITION

T & M

,/yR.a COUNT (™)

T SELECT R.a, COUNT (*)
FROM R, S

:“ [X]R id=S.id
WHERE R.1d = S.i1d
/ \ GROUP-BY R.a

We can instead decompose the aggregation in two
barts and push the first (and most expensive one) down

Pushing GROUP-BY down does not
produce a semantically equivalent plan



EXAMPLE: OPERATOR DECOMPOSITION

T & M T 8 mpe

YR.a COUNT (*) YR 4 SUM (cnt)

| I

[X]R.id:S.id [XR id=5.1d 3ggregation

2 N

Pushing GROUP-BY down does not cnt is the number of times each id in R matched
produce a semantically equivalent plan with an 1d in S during the SEMI-JOIN




EXAMPLE: OPERATOR DECOMPOSITION

T & M

YR.q COUNT (*)

|

XIR id=S.id

0

O(n*log? n) operations / messages

O(n?) rounds O(n®) space

T 8 mpe

YR.q SUM (cnt)

T + partial

X Rid=5.id aggregation

7N

O(n?) operations / messages

O(n) rounds O(n) space



PHYSICAL OPTIMIZATIONS IN SECRECY

-

\_

Computing Party A

|

.

& v

&

-

Computing Party B

\_ J

Computing Party C

1 1.

~

q

Message Batching

Operator Fusion

32



EXAMPLE: OPERATOR FUSION
& vre 8 e

5R.id
OR.id OR.id=c
R R
Applying DISTINCT to a base Applying DISTINCT to the output of

relation requires O(log* n) rounds another operator requires Q(n) rounds



EXAMPLE: OPERATOR FUSION

DISTINCT

-----------------------------------------------------------------------

.......................................

.......................................

-----------------------------------------------------------------------

34



EXAMPLE: OPERATOR FUSION

.......................................

.......................................

sort on id

DISTINCT

-----------------------------------------------------------------------

........................................

O(n log” n) operations
and 0(1()g2 n) rounds

-----------------------------------------------------------------------

35



EXAMPLE: OPERATOR FUSION

-----------------------------------------------------------------------

.......................................

.......................................

.......................................

sort on id

........................................

.......................................

DISTINCT

compare ids of
adjacent rows

O(n log” n) operations
and 0(1()g2 n) rounds

-----------------------------------------------------------------------

O(n) operations
and O(1) rounds

All adjacent equality comparisons in the second phase of
DISTINCT are independent and can be performed in bulk

36



EXAMPLE: OPERATOR FUSION

-----------------------------------------------------------------------

.......................................

.......................................

.......................................

sort on id

........................................

.......................................

DISTINCT

compare ids of
adjacent rows

O(n log” n) operations
and 0(1()g2 n) rounds

-----------------------------------------------------------------------

O(n) operations
and O(1) rounds

All adjacent equality comparisons in the second phase of
DISTINCT are independent and can be performed in bulk
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EXAMPLE: OPERATOR FUSION

-----------------------------------------------------------------------

.......................................

.......................................

.......................................

sort on id

........................................

.......................................

DISTINCT

compare ids of
adjacent rows

O(n log” n) operations
and 0(1()g2 n) rounds

-----------------------------------------------------------------------

O(n) operations
and O(1) rounds

All adjacent equality comparisons in the second phase of
DISTINCT are independent and can be performed in bulk
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EXAMPLE: OPERATOR FUSION

-----------------------------------------------------------------------

.......................................

.......................................

.......................................

sort on id

........................................

.......................................

DISTINCT

compare ids of
adjacent rows

O(n log” n) operations
and 0(1()g2 n) rounds

-----------------------------------------------------------------------

O(n) operations
and O(1) rounds

All adjacent equality comparisons in the second phase of
DISTINCT are independent and can be performed in bulk

39



EXAMPLE: OPERATOR FUSION

DISTINCT
id ¢ id ¢
1 0 1 1
7 1 1 0
R | 1 > | 1
""" 1 1 . Sort on id 31 compare ids of
______________________________________________________ . Selected” rows
3 a1 7 1
O(n log” n) operations O(n) operations
: and O(log? n) rounds and O(n) rounds

-----------------------------------------------------------------------

Equality checks in the second phase of DISTINCT must
remember previously ‘selected’ rows with the same id and 6 = 1

40



EXAMPLE: OPERATOR FUSION

DISTINCT
id ¢ id ¢
1 0 1 0
7 1 1 1
R | 1 > | 1
----- 1 1 E SOort on ¢, ld 31 COmPGI’ c ldS Of
- - ... ad. selected’ rows
3 s 1 : ra s 1
O(n log” n) operations O(n) operations
: and O(log” n) rounds and O(1) rounds

-----------------------------------------------------------------------

laking @ into account in the the two phases of DISTINCT allows setting
0 in bulk and reduces the overall composition cost in number of rounds

41



SECRET-SHARING OPTIMIZATIONS IN SECRECY
S mpe

patient id diagnosis code #visits SELECT COUNT (Vl S l ts )
(boolean) (boolean) (arithmetic) , ,
FROM Dlagnosis
WHERE diagnosils code=cdlag

....................................................................................................................................................

"Count the total number
| i i of visits for all patients with
e diagnosis code cdiag”

....................................................................................................................................................

Dual Sharing



SECRET-SHARING OPTIMIZATIONS IN SECRECY

& M

patient id diagnosis code #visits
(boolean) (boolean) (arithmetic)

...................................................................................................................................................................

...................................................................................................................................................................

...................................................................................................................................................................

Dual Sharing

FROM Dlagnosis
WHERE diagnosis code=cdiag

"Count the
of visits for al

total numbe

SELECT COUNT (visits)

|~

patients wit
diagnosis code cdiag’

h

Secrecy constructs boolean and arithmetic

shares of the selection bit @ to speedup
visits under MPC

(boolean-to-arithmetic single-bit conversion requires two rounds)

multiplication with

43



SECRET-SHARING OPTIMIZATIONS IN SECRECY
S mpe

patient id diagnosis code  last visit SELECT DISTINCT patlent_ld

(boolean) (boolean) (boolean)

....................................................................................................................................................

....................................................................................................................................................

1ON

____________________________ .................. |0 days after t

Proactive Sharing

nelr

FROM Diagnosis as d, Medication as m
WHERE m.date - d.last visit > 10 days

"Find all patients who have been
prescribed medication |

n Mmore than
ast visit”

L4



SECRET-SHARING OPTIMIZATIONS IN SECRECY

& v

patient id diagnosis code last visit+l0
(boolean) (boolean) (boolean)

....................................................................................................................................................

....................................................................................................................................................

....................................................................................................................................................

Proactive Sharing

SELECT DISTINCT patient 1id
FROM Diagnosis as d, Medication as m
WHERE m.date - d.last visit > 10 days

"Find all patients who have been

prescribed medicat

1ON

|0 days aftert

nelr

n Mmore than
ast visit”

Secrecy secret-shares the result of last visit+10
to avoid using a boolean Ripple-Carry Adder under MPC

45



System Implementation

46



THE SECRECY STACK

Oblivious relational operators

Computation | Communication | Random number
primitives primitives generation

Replicated Secret Sharing MPC

J. Liagouiris, V. Kalavri, M. Faisal, M. Varia. Secrecy: Secure Collaborative Analytics on Secret-shared Data. arXiv:2102.01048, February 2021.

47


https://arxiv.org/abs/2102.01048

DECLARATIVE RELATIONAL AP

Query in SQL syntax

SELECT diag, COUNT(*) cnt
FROM diaghosis

WHERE pid IN cdiff_cohort
GROUP BY diag

ORDER BY cnt DESC

LIMIT 10

“Select the 10 most common
diagnosis codes among patients
in a cohort”

O OO0 I O U v W DN =

e
_ O

Query in Secrecy’s API

/** Commorbidity Query *x/
BTable t1 = get_shares(diagnosis);
BTable t2 = get_shares(cohort);

// Sort t1 on diag (at index 2)
bitonic_sort(&t1, 2, ASC);

in(&t1, &t2, @, @); // Semi-join on pid
group_by_count(&t1, 2); // Group-by on diag
// Sort t1 on count (at index 4)
bitonic_sort(&t1, 4, ASC);

open(t1l, 10); // Open first 10 rows

J. Liagouris, V. Kalavri, M. Faisal, M. Varia. Secrecy: Secure Collaborative Analytics on Secret-shared Data. arXiv:2102.01048, February 2021.

48
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Experiments

49



EVALUATION

|, Performance on real and synthetic queries
2. Comparison with other MPC frameworks
3. Scaling behavior

4. Benefits of individual optimizations

S5, Micro-benchmarks

J. Liagouris, V. Kalavri, M. Faisal, M. Varia. Secrecy: Secure Collaborative Analytics on Secret-shared Data. , February 2021. 50


https://arxiv.org/abs/2102.01048

EVALUATION

|, Performance on real and synthetic queries
2. Comparison with other MPC frameworks

3. Scaling behavior

J. Liagouris, V. Kalavri, M. Faisal, M. Varia. Secrecy: Secure Collaborative Analytics on Secret-shared Data.

, February 2021.

51
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EXPERIMENTAL SETUP * More queries in our extended TR

-xperiments with 8 relational queries™

- 5 real-world queries used in previous works on relational MPC:
“Comorbidity”, "Recurrent C. Diff.”, "Aspirin Count”, "Credit Score”, "Password Reuse”
- 3 TPC-H queries (Q4, Q6, Q1 3)

All experiments use randomly gsenerated 64-bit shares
- Using real data 1s no different — parties always operate on random shares

- Share size can be increased to any 2% without modifying the protocols

All experiments are on the Massachusetts Open Cloud (MOC)
- 3VMs (one per party) with 32GB RAM each running MPICH 1.4

- One CPU thread per party (for both computation and communication)
52



PERFORMANCE ON REAL AND SYNTHETIC QUERIES

104 ,
5 / p -/ No-opt
103'; / | Bl Secrecy
. 102 /
(Vp) ]
— : /
101- 18 1x
Q :
: /
E 100_ l /I £x
= 0 / y
101 / ' :
; I / I /
e / /
| i A 1 "a

CO((\O( oC: pSP ¢ Cx€ 1?(;\’\ ,“3(;\’\‘(?C

Non-optimized plans use message batching too, otherwise the cost of MPC is
prohibitive and these queries cannot scale to more than a few hundred input rows 53



PERFORMANCE ON REAL AND SYNTHETIC QUERIES ~  Logical and physical optimizations

result in over 100 X speedups

/ P /" No-opt P
/ / Bl Secrecy /
// ]734X //
/

1868x /’I ;

z
B
4 |

54



PERFORMANCE ON REAL AND SYNTHETIC QUERIES

10~

Secret-sharing
optimizations result in

b to 71 X speedups

-
-
e
-4
—
-
R
-
R
=
-

CO

-/ No-opt y
Bl Secrecy /
/

NN NN N N\

\O
mO(‘o\?\C :

99



COMPARISON WITH OTHER RELATIONAL MPC FRAMEWORKS

Information Trusted Query
Framework MPC Protocol Leakage Party Execution
Secret Sharing / Controlled :
Conclave Garbled Circuits (Hybrid operators) Tes Hybrid
Garbled Circuits / :
SMCQL ORAM No No Hybrid
. Garbled Circuits / Controlled :
Shrinkwrap ORAM (Diff. Privacy) No Hybrid
L Controlled :
SAQE Garbled Circuits (Diff. Privacy) No Hybrid
Senate Garbled Circuits No No Hybrid
SDB Secret Sharing tes No Hybrid
(operator dependent)
. End-to-end
Secrecy Repl. Secret Sharing No No under MPC

56



COMPARISON WITH OTHER RELATIONAL MPC FRAMEWORKS

The only publicly

avallable framework

with a semi-honest
model and no
information leakage

Information Trusted Query
Framework MPC Protocol Leakage Party Execution
Secret Sharing / Controlled :
Conclave Garbled Circuits (Hybrid operators) Tes Hybrid
Garbled Circuits / .
SMCQL ORAM No No Hybrid
. Garbled Circuits / Controlled :
Shrinkwrap ORAM (Diff. Privacy) No Hybrid
L Controlled :
SAQE Garbled Circuits (Diff. Privacy) No Hybrid
Senate Garbled Circuits No No Hybrid
SDB Secret Sharing tes No Hybrid
(operator dependent)
. End-to-end
Secrecy Repl. Secret Sharing No No under MPC
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COMPARISON WITH OTHER RELATIONAL MPC FRAMEWORKS

Information Trusted Query
Framework MPC Protocol Leakage Party Execution
Secret Sharing / Controlled :
Conclave Garbled Circuits (Hybrid operators) Tes Hybrid
Garbled Circuits / :
SMCQL ORAM No No Hybrid
. Garbled Circuits / Controlled .
Shrinkwrap ORAM (Diff. Privacy) No Hybrid
These two (and a
SAQE Garbled Circuits (D(if?fngr(zgsg ) No Hybrid new version of
c <o builc | i SMCQL) are not
enate also DUlldS - -
- o | publicly avallable but
on the maliclous Senate Garbled Circuits No No Hybrid
. are based on EMP!
version EMP . Ves
SDB Secret Sharing (operator dependent) No Hybrid
: End-to-end
Secrecy Repl. Secret Sharing No No under MPC

1 X. Wang, A. J. Malozemoff, and J. Katz. EMP-toolkit: Efficient MultiParty computation toolkit, 2016. https://github.com/emp-toolkit 28



https://github.com/emp-toolkit

SECRECY VS SMCQL

-xperiments with 25 rows per input relation

Comorbidity

Recurrent C. Diff.

Aspirin Count

SMCOQL

197s

304s

796s

Secrecy

0.083s

0.092s

0.171s

Secrecy
SMCQ

(only 8 of 25 tuples enterec

1 J. Bater, G. Elliott, C. Eggen, S. Goel, A. N. Kho, and J. Rogers. SMCQL: secure querying for federated databases. PVLDB, 10(6):673-684, 2017.

_ filters many o

brocesses all tuples under MPC whereas
" the rows “in the clear”

the MPC circurt in SMCOQL)

59



SECRECY VS EMP

Secrecy executes the join on
| O0OK rows per input in ~12h

105 Equi-join
I/ EMP 14/-{3" 12h
| mmm Secrecy | 7, T T T @ )
_ / / I
L 104: /- / /7.53x .
g / J I 5 5
= y 6.22x ; g S 2
103__ / /I //
| 4.26x 7 I R I I I
" /i /
10K 20K 40K 60K 80K 100K

Rows per input

EMP requires ~ | 4h for
40K rows per input

105-

Time (s

102

— 104‘5

Sort
|/ . EMP
| WEEE Secrecy
1.45x
1.31x
1.43x  / / I
1.43x /
/
141x s /
1.2x Y /
i y / | /
/= — _ <= =
64K 128K 256K 512K 2M
Rows

Secrecy sorts 4M rows in ~3.3h
whereas EMP requires ~4./h

1 X. Wang, A. J. Malozemoff, and J. Katz. EMP-toolkit: Efficient MultiParty computation toolkit, 2016. https://github.com/emp-toolkit

60


https://github.com/emp-toolkit

SECRECY SCALING BEHAVIOR

We group queries into three categories:

- Category A: queries with selections and global agsregations

- Category B: queries with select and group-by operators

- Category C: queries with select, group-by, join, and semi-join operators

Category A Category B Category C
“PASSWORD REUSE”,
TPC-H Q6 “CREDIT SCORE”, TPC-H Q4, TPC-H QI3,
“COMORBIDITY?”, “ASPIRIN COUNT?”

“RECURRENT C. DIFF.”

61



SCALING BEHAVIOR: CATEGORY A

Scales comfortably to

| - 1015 - TPC-H QG millions of Iﬂput FOWS
Requires limrtead 5
communication -
rounds that do ) |
not depend on 10 ;
the Input size _
{  oopm w

32K 128K 512K
Rows

Time (s

62



SCALING BEHAVIOR: CATEGORY B

T rows

Sca

| INpL

The cost of | B+ Password Reuse highe
these queries is 1041 W Credit Score

dominated by
the oblivious
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SCALING BEHAVIOR CATEGORY C Aspirin Count scales to

32K rows per input
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Future VVork
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WHAT'S NEXT?

- Building robust MPC query optimizers

- Add support for task- and data-parallelism (ongoing)
- Design efficient oblivious relational operators

- Hardware acceleration for MPC

- Malicious security (ongoing)
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SECRECY SUMMARY
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