8y |
geni Are you ready for the tutorlal]

1. Grab a worksheet and 3. Connect to the network
Instructions Connectto BU Guest

2. Did you do the pre-work?
A. Do you have an account?
B. Have you installed the tools?
*ssh
* omni

GENI Portal 1s at:

http://portal.geni.net

Nsi’t Sponsored by the National Sci GENI Regional Workshop — Mary 23, 2016
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Lab Zero:
A First Experiment using GENI

Design/Setup

Execute

Violet R. Syrotiuk
Arizona State University

Presentation by Sarah Edwards, GENI Project Office

Finish
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Hands On Exercise

" Exploring Networks
of the Future

Do a Simple Experiment in GENI

Reserve two VMs connected at Layer 2

Sponsored by the National Science Foundation GENI Regional Workshop —Mary 23, 2016
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geni  Use the GENI Portal an

Exploring Networks
of the Future

L)

\$;# WELCOME TO GENI

g e n ' GENI is a new, nationwide suite of infrastructure supporting "at scale” research in

Exploring Networks networking, distributed systems, security, and novel applications. It is supported by
of the Future the National Science Foundation, and available without charge for research and
classroom use.

+
Use GENI E

Find out more about
using GENI

e Information for GENI

Cuba

nStreetMap contributors

These are some of the many resources being
used in GENI experiments across the country.

e,

E_\N:;E Sponsored by the National Science Foundation GENI Regional Workshop —Mary 23, 2016 4
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geni Experiment Workf

Exploring Networks
of the Future

T

Design/Setup

« Part|: Design/Setup

 Partll: Execute

* Partlll: Finish

te

Finish
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enl The GENI Portal is...

- e g — g

A web-based tool for experimenters to manage
experimenters, projects, and slices.

Includes simple tools to reserve resources.

More to come in the future.

Sponsore d by the National Science Foundation GENI Regional Workshop —Mary 23, 2016 6
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geni acks and jFed are

Exploring Networks
of the Future

e 06 ~ | jFed i Toolkit

General | Topology Viewer | RSpec Viewer | Timeline Viewer
~ *
o] o ] @ Reboot & share Q Q 9

Update Status  Renew Terminate 48§ Edit ssh-keys ZoomIn Zoom Out  Reset Zoom

Experiment Advanced Zoom

— ~
;9; server

= Progress I © Errors I.f" Timeline log ]

% Requesting slice information

% Initialize nodes at InstaGENI Clemson

% Waiting for nodes from InstaGENI Clemson to become ready.

% Testing connectivity to nodes from InstaGENI Clemson.

Delete All Tidy View View Rspec

ed | © rrh-jacks-tutorial X

Name

node-0

Node Type [_-!]

node-0
Universal Default VM x

() Custom Type @
Hardware Type

node-1

() Custom Hardware

Graphical user interfaces (GUIs) for:
— designing topologies in GENI
—reservingresources in GENI

iNsEE Sponsored by the National Science Foundation GENI Regional Workshop —Mary 23, 2016




&5 _
geni Experiment Wor_

* Partl: Design/Setup

 Partll: Execute

% . Bl rifish

Finish
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80 Part I:

JEY Establish Management Environment

of the Future

1 Pre-work: Design your experiment
2.1 Pre-work: Create a GENI account

2.2 Pre-work: Project lead (e.g., tutorial leader) adds you to
project

Project Name: GRWBU2016

2.3 Generate and Download ssh keypair

Sponsored by the National Science Foundation GENI Regional Workshop —Mary 23, 2016



Logged In as Sarah Edwards | Logout

DERSTAN

| Horfie | Projects Slices Profile Help

#,+ Home

My Projects

Notice
Congratulations! Your GENI Portal account is now active.

You can now participate in GENI research, by joining a Project’.
Note that your account is not a ‘Project Lead’ account, meaning you must join a project created by
someone else, before you can create slices or use GENI resources.

A project is a group of people and their research, led by a single responsible individual - the project lead.
See the Glossary.

Warning
You are not a member of any projects. Please join an existing Project, ask someone to create a Project for
you, or ask to be a Project Lead.

No projects.

No outstanding project join requests by you.

My Slices

You do not have access to any slices.

Tools

GENI Desktop

GENI Messages

2013-08-08 18:13:36 UTC ch-ah.gpolab.bbn.com.km authorizing client ch-ah.gpolab.bbn.com.portal

2013-08-08 18:13:35 UTC Activated GENI account for sedwards@geni.net




Logged In as Sarah Edwards

Logout

DERSTANGS

Projects Sli¢s Profile
R

#,+ Home

My Projects

Notice
Congratulations! Your GENI Portal account is now active.

You can now participate in GENI research, by joining a Project’.
Note that your account is not a ‘Project Lead’ account, meaning you must join a project created by
someone else, before you can create slices or use GENI resources.

A project is a group of people and their research, led by a single responsible individual - the project lead.
See the Glossary.

Warning
You are not a member of any projects. Please join an existing Project, ask someone to create a Project for
you, or ask to be a Project Lead.

No projects.

No outstanding project join requests by you.

My Slices

You do not have access to any slices.
Tools
GENI Messages

2013-08-08 18:13:36 UTC ch-ah.gpolab.bbn.com.km authorizing client ch-ah.gpolab.bbn.com.portal

2013-08-08 18:13:35 UTC Activated GENI account for sedwards@geni.net




On your local machine..

> mv ~/Downloads/id geni ssh rsa ~/.ssh/.
> chmod 600 ~/.ssh/id geni ssh rsa
> ssh-add ~/.ssh/id geni ssh rsa




Part | continued:
Obtain Resources

3.1 Create a slice
3.2 (Optional) Renew your slice
3.3 Reserve two VMs at one aggregate

3.4 Check whether VMs are ready to be used

Sponsored by the National Science Foundation GENI Regional Workshop —Mary 23, 2016 13



#,» Home — Project tutorial

GENI PROJECT: TUTORIAL

Proiart Actions

3

Project Identifiers (public)

Name tutorial

Purpose GEC16 tutorial prep3
Expiration None

Creation 2013-02-08 19:18:26 UTC

Contact Information

Project Lead Niky Riga e-mail

Project slices:

You have access to 2slices.

Slice
Name

Project Slice Expiration

l Add Resources H Resource Status || Details l

2014-01-13 Sarah -
monitor  tutorial 0.0 00UTC  Edwards k38
""""" l Delete Resources l Launch Flack ' GENI Desktop l
l Add Resources H Resource Status || Details l
eni01 tutorial e Serchell] =
geni?  © utorial  00:00:00 utc Edwards £
""""" l Delete Resources l Launch Flack | GENI Desktop l

Expired Slices




l ,# Home — Project tutorial — Slice geni01

at the Portal Help or GENI Glossary.

Need help? Log

GENI Slice: genio1

Slice Actions

[ Add Resources ] [ Manage Resources ] [ Manage Slice Members ] [ Slice Identif a l Recent Actions l

Renew Slice
~
Project does not have an expiration date y - ]
2014-06-12 R
Slice expires on 2014-06-12 19:23:05 Z Ren' i known resources " ==

Slice Tools

| Flack | | GENIDesktop | | Labwiki | | Omni |

Manage Resources

[ Select All ][ Deselect All ] [ Ready? ][ Resource Details ][ Resource Status ][ Delete Resources ]
Select Only: | This Slice 3 | Select Date... ] [ Renew Resources ]
+ (J ExoGENI (0) You do not have any aggregates selected.

+ (JFOAM (0) Please select aggregates on the left.

+ () InstaGENI (0)
+ (J Other (0)




#,4+ Home — Project tutorial — Slice start

G ENI S I i ce: start Need help? Look at the Portal Help or GENI Glossary.

L | LS, T

Add Resources

Renew slice

[ Manage Resources ] [ Manage Slice Members ] [ Slice Identifiers ] [ Recent Actions ]

Project does not have an expiration date (Oslice only

Renew

. until 2014-10-25
(®)slice & known resources

Slice expires on 2014-10-25 23:35:16 Z

Slice Tools

[ Flack ] [ GENI Desktop ] [ LabWiki ] m w e Jacks (beta) ]

[ Select All ] [ Deselect All ] [ Ready? ] [ Resource Details ] [ Resource Status ] [ Delete Resources )
Select Only: | This Slice A Select Date... [ Renew Resources ]
+ (J ExoGENI (0) You do not have any aggregates selected.

Please select aggregates on the left.
+ (JFOAM (0)

+ () InstaGENI (0)
+ () Other (0)




| jFed Experimenter Toolkit

E o & 2] 1S e
New /Open Open URL

Recover Preferences Report a bug

Documentation
Preferences Support

Experiment Definition Experiment

No experiments are open.

Create a new experiment description (CTRL+N)
Open an existing experiment description (CTRL+0)

Open an existing experiment description from an URL (CTRL+SHIFT+0)

Direct connection @ | [ @@ | 8%

&, Home — Project tutorial — Slice start — Add Resources to start using Jacks

Add Resources to GENI Slice start

Add Resources | Manage RSpecs

Add Resources

To add resources you need to choose a Resource Specification file (RSpec).

oot | i [ e e
Drag to Add

Raw PCIG| |Raw PC EG| OF OVS

Portal @ File (O WURL (O TextBox

Select existing:| Choose RSpec...

This RSpec is valid.

Download RSpec:




8 0 6

", jFed Experimenter Toolkit 2
General | Topology Editor i i i i

> Q Q O

Auto Layout Zoom In  Zoom Out

Reset Zoom
Edit Layout Zoom
v Computing Elements
Virtual )
N Physical Node
Mach
achine nodeO

=
) nodel
[0 I ™

XEN VM Generic Node
Dedic_ated

Ext. Network  OpenVZ VM
Connection

(& Untitled X

Click and drag the circle t

Add Resources

To add resources you need to choose a Resource Specification file (RSpec).

Drag to Add

|| & | W

VM Xen VM EG VM @ \D\
node-0

B | | EED @

node-1
Raw PC IG| [Raw PC EG OF OVS




», jFed Experimenter Toolkit

| MTOPMOQY Editor
! = m 7 @ @ 9

Run Save Copy ast Duplicate Auto Layout Zoom In Zoom QOut Reset Zoom

Edit Layout Zoom

v Computing Elements

1.8.0.0 Properties of client

Virtual

Machine Physical Node

@ ﬂ; Disk Image:

XEN VM Generic Node Node: (®) Any available node
() Specific node:

@ m L

Dedicated e
Ext. Network  OpenVZ VM
Connection

Save Cancel
—

Click and drag the circle to a target node to create a new link. _,.|| Direct connection 0 ﬁ B

Delete All Tidy View View Rspec

vode Type

Universal Default VM

() Custom Type

Hardware Type

Portal (® File (O URL (O TextBox ()




8 O O

Properties of link0 e

General | Impairment | Link Type

Link name:

Configuration t...

IP addresses:

linkO
(_) Automatic(®) IPv4

IPv6

Interface ID
node0:if0
nodel:if0

255.255.255.0
255.255.255.0

| Save | Cancel |

Add Resources

To add resources you need to choose a Resource Specification file (RSpec).

Interfaces

° Interface to
node node-0

interface-0

10.1.1.1

Netmask:

Delete All LAYEY

Name: @ \D\
client

node-1

vl.6




| g Hology Editor

f&] Q Q 0 Copy Paste Duplicate Zoom In Zoom Out Reset Zoom
Run Save Copy Paste Duplicate Auto Layout Zoom In Zoom Out Reset Zoom
Edit Layout Zoom
v Computing Elements
Z A Start an experiment run
Virtual " L Pt
Machine Physical Node i a EEEEEEEEE(
amclent l\- Enter experiment run details
XEN VM Generic Node N Slice name: | FIFEIRGIN %
Project: | CHOCULA
@ Duration: i
= - ndn-vt
Dedicated T J )
Ext. Network  OpenVZ VM ndn-vt.
Connection EENEEEEEE( sshtest
WebFarm
genilib
rpm
transition

(& Untitled x

Click and drag the circle to a target node to create a new link,

Click and drag the circle to a target node to create a new link. _..|| Dires

Name Name

@ RENCI ExoGENI @,

client Aggregate client \D\

RENCI EX0GENI s

RENCI ExoGEN

Aggregate

RENCI ExoGENI

ustom Aggregate

server

[ Custom Aggregate

vl.6

Portal ® File O URL O TextBox ()

Portal ® File O URL O TextBox O

P Select existing:| Choose RSpec... s
Select existing:| Choose RSpec... & Choose RSpec 8: | Choose RSpec. J

Choose RSpec

This RSpec is valid and bound.

: | Download

This RSpec is valid and bound.

Save RSpec Download RSpec:

ecs' tab to add a permanent RSpec.
Note: Use the 'Manage RSpecs' tab to add a permanent RSpec.

. . . . L. . request to a specific GENI site before reserving resources, you can do this in the graphical pane by clig
Note: You need to bind a request to a specific GENI site before reserving resources, you can do this in the graphical pane by c!

Reserve Resources
Reserve Resources




<" jFed Experimenter Toolkit

® 00
General | Topology Viewer
~
57 © n

Update Status Renew Terminate

® Reboot & share Q Q
@ Edit ssh-keys Zoom In  Zoom Out

Experiment Advanced Zoom

9]

Reset Zoom

= Progress | @ Errors | " Timeline log

% Requesting slice information
% Initialize nodes at InstaGENI Clemson
% Waiting for nodes from InstaGENI Clemson to become ready.

% Testing connectivity to nodes from InstaGENI Clemson.

© rrh-jacks-tutorial X

This experiment run will expire in 2 hours, 1 minute and 20 seconds

Manage Resources

Direct connection e ® ﬁ

Resources on RENCI ExoGENI are ready.

server

client

| Renew | Renew Date ‘[ Delete ] [ SSH ] [ Restart ]

Details | Status | Add Resources '
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geni Experiment Wor

Exploring Networks
of the Future

3

Design/Setup

’- \  Partll: Execute

Execute

% * Partlll: Finish

Finish

« Partl: Design/Setup

E:N“E Sponsored by the National Science Foundation GENI Regional Workshop —Mary 23, 2016
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Part Il:
Execute Experiment

Exploring Networks
of the Future

—_—
-
-~
~

Control Interfaces >y

. Layer 2 \
oo w\/’/ \ Data Inte rfa CeS / \\\ :

4.1 Login to the client and server nodes
5.1 Test connectivity

5.2 Explore the data and control planes
6.1 Logout of nodes

Sponsored by the National Science Foundation GENI Regional Workshop —Mary 23, 2016 24



M i i
_‘_‘cllenl Terminal was launched

An SSH-terminal to rrhain@141.217.114.137:22 was
launched.

It may however be on the background. Please switch
applications to access your terminal.

ROaO6) | jFed Experimenter Toolkit .
General | Topology Viewer I RSpec Viewer T Timeline Viewer ]
~ U
o~ @ . O Reboot & Share Q Q 0 |
Update Status Renew Terminate & Edit ssh-keys Zoom In Zoom Out Reset Zoom
Experiment Advanced Zoom
e
<
al

D Do not show this warning again

= Progress TQ Errors I.f" Timeline log

% Requesting slice information

% Initialize nodes at ExoGENI ExoSM
[ Waiting for nodes from ExoGENI ExoSM to become ready.

% Testing connectivity to nodes from ExoGENI ExoSM.

© gec21-tools X

This experiment run will expire in 6 days, 16 hours, 32 minutes and 23 seconds

Direct connection e 0 a;

Aggregate RENCI ExoGENI's Resources:

Node #1:

Client ID

Component ID

Exclusive Type

client rcivmsite:orca-vm-cloud

not exclusive x0.small

ssh ahelsing@152.54.14.49

Hostname

(not specified)




$ sudo ifconfig

$ ping 192.168.1.11 —-¢c 5 # server data i/f
$ ping 172.17.1.9 —-¢c 5 # server ctrl i/f

@S sudo ifconfig




Worksheet

Slice Name: labO<your initials>

g
=

/ Control plane switch \

Control i/f
Data i/f

Control i/f
Data i/f

()]

ﬂ

r
plane

Data




sudo apt-get install iperf
hash

server data 1i/f
iperf -c 10.10.1.2

# server ctrl i/f

iperf -c 172.17.2.4

.1

sudo apt-get install iperf
hash

start an 1perf server
iperf -s

# Stop the iperf server
<ctrl-c>




What is the bandwidth of the data link? Why?
69 What is the bandwidth of the control link? Why?

Control i/f
Data i/f

\ GENI Rack /

Data hlane




Demo here



(2 Configure routing

eth___ Link1

(192.168.1.0/24)

ping 192.168.2.12

ping 192.168.3.12

Link2
(192.168.2.0/24)

Link3
(192.168.3.0/24)

eth

Figure 1 Topology and routing



(-2 Configure a static route

route add —-net 192.168.1.0 netmask 255.255.255.0
gw 192.168.1.1 dev ethO

In above command:

-Indicates that the route s

add added to routing table.
-Indicates that desination is a
-net
network.
102.168.0.1 -Indicates IP address of
92.168.0. destination network.
-Indicates the subnetmask of
netmask

destination network.

Configure IP routing

sudo sh -c 'echo 1 > /proc/sys/net/ipv4/ip forward'

From: https.//www.hscripts.com/tutorials/linux-commands/route.html|



# ping server data i/f
S ping 192.168.1.11

# ping server ctrl i/f
S ping 172.17.2.4

53

For ExoGENI only do:
sudo service neuca stop

bring down data i/f
sudo ifconfig ethl2541 down

# bring down ctrl i/f

sudo ifconfig eth999 down




Demo here



@ When you bring down the interface, the
destination should become unreachable. Why?

/ Control plane switch \

eth

Control i/f Control i/f

ety ailf

Data i/f cEL

10.1.1%

\ GENI Rack /

H
(@
=
=
{
Data »lane
sw ch




@ After you bring down the control interface, the destination
becomes unreachable. Why?

eth . . . . . .

Control i/f
Data i/f

lane

p
swijtch

Data

\ GENI Rack /




After you bring down the control interface, your ssh session
should immediately hang. Why?

‘nternet

/ Control plane switch ' \

eth

Control i/f

lane

Data i/f

\ GENI Rack /

p
swijtch

Data




You are trying to log in to a compute node on GENI
using SSH and can't.
Which are possible explanations?

a) You entered the wrong password

b) You didn’t offer the private key that matches the
public key

c) The public key wasn’t loaded onto the node

d) Permissions on the private key are too permissive
e) (b), (c), and (d)



geni

Exploring Networks
of the Future

Experiment Workf

1

Design/Setup

 Partll: Execute

Execute

% « Partlll: Finish

Finish

« Partl: Design/Setup

39
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Don’t Delete YET!!!

We will clean up later
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» ; jFed Experimenter Toolkit

{General Togologz Viewer RSEec Viewer | Timeline Viewer
B & ~ | i) & 13 (2

New Open Open URL Update Status Terminate Recover Preferences Report a bug Documentation
Experiment Definition Experiment Preferences Support
=
M
e
o — |
b 3 Q.‘server
o /
5]
= Progress | @ Errors | «™ Timeline log
% Requesting slice information
% Initialize nodes at InstaGENI Clemson

%5 Waiting for nodes from InstaGENI Clemson to become ready.

% Testing connectivity to nodes from InstaGENI Clemson.

(£ Untitled | © rrh-jacks-tutorial X
Delete known slice resources?

This experiment run will expire in 1 hour, 58 minutes and 45 seconds.

1 m -




o Part

gciy Finish Experim
.ACcV
(O resource
\f Xpeyr;
im :
aggregate "''entq, slice

When your experimentis done, you should always
release your resources.

— Normally this is when you would archive your data
— Delete your resources at each aggregate

Sponsored by the National Science Foundation GENI Regional Workshop —Mary 23, 2016 42




Congratulations!

You have...

—Run your first GENI experiment!

—EXxercised your knowledge of GENI
terminology

—Used the GENI Portal and Jacks

Sponsore d by the National Science Foundation GENI Regional Workshop —Mary 23, 2016 43
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eth

Control plane switch

Control i/f
Data i/f

eth

()

t

g
plane

swiich

—

AISTE" Gy iy

Data

GENI Rack

Control i/f
Data i/f
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ping 192.168.2.12

ping 192.168.3.12

Link2

Link3 (192.168.2.0/24)

(192.168.3.0/24)

Figure 1 Topology and routing
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Control plane switch

Control i/f Control i/f

eth

1L 163 R )

J

192.168.2.11

eth
eth 192.168.2.12

— N\

eth
192.168.3.10

eth

IV RRRCONS .12

s
GGFENT Rark orsnop=HiEn




Control plane switch

Control i/f

I REGEAT, d0

eth eth

IS R 68820 12

12  WEE . 3,2
\\ CGGENT RAark

Control i/f

192.168.2.11

/

Date
plan
switc



Control plane switch

Control i/f

I REGEAT, d0

eth eth

IS R 68820 12

12  WEE . 3,2
\\ CGGENT RAark

Control i/f

192.168.2.11

/

Date
plan
switc



Control plane switch

Control i/f

eth

eth

eth

ISP 6 . 3, 112

\ GENIL Rack

192 866 o L o L

192 . LEOE 8 1O

switch

Data plane
®

X

192.168.1.11

192.168.2.1T

Control i/f

eth

eth

eth

192,168 2. 1.




